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Abstract: The article deals with the application of risk analysis for the identifi cation and assessment 
of unlawful acts within the premises of public universities (referred to as PU). The 
subject of this article are options for increasing security level of these buildings, and thus 
it also provides an overview of potential involvement of selected risk analysis in practical 
assessment of security risks.

Keywords: Physical protection, university, identifi cation, risk analysis.

Review article

Introduction
Public universities can certainly be included 

in the category of buildings that may be a target to 
potential illegal activity. In addition to conventional 
illegal acts in terms of threat to life and health (theft, 
vandalism, etc.), there is also an imprescriptible 
risk of more signifi cant threat with greater impact 
to the society. This group of security risks includes 
terrorism, organized crime or the use of weapons of 
mass destruction. Important thing which confi rms this 
statement is the fact that during the day tens to hundreds 
of people, especially students, staff and the public are 
present in these types of buildings. These institutions 
are also frequently visited by prominent politicians 
and statesmen during various lectures, conferences 
and formal events, being important potential targets 
of terrorist attack and thus a threat to the PU building 
itself and to all the people who are present there at 
the moment. However, PU buildings are not exposed 
to external threats only. Signifi cant risks to security 
are violence and aggression of students or teachers, 
which are in most cases more diffi cult to detect than 
in case of a standard offender. Many incidents from 
abroad are pointing the fact that it might be only 
a matter of time before similar cases of violence occur 
at universities in the Czech Republic (CR), which is 
also confi rmed by a recent knife attack at elementary 
school teacher in Havířov to whom the offender caused 
a series of cutting and stab wounds. Currently there are 
26 public universities in the Czech Republic (Ščurek 
and Konečný, 2011).

The actual level of security at individual 
universities is not optimal, the technique is outdated, 
current regime measures are insuffi cient and can 

hardly detect and reveal a more capable offender. 
Virtually every public university implements 
physical protection through the guard service, 
which provides physical security and protection 
of the building. However, eligibility of the guards 
to respond to the alarm and any action against the 
perpetrators is often insuffi cient. Given these facts, 
attacks of a similar nature cannot be excluded in 
the future and it is necessary to take all possible 
preventive measures. 

Materials and methods

Characteristics of preventive measures to 
increase the level of safety

From the perspective of security of PU we need 
to seek possibilities of using innovative elements in 
security technology fi eld, where the development is 
focused on the introduction of new access systems 
(e.g. biometrics, radiofrequency identifi cation and 
localization). Other areas of interest should be 
the technology searching and profi ling potential 
offenders, or the intention to carry out an attack on 
a protected building. It concerns a development of 
contactless devices allowing the detection of negative 
intentions of people (the terrorist’s revelations, etc.) 
through sensors. These systems allow the registration 
of non-verbal body demonstrations undetectable 
to human eye (body temperature, the contraction 
of facial muscles, etc.). If the sensors identify the 
sensed parameters are abnormal, the system activates 
an alarm signal. In the area of physical protection 
we can also use RFID technology, through which the 
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organization will obtain contactless identifi cation 
of persons and property, or their location within 
the building in real time (Finkenzeller, 2003). 
The spectrum of RFID utilization is diverse and 
in cooperation with the optimal settings of mode 
measures this technology represents an effi cient 
system that enables the control of entry, exit and 
movement of staff, students and visitors within the 
premises of public universities. Another important 
precautionary element in physical protection is the 
risk management. Here it is necessary to choose the 
appropriate strategy and the defi nition of effective 
security measures leading to the optimization of risk 
and losses generated by adverse incidents. However, 
despite all precautions that the organization 
dedicated to the risk management a number of 
negative phenomena cannot be excluded, which can 
lead to serious threat to personal health and threat to 
other assets of PU. Those phenomena are emergency 
situations that are artifi cially induced, random, 
unexpected and socially dangerous, in respect to 
a signifi cant effect on human health, property and the 
environment. This category includes an explosion 
of trip explosive system (referred to as TES), 
burglary, theft, sabotage and other illegal activities. 
Perpetrators of these crimes can be divided into 
external and internal attackers, or a combination 
of both of these types, which is very effi cient in 
terms of successful implementation of the attack. 
With a large number of persons moving around the 
public universities are very vulnerable, open to all 
visitors and thus an easy target of terrorist attack and 
other forms of crime. To ensure complete safety of 
the organization it is therefore necessary to ensure 
mutual cohesion of various components of security 
and adapt their interactions to selected building. In 
the event that one component is not optimal, this 
gap cannot be effectively replaced by another and 
the system cannot be further considered safe and 
reliable (Ščurek and Konečný, 2011). Therefore the 
prevention is necessary, whether in the form of risk 
analysis or innovative means of technical protection, 
enhancing monitoring, identifi cation and locating of 
people in buildings of this nature.

Results

Application of selected risk analysis

Risk analysis is a procedure that is used 
for the management and forms a basis for the 
decision-making process of the organization. For 
analysis and risk assessment are currently available 
many methodics and software tools. In terms of 
desirable purpose of risk assessment it is necessary 
to evaluate if the expectations of methodics are 

executed, then evaluate if the available data and 
indications have informative value in terms of 
hazards and if used data are applicable in chosen 
methodics. Individual methods of the risk analysis 
are only auxiliary tool of the reviewer who takes into 
account his/her practical experiences, regulations 
and statistical data (Rafferty, 1994). It is a big 
advantage if the risk analysis realizes a group of 
reviewers to compare and evaluate the results. 
The procedure of risk analysis of PU includes 
problem defi nition, analysis of current status and 
proposal of its optimization. The fi rst step involves 
a determination of what has to be protected. The 
next step is a determination of what do we protect 
against (an attack, a hijack, housebreaking, or fi re), 
and fi nally how do we ensure this protection. It is 
necessary to judge the value of probability that in the 
particular case (place, time, persons, terms etc.) will 
originate these specifi c consequences and how big 
and expensive they might be. Every existing method 
for hazard assessment was created for a specifi c 
problem. As mentioned above, there is all manner 
of risk analysis methods and their number increases. 
Methods of risk assessment of public universities 
include probability methods, engineering judgment, 
analogy and model (Loveček and Veľas, 2010). We 
can apply these methods on other objects as well 
but always with reference to the original purpose. 
A benchmark for method selection was actually their 
availability and expansion of their application in 
current security practice. Within the evaluation and 
risk assessment of PU it is necessary to defi ne the 
string “danger - threat - fault - damage”. In general, 
the procedure of risk analysis of unlawful acts is 
shown in the following block diagram.

Boundary of risk analysis is a limit defi ning 
assets to be included in the analysis. To this closely 
relates the optimization of the risk when the risk 
must be minimized to such level that the reduction 
of costs does not become disproportionate in 
comparison with the corresponding risk limitation 
(ALARA principle). From the economic point of 
view, the expenses on system optimization should 
be around 10 % of assets, in exceptional cases may 
reach 15 %. Subsequently, detailed identifi cation of 
risks is done, when we select risks that could threat at 
least one of the assets. Then a detailed assessment of 
identifi ed risks is conducted, determining their order 
of signifi cance of the impact on public universities 
assets, which is related to minimizing the most 
serious that fi t into the above mentioned 10 % cost 
limit (Reitšpís, 2004). Prior the “big” risk analysis 
of PU it is recommended to carry out preliminary 
risk analysis in order to determine which one of the 
buildings is crucial for the functioning of PU and is 
exposed to signifi cant risks. Preliminary risk analysis 
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is usually done in the form of qualitative analysis. 
Appropriate method is for example a risk modeling 
with Ishikawa diagram that defi nes the various causes 
of risk, leading to security threats to PU.

Fig. 1 Block diagram of risk analysis procedure 
(Ščurek and Konečný, 2011)

Another preliminary risk analysis using scientifi c 
approach suitable to use is the fault tree analysis 
(referred to as FTA). This method is highly systematic 
and allows you to analyze various factors, including 
physical phenomena and human interactions. 
Using a “top-down” approach, it focuses on those 
consequences of faults that are directly related 
to the top event, such as the explosion of TES. In 
general, this analysis provides the evaluators with an 
overview of possible causes leading to an adverse 
phenomenon with a comprehensive overview and 
refl ection on its creation. Graphical representation 

leads to a simple understanding of the behavior 
of the system and the factors contained therein. 
Illustrative example of application of this method is 
shown in the following block diagram. 

Detailed analysis can be qualitative, same as 
already mentioned preliminary analysis. Many 
evaluators, however, prefer for the purposes of 
risk assessment of buildings of similar nature as 
public universities, quantitative methods. One of 
them is the analysis of the causes of failures and 
their consequences (referred to as FMEA), which is 
a quantitative method of risk assessment based on 
the analysis of failure modes and their consequences, 
enabling identifi cation of consequences and causes 
based on systematically and structurally managed 
failures. It also serves to control individual elements 
of the system and its operation, where it identifi es 
basic faults. During FMEA the risks are fi rst 
evaluated in terms of process (caused by human 
factor) and then in terms of structural point caused 
primarily by technical or structural fault. Example 
of PU risk assessment in terms of structure can 
be risks generated on the perimeter or cladding of 
the building or risks of area or subject protection. 

In terms of process it concerns risks generated in 
the process specifi c for certain public university 
and its environment (e.g. sabotage of discontented 
employee). Due to possible variations, the risks are 
identifi ed and divided into aforementioned process 
and structural categories, followed by the assessment 
of individual risks is carried out with the knowledge 
that the process risks pose greater threat in terms of 
security than structural risks do (Ščurek a Konečný, 
2011). The output of this analysis is a table with 
subsequent graphic output of identifi ed risks and 
those are evaluated by “80/20 Pareto principle” 
(see example in Tab. 1). 

The procedure of risk analysis of

illegal in universities

Determination of risk analysis limits

Assets identification and assets values

Hazards identification

Risk assessment

Risk optimization

Failure of alarm system Failure of physical protection Unauthorized entrence to the buildings

Failure of mechanical protection Failure of technology Poor evaluation of risk situation

Fault

Lack of maintenace

of system

Inappropriately set

of detection system

Inappropriate choice

of protection

Entrance through the roof

Overcoming of doors

and windows

Lack of training

Intentional damage

Lack of practise

External influences

Unsecured windows and doors

Sabotage

Lack of technical condition

Outage of electric power

Overcoming of gate

Unprofessional instalation

and manipulation

Masking intruders (like student

or employees)

Cooperation with intruders

False ID card

Human fault (headlessness ...)

Lack of technical condition

Poor sensitivity of equipment

Suspect monitoring in object

Fault

Long parking wehicle

Knowledge of access code

Cooperation with employees

Suspect movement of people

Poor response

to aggressive

behavior

Security threats

of univerzities

Fig. 2 Risk identifi cation by Ishikawa diagram (source: Author)



Transactions of the VŠB - Technical university of Ostrava

Safety Engineering Series 

Vol. VIII, No. 2, 2013

47

Tab. 1 Process risks assessment (source: Author)

The signifi cance of risks listed in the table is 
graphically shown by “Lorenz curve” in Fig. 4, 
which illustrates the risks in red letters, requiring the 

implementation of preventive measures that would 
lead to optimization of risk.

 

Explosion of

explosive systém

(ES)

Explosion outside

the building

Explosion inside

the building

Placement of

explosion systém

in the building
Placement of

explosion systém nearby

the building

Placement of ES

at the entrance to

the premises

Placement of ES

from surrounding

area

Unauthorized

entrance to

the buildings

Authorized

entrance to

the buildings

Placement of

explosion systém

during authorized

entrance

Placement of explosion

systém during

unauthorized entrance

Student

At day At night

Employee

Visitor

Inattention ot

porter
Porter´s walk

Inattention ot

porter
Porter´s walk

Fig. 3 Risk of explosion of TES by FTA method (source: Author)

No. Event
Evaluation

R Pareto Principle 
80/20 [%]P N H

1 Unauthorized entry through the lodge 4 5 5 100 34.48
2 Failure of key mode 3 3 4 36 12.41
3 Theft of property or other assets 3 4 3 36 12.41              to 80 %
4 Insuffi cient control of people 3 3 3 27 9.31
5 Human factor failure (negligence) 3 3 3 27 9.31
6 Failure of alarm security and emergency system 4 2 3 24 8.28
7 Sabotage of employees with the offender 3 2 3 18 6.21
8 Wrong evaluation of risk situations 4 2 2 16 5.52
9 Power outage 2 2 1 4 1.38
10 Random fi re due to short circuit 1 2 1 2 0.69
∑     290  
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Fig. 4 Pareto analysis in terms of process 
(source: Author)

It should be noted that the index values for an 
offender cannot be accurately determined, because 
it is impossible to accurately measure for example 
the intention of discontented employee who wants 
to smuggle explosive in public university building. 
However, indexes of risk of this nature can be 
estimated from statistics and experience. It can be 
said that the structural risks can be indexed accurately 
(e.g. using breakthrough security), but we cannot do 
the same with process risks. The use of quantitative 
methods for process risks is therefore less accurate, 
but the interval of the result will undoubtedly be 
more accurate than a mere verbal comment of 
the evaluator, which would be based only on an 
estimate without mutual mathematical relationships. 
From a practical point of view, we can compare an 
application of quantitative methods to process risk 
to using a kitchen knife for loosening a cross-headed 
screw. The knife is not a tool primarily intended for 

loosening screws, but if we do not have another 
more suitable tool, we can still achieve our objective 
with some limitations. 

Conclusion
The article dealt with the assessment and 

identifi cation of security risks in the public 
universities. In terms of physical protection it can 
be stated that there is a wide range of potential risks 
in this area, when some may seem insignifi cant and 
diffi cult to identify in sporadic analysis. In the area 
of physical protection of public universities, there is 
a wide range of security risks, some of which may 
appear to be insignifi cant, and in sporadic analysis 
diffi cult to identify. The subject of this article was 
to point out the potential application of selected 
tools and methods of risk analysis, representing the 
continuous monitoring and risk assessment, which 
is the basis of risk management of each organization 
and it means to optimize the security level in the 
environment of public universities.
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