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Abstract 

The primary aim of this bachelor thesis is to evaluate Steganography techniques in VoIP 

networks. IP telephony is nowadays a very popular IP network service and its popularity is still 

rapidly rising. A high traffic volume of data that VoIP generates offers a well hidden-

communication possibility. Steganography is an ancient art that encompasses many data hiding 

techniques that the main purpose is hiding the very existence of the communication. Due to 

VoIP well hidden-communication possibilities, a Steganography in VoIP is feasible and became 

a very interesting area for further exploration. Steganography method LACK is presented in the 

thesis. LACK utilizes an excessively delayed RTP packets for steganography purposes. For the 

purpose of call analysis, R-factor and MOS are calculated. The results of LACK impact on calls 

quality are presented, and achievable steganographic bandwidth is calculated. The efficiency of 

hiding data in RTCP packets is summarized. A Possibility of hiding data in SRTP is also 

presented. At the end of the thesis, the effectiveness of Steganography techniques in VoIP 

networks is evaluated. 
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1 Introduction 

The bachelor thesis deals with a Steganography technique that is usable in VoIP 

networks. First two chapters include a theoretical knowledge about investigated topic and in the 

last chapter the practical results are evaluated. In the first chapter, a VoIP fundamentals and 

issues are explained. Most of the chapter describes issues closely associated with VoIP. The 

second chapter introduces the Steganography with its history. A Steganography principle is 

explained and showed in an example. Also, available carriers of steganogram are presented. The 

chapter deals with various Steganography techniques usable in VoIP networks. Subsequently 

the techniques classification is made. They are described and also analyzed. Last part of the 

chapter is dealing with specific steganography method called LACK. In the third chapter, a 

simulation of LACK is presented. The simulation was created for the purposes of analysis the 

efficiency of hiding data in RTP packets. A call connection between two end-points was 

established. SIPp software was used for the initializing a call on one end-point. Linphone 

software was used on other end-point. With RTP tool, a conversation is simulated. A software 

Wireshark captures the received data. The whole process is repeated several times but with 

increasing packet losses. For the purpose of call analysis, R-factor and MOS are calculated. The 

results of LACK impact on call quality are presented and also achievable steganographic 

bandwidth is calculated. Subsequently the statistical results are written. Hiding data in RTCP 

packets is also analyzed. At the end of the thesis, the effectiveness of data hiding in RTP/RTCP 

packets in VoIP network is evaluated.  
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2 VoIP fundamentals 

VoIP, Voice over Internet Protocol or also called IP telephony has changed the entire 

telecommunication base mostly due to its monetary saving [1, p. 95]. This type of 

communication is getting more and more on popularity every day. The other reasons except 

financial cost are unlimited area and also easy accessibility. For establishing a call through VoIP 

network, only a suitable device is needed with access to the Internet. 

2.1 VoIP introduction 
VoIP is a technology intended for communication through the Internet Protocol 

networks. It is real-time service based on four main groups of protocols [2, p. 2]: 

• Signaling protocols 

• Transport protocols 

• Speech codec 

• Other supplementary protocols 

Every of these groups has its unique role in VoIP. Below their functionality with named 

protocols is described: 

1) Signaling protocols are intended for creating, modifying and terminating connections 

between the calling parties. The mostly used are: SIP, H.323, H.248 

2) Transport protocols provide us end-to-end or host-to-host network transport 

functions, which are suitable for applications transmitting real-time audio. These includes 

protocols: RTP, UDP, TCP 

3) Speech codec offers a compression or decompression of digitalized human voice and 

subsequent preparation for transmission in IP networks. e.g. G.711, G.729, G.723.1 

4) Other supplementary protocols which complete VoIP functionality like RTCP 

protocol. It controls and monitors RTP protocol, especially the quality of service parameters and 

information about the participants in the current session. e.g. SDP, RTCP [2, p. 2]     

In Figure (2.1), an example of call between two user agents is shown. A call consists of 

three main phases. The first one is initial signaling phase. In this phase, the call between two 

user agents is established by utilizing the signaling protocols. The second phase is called a 

conversation phase. During this phase, a communication is possible. For the purpose of 

communication, two audio streams are sent bi-directionally [3, p. 1]. RTP packets are usually 

carriers of voice data. At the final the call connection is terminated with end signaling phase. 

For initialization and termination of call signaling protocol is responsible. [3, p. 1]. 
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2 1 VoIP call-flow between 2 user agents [2, p. 1002] 

2.2 VoIP Issues 
There are many existing various issues that affect packet networks. The most common 

issues are [1, p. 120]:  

• Delay 

• Jitter 

• Digital sampling 

• Packet loss 

• Voice compression 

• Echo 

Some of the mentioned issues are specified more precisely in following subchapters. 

2.2.1 Delay 

Delay in VoIP is the amount of time needed to get sound from speaker's mouth to the 

ear of a listener. The delay in VoIP is also called latency. There are three types of delays which 

are ubiquitous in telephony networks [1, p.120]: 

• Propagation delay 

The first explained is propagation delay. The main cause of this delay is a speed of light in fiber 

or copper-based networks. The speed of light in a vacuum is 186 000 miles per second. This 

delay is almost imperceptible to the human ear because it takes only 70ms (70 milliseconds) to 

the fiber network, what is stretched halfway around the world. Nevertheless in combination with 

handling delays can cause noticeable speech degradation [1, p. 120]. 

 



VoIP fundamentals 

- 4 - 

 

• Handling delay 

Handling delays are caused by devices that forward the frame through the network. A common 

device the Digital Signal Processor (DSP) using a codec G.729 produces a speech sample every 

10ms. Two speech samples with delay of 10ms are stored in one packet which results with final 

delay of packet of 20ms. However, the delay of first speech frame is 25ms for G.729.This 

additional delay of 5ms is caused by initial look-ahead technique. [1, p. 121]. 

• Queuing delay 

In the case when more packets that the interface can handle at a given interval are sent out, the 

packets are held in a queue because of congestion on an outbound interface [1, p. 121]. It results 

in queuing delay. 

An end-to-end delay should not be longer than 150ms for one-way for preserving a good voice 

quality. It is specified by The International Telecommunication Union Telecommunication 

Standardization Sector (ITU-T) G.11 [1, p. 121]. But in some cases the end-to-end delay budget 

exceeds 150ms. For preventing these situations, a de-jitter buffer is being used for partially 

attenuate the jitter effect [2, p. 1001]. 

2.2.2 Jitter 

Jitter is the variation of packet inter-arrival time. This issue exists only in a packet-

based networks. Voice packets do not guarantee to arrive at the regular interval at the receiving 

station. These packets can be delayed. When it happens, the difference between expected 

receiving time and true receiving time is called a jitter. If the data network with proper 

precautions is well engineered, jitter is usually not considered as a huge problem because it has 

no significant effect on the total end-to-end delay [1, p. 122]. 

2 2 Variation of packet arrival - jitter [1, p. 122] 
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2.2.3 Digital sampling 

The Nyquist theorem states that a signal could be accurately reconstructed back into its 

analog form if the analog signal is sampled at twice of a rate of the highest frequency of interest. 

Most human speech content is bellow frequency 4000 Hz. For conversion of speech into digital 

form, the required sampling rate is 8000 times per second. At the same time, each sample is also 

converted into a numeric code [1, p. 123]. 

2.2.4 Packet loss 

Packet loss is a common phenomenon in data networks. It is expected and used by 

many protocols as well. With its utilization, the information about the condition of the network 

could be acquired and subsequently performed the reduction the number of packets sent. It is 

important to control the amount of packet loss and to build a network that can successfully 

transport voice. Due to packet loss control, the mechanisms that make a voice more resistant to 

periodic packet loss were established [1, p. 126]. 
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3 Steganography in VoIP Networks 

3.1 Steganography in brief 
Steganography is an ancient art that encompasses many different information hiding 

techniques [3, p. 1]. In generally it means a clandestine communication. The art has a root in 

Ancient Greece, and its original meaning is a secret writing. 

The main purpose of Steganography is to send a secret message, which should remain 

unnoticed for everyone except the sender and intended recipient. The secret message is 

embedded and hidden into the carrier or cover medium [3, p. 1]. The carriers of secret message 

evolved last year rapidly, same as a communication's methods among people. Nowadays a big 

pool of carriers is available. (i.e. photo, music or video files, protocol headers, payload fields...) 

A Steganography is very often used with bitmap images. This method is classified as 

Digital Steganography. In Fig. (3.1), a bitmap image Steganography example is presented. The 

intention is to hide a picture in some other picture. The secret message is embedded by 

replacing the least significant bits of the original picture. Due to utilizing the least significant 

bits, the image remains unchanged for the human eye what in final does not cause suspicion. 

The intended recipient uses a special tool for collecting and subsequently reading a secret 

message. 

Example of bitmap image Steganography [4, p. 8] 

3.2 History 
The first mention of Steganography is dated from 5th century B.C. when it was used for 

instigation of Ionian revolt against the Persians. In year 494 B.C., the secret message was 

tattooed on slave's head. Histiaeus, the ruler of Miletus, who was master of this slave, was 

waiting for slave's hair to grow back. Then he sent him to his new destination, where the slave's 

hair were cut, and the secret message was read [5, p. 1]. 
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Next famous usage of steganography is from year 480 B.C. Spartan king Demaratus 

clandestinely wrote a steganogram to the wooden tablet before applying the beeswax. His 

intention was to warn the Greeks of Persian oncoming attacks [6, p. 44]. 

At 1558, a principle of hiding a message inside a hard-boiled egg was discovered. 

In years of the 18th century, a steganography was utilized for the purpose of love. The 

technique consisted of punching holes above certain letters in a newspaper. The recipient was 

able to read a message when the marked letters were combined [6, p. 45]. 

Invisible Ink was a very popular steganographic method. The ink may be revealed by 

heat, also by applying an appropriate chemical or by viewing under ultraviolet light. This 

method was invented during World War I, for spy purposes [6, p. 45]. 

In World War II, more specifically in year 1941 was developed the technique of 

Microdots that offered to shrink a page of text photographically down to a 1-millimeter dot [6, 

p. 45]. 

During 1980s was invented Watermarking Steganography, 1990s brought already 

mentioned Digital Steganography (bitmap image Steganography). A year 2003 allowed us to 

add a steganogram to the video. A method created in 2007 focus on hiding the secret message in 

free or unused fields in a protocol's headers [6, p. 46]. 

3.3 Available carriers of Steganogram 
In last years, many new Steganography methods have been invented. Especially 

methods for storage media like image, text or audio [5, p. 1]. The main reason, why these 

methods are still developed, is because of their carrier’s popularity. Formats like JPEG or MP3 

are nowadays standards, so its usage as a carrier of steganogram does not attract attention or 

some suspicion. However, a problem in digital Steganography had been found when the big 

amount of secret data had to be hidden. The rule of thumb is saying that only 10% of carrier file 

size can be used for steganographic purposes [6, p. 45]. This fact led to turn attention more on 

audio and also video files with a bigger sizes what resulted in smuggling more amount of 

steganograms. Despite these precautions there exists one insoluble issue in digital 

steganography. The issue is that the files are leaving a trail. (i.e., e-mail servers retain the 

documents sent via e-mail and, therefore, the steganogram could be revealed over time) [6, p. 

45]. Due to the mentioned issue,   new steganographic methods that not need to deal with 

leaving a trail, were developed.  

All these new steganographic methods are based on IP protocol. The trick is that the 

secret information are hidden in its protocol instead of an inside digital file. It makes the 

steganograms almost undetectable.  

The IP clearly specifies the sender and receiver address. Subsequently if these packages 

reach their destination and that those packages conform to certain guidelines. (It is not possible 

to send an e-mail to an address that does not use a 32-bit or 128-bit number, for example) [6, p. 

45] Every message, every e-mail, or even every streamed video travels over the internet as a 
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small packets. A packet switching method divides our file to packets that are sent over the 

internet network and after reaching the right destination these packets are assembled back to the 

original file. Due to IP is a connection-less protocol, the packages don’t need to reach the 

destination in the particular order. The packages do not even need to reach their destination. On 

the other hand, in a public switched telephone network a synchronization between the two 

communicating nodes for setting up a dedicated and exclusive circuit is required [6, p. 45]. The 

circuit offers the stable communication without any package loss. This stable method is utilized 

for sending e-mails or generally for an order-insensitive data. But dealing with voice, video 

sending, it brings a problem. The problem is that even a short delay can cause a significant 

degradation of video sent through the network. As a solution, a Voice overt Internet Protocol 

was invented [6, p. 45]. 

3.4 Steganography in VoIP - In General 
Steganography especially in VoIP became very attractive for its steganography 

community. The reasons for this attention are an appropriate condition making a Steganography 

in VoIP networks feasible and also really difficult to detect.  

The list of appropriate condition [3, p. 1,2]:   

• Popularity 

• High bandwidth for steganogram 

• Combined used of protocols 

• Real-time service 

• Dynamic calls 

The Popularity is one of the main factors which makes IP telephony a perfect innocent 

carrier. Its usage will be not considered as a steganographic threat [3, p. 1]. With the popularity, 

the Volume of VoIP data has increased too. Also, there is possible to achieve a potentially high 

steganographic bandwidth of 50 bit/s. Next factor is that we can combine various protocols that 

offer to us a many opportunities how to hide information. It is a Real-time service with 

Dynamic VoIP calls of variable length what makes its detection even more difficult [3, p. 1]. 

Also, the modification of the carrier with embedded secret message should remain 

invisible and undiscovered to every other observer except one for who is the message intended 

for [7, p. 1]. In comparison with traditional digital steganography, VoIP is different in terms of 

techniques used for digital embedding of the messages. VoIP steganography includes real-time 

steganography techniques. These methods are using VoIP protocols and channels for hiding the 

existence of the message in real-time communication. Concealing the message provides/offers 

traceability and removes the burden of the file size limitation.  

The steganography methods are specified by three general characteristics [2, p. 6,7]: 

• Steganographic bandwidth 
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• Undetectability 

• Robustness 

The first one mentioned is steganographic bandwidth. It's defined as an amount of secret data 

which can be sent per unit time when using a particular method. The next characteristic is an 

inability to detect a steganogram within a certain carrier. It’s called undetectability. The last one 

is robustness. It‘s steganogram's attribute, and it defines how much of alterations can 

steganogram withstands without destroying data [3, p. 6]. 

3.5 Classification of VoIP Steganography techniques 
In last years, many new stenographic techniques have been developed. There are also 

many various aspects on which we can classify these methods. As a most important aspects are 

considered the Point of Application and the Approach used for Data Hiding. 

3.5.1 Points of Application 

Due to points of application we can differ two types of person who can apply the 

steganography algorithm: 

• Man In The Middle (MITM) 

The big advantages of this approach are that the sender and receiver do not need to use the same 

codec or same embedding technique. It's adaptable. That's probably the reason this approach is 

most common used [8, p. 191]. 

• End to End (Client)  

In comparison with MITM, the Client's Steganography algorithms are running on the end of a 

user device.  Due to this fact, the approach is not adaptable to any modification of an integrity of 

message during transmissions [8, p. 191]. 

3.5.2 Approach used for Data Hiding 

Mazurczyk and Lubacz proposed to name Steganographic techniques applied to VoIP 

traffic – steganophony [9, p. 1]. The steganophony classification is presented in Figure (3.2). 

Classification of Steganography techniques in terms of the Approach used for Hiding 

Data in VoIP: 

1) Packets Modification  

2) Time relations Modification 

3) Combination of these two methods (Hybrid) 
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Steganophony classification [9, p. 2] 

3.6 Steganophony Packet's modification  

3.6.1 Modification of Protocol fields 

Modification's methods utilizing the network protocol headers or payload fields offer a 

many possibilities of secret data embedding without affecting the functionality of the protocol 

[7, p. 189]. The idea is in modification free/redundant header's fields of IP, TCP or UDP 

protocols during conversation phase [3, p. 3]. Secret data are inserted into available fields for 

that purpose and subsequently transferred to the receiving side [2, p. 1004]. 

Figure (3.3) presents an IP packet header with some marked fields available for 

embedding steganographic data. Due to IP, one from TCP/UDP protocols is present in every 

packet. (e.g. signaling message, audio packet or control message) TCP/UDP protocols play an 

important role in VoIP communication [2, p. 1004]. 

IP packet header with the fields available for embedding a steganogram [8, p. 

190] 

 

By following the same way the data could be successfully hidden in RTP packets during 

a conversation phase [2, p. 1005]. Figure (3.4) shows fields that are intended for Steganography 

purposes. As a covert channel are usable these fields of a header: 
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• Padding field 

The utilization of the padding field is available only in a case when the Padding bit (P) is set. 

For the purpose of data hiding, a padding octets can serve as a steganogram. The padding octets 

are added to the end of the header and they do not carry any important information so they can 

be used as a good carrier of hidden data.  

• Header extension 

Header extension is based on almost the same requirement. The required fields of size X of each 

header must be set before applying any steganography technique. If this condition is met, a 

variable-length header extension may be used. 

• Timestamp field 

With the utilization of Timestamp field only the least significant bits are suitable for 

steganographic purposes. 

• Initial values of Timestamp fields and Sequence number 

The first audio stream RTP packet could be utilized as a carrier of secret information as well. 

The reason is that the Initial values of Timestamp field, Sequence number are generated 

randomly. It allows us to modify these packets as we want [2, p. 1005].  

A header of RTP packet with marked sections that are encrypted and 

authenticated  [2, p. 1005] 

3.6.2 Modification of RTP Payload 

We can also modify the RTP packet's payload by replacing the Least Significant Bits [3, 

p. 3]. Implementation of modifying the RTP packet's payload is more difficult than modification 

of protocol's fields but it's also more difficult to detect. As a disadvantages we can consider that 

these method tents to provide a lower steganographic capacity in comparison with protocol 

fields modification. However, the biggest disadvantage is that the payload modification may 
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result in declining the voice quality [8, p. 191]. The steganographic bandwidth of this method 

can be calculated from equation (3.1). 

     (3.1)  

 

Where: 

•   - bandwidth of the covert channel created by IP/TCP/UDP steganography 

[bits/packet] 

•  - total amount of bits for IP/TCP/UDP protocols that can be covertly send in the fields of 

the first packet 

•  - total amount of bits for IP/TCP/UDP protocols that can be covertly sent in the fields of 

the following packets, 

• l is number of packets send besides first packet [2, p. 1005] 

3.6.3 SkyDe (Skype Hide) 

New steganographic method SkyDe (Skype Hide) is aimed at End to End 

communication mode in combination with UDP. Skype does not use any silence suppression 

mechanism, and that is the main key of SkyDe [7, p. 4]. It's proved that 35% to 75% of calling 

time are silent periods in each direction [10, p. 1502]. The silent periods contains packets 

without voice signal that can be used for a purpose of carrying steganogram. SkyDe does not 

affect the packages with voice signals, which are considered as a more important from the point 

of conversation. Due to a fact that the method is based on utilization of the encrypted packets of 

silence, the quality of a call is not significantly reduced [7, p. 1]. 

The distribution of packages’size during silence periods and conversation [7, p. 

3] 
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User Datagram Protocol is being used as a transport protocol in 70% of all Skype calls 

despite its unreliability. When the packets during the traffic got lost, they can be restored by 

unencrypted header called the Start of Message (SoM). In Figure (3.6), Skype UDP message 

format is presented. The SoM header is part of each datagram's payload and consists of two 

fields: 

• ID (2 bytes) 

ID field consists of two bytes. Its function is to identify uniquely the message. The sender query 

randomly chooses the value and copies it in the receiver reply.  

• Fun (1 byte) 

Fun field is utilized for describing a payload type [7, p. 2]. 

UDP Skype message format [7, p. 2]    

 

Because the encrypted packets offer a good means for Steganography purposes they are 

utilized as a carrier for hidden data [7, p. 4]. 

There are two ways of exchanging the data for this purposes: 

• Between two speaking Skype users who use their call for Steganography 

• Between a steganogram transmitter and receiver that utilize a call of some unaware 

Skype users 

In the second case, the caller and callee are unaware of utilization their call for steganography 

purposes. Thus, for the purpose of keeping them without suspicion, the voice quality cannot be 

excessively degraded. The negligible boundary is set at 30% for the utilization of packets with 

silence rate. For Skype, it is 1.8kbs of steganographic bandwidth. After exceeding this 

boundary, the quality of a call is naturally getting worse. Even after exceeding the 50%, the 

conversation is still possible but the quality of a call is considered as a poor and its degradation 

may arouse suspicion [7, p. 5]. 

3.7 Hybrid method - LACK 
LACK, Lost Audio paCKets, is a TCP/IP application layer steganography method that 

is usually integrated into telephone endpoints (softphones) [11, p. 2]. Due to this fact, the 

method is often dealing with RTP packets modification. 
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This technique was first time introduced by Mazurczyk and Szczypiorski in year 2008 

[2, p. 1009]. Figure (3.7) shows a principle of LACK. The idea is based on using deliberately 

delayed packets (they are delayed before transmitting). The packets are not valid when its delay 

exceeds certain amount of time. Even through the packets reach a destination point they may not 

be used for voice reconstruction in the receiver. The packets are discarded which means that 

these packages are for common communication unused, so they become worthless. However, 

these packets can be used for steganographic purpose. Due to the fact that excessively delayed 

packages are not used for voice reconstruction [2, p. 1012], their payload could be utilized as a 

steganogram carrier. The intended receiver is aware of this method and for collecting purposes 

uses a special tool. However, the other unintended receivers, observers are unaware of the very 

existence of secret communication [2, p. 1010]. 

 The detailed overview of LACK functioning [11, p. 2]  

LACK is feasible only when the number of packages used for LACK purposes and their delay 

value are selected properly.  

The limit of maximal LACK usage is defined by maximal limit of packet loss. The limit 

of usable packets for steganographic purposes depends on speech codec that is used for digital 

audio signals compression. There are different tolerated limits for each speech codec (e.g.1% for 

G.723.1, 2% for G.729A, 3% for G.711, G.711 with PLC - Packet Loss Concealment increases 

the acceptable limit up to 5%). The level of voice quality is significantly decreased, or an even a 

call is terminated when the limits for chosen codec are exceeded [2, p. 1010]. 

The next important parameter that must be chosen appropriately is a delay value. We 

have to focus on the capacity of the receiver’s de-jitter buffer. An appropriate value of de-jitter 

buffer delay at sender side should be equal or greater than de-jitter buffer delay at the receiver. 

Subsequently the total delay with additional de-jitter buffer delay would be in sum higher than 
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is allowed. In final it causes that chosen packet would be considered as lost at the receiver side 

what ultimately allow us to use this packet’s payload as a covert channel [2, p. 1011]. 

Since this method does not leave evidence, it is very difficult to detect it. But the 

method is not completely undetectable. Attracting attention or suspicion is one way how it could 

be revealed. (e.g. utilizing a large amount of packets for steganographic purposes) In case that 

LACK is used carefully, it is considered as a one of the hardest detectable methods in VoIP 

Steganography at all [8, p. 192]. 

LACK, the same as many others VoIP steganography methods, lacks the mechanism of 

reliability that is not influencing the steganography system in negative way. Thus, have been 

found a new enhanced version of LACK named ReLACK [8, p. 189]. The new steganographic 

method ReLACK in comparison with LACK solves the problem with reliability and also makes 

it less vulnerable because of its harder detection. However, the cost of reliability is a loss in 

bandwidth and, therefore, there have been implemented mechanisms that function is to mitigate 

the effect of added redundancy [8, p. 196]. 

3.8 RTCP Steganography 
RTCP is a supplementary protocol for RTP protocol, which provides a transport 

security to RTP protocol through the control packets. The control packets are periodically 

transmitted to all participants in the session. The transmission offers us a good steganography 

opportunity. We distinguish two basic types of control packets which are called RTCP reports: 

• Receiver Report (RR) from the receiver 

• Sender Report (SS) from the sender 

An every compound packet with RTCP messages must contain at least two individual types of 

RTCP reports. This fact allows us to utilize them as a covert channels for secret communication. 

Often the report blocks of RR and SR reports are utilized. In Figure (3.8) these report blocks are 

presented. 

RTCP packets with its Report blocks suitable for covert channels [2, p. 1007] 
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However, with utilizing this technique of secret message embedding, a part of the RTCP 

protocol functionality is lost or in some special cases even whole. The level of functionality 

depends on how many values of parameters inside RTCP reports we have modified for our 

purposes. In principle, we can utilize all these parameters except SSRC_1 and be able to transfer 

a 160 bits in every packet, but at the expense of quality [2, p. 1007]. 

= × ×  [bits/packet]       (3.2) 

Where: 

•  (Packet Raw Bit Rate) - bandwidth of the covert channel created with RCTP 

Free/Unused Fields Steganography (in bits/packet)  

•  - size of the compound RTCP packet (the number of RTCP packet types inside the 

compound one) 

•  - number of report blocks inside each RTCP packet type 

•  - number of bits that can be covertly sent in one RTCP report block [2, p. 1008]. 

3.9 RTP Steganography in SRTP 
In SRTP, Secure Real-time Transport Protocol, is also possible to create suitable 

conditions for transport a secret data in the covert channel. This possibility is in utilization with 

RTP protocol. An appropriate method is connected with security mechanisms’ fields.  

The idea of transferring hidden information is based on utilizing authentication tag. 

Because there are no strict requirements for values of authentication tag, the original values 

could be altered to the values intended for steganographic purposes. The only requirement for 

the value of authentication tag is that this field should be no longer than 80 bits.  An alternation 

is very difficult to detect because the original values are almost random due to the cryptographic 

mechanism operations. The values of authentication tag are being verified at the side of the 

receiver. On the basis of possession of preshared authorization key, the receiver is the only one 

who can determine if it the authentication data in a packet is correct. If the authentication tag 

does not match with the authorization key, the data are considered as useless and dropped away. 

Even through that data are dropped away, the user at the receiving side is still able to extract 

steganograms and subsequently read the secret message. It is possible due to his control of its 

VoIP equipment [2, p. 1006]. That is the reason this method is almost undetectable, and also 

why many steganalysis methods will fail to uncover this type of steganography. 

The only way how to eliminate this method is to erase such fields from the transferred 

packets. However, this solution would lead to a new threats for overt users and also breaking the 

rule of the active warden. 

The bandwidth of the covert channel for this steganography method can be calculated 

from equation (3.3). 

= ×  [bits/s]    (3.3) 
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Where:  

•  (Raw Bit Rate) - a bandwidth of the covert channel created by RTP security 

mechanism steganography [bits/s] 

•  - a total amount of bits in authentication tag for SRTP protocol, [bits] (typically 80 or 32 

bits) 

•  - a voice packet generation interval, [ms] (typically from 10 to 60ms) [2, p. 1007]
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4 LACK – Practical Performance 

4.1 LACK’s Quick recap  
For analysis, the hiding data efficiency in RTP packets is used a Steganography 

technique LACK. The method utilizes RTP packets for steganography purposes. LACK is based 

on a fact that excessively delayed packets are not used for voice reconstruction. Even if these 

packets arrived at the destination, their payload is discarded. Due to this packages are 

considered as the loss packets, the LACK is simulated with package loss. 

4.2 A short description of Experiment  
For the purpose of utilizing a LACK steganography method, a connection was 

established between two end-points. The end-points were connected directly with Ethernet 

cable. A Figure (4.1) shows a scheme of established connection for Experiment. 

 

A scheme of established connection 

Both computers were running operation system Ubuntu 12.02. On the PC1, SIPp tool 

was used for the purpose of initializing a call on one end-point. Linphone software was installed 

on PC2 for purposes of establishing a call. During the conversation phase, a software RTP tools 

was used for sending a pre-prepared RTP packets. With RTP packet’s stream, a one-way 

conversation was simulated. 

4.3 Software utilized for LACK’s Realization 
For the purposes of realization of LACK technique following softwares were used: 

• SIPp tool 

• RTP tools 

• Linphone 

• Wireshark 

These softwares are described in following subchapters. 
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4.3.1 SIPp tool 

SIPp is a free Open Source test tool and traffic generator for the SIP protocol. It was 

released under the GNU GPL license and created, provided by engineers from Hewlett-Packard 

Company. The tool is started from the command line interface. It can read a custom XML 

scenarios files with call flows. SIPp can be controlled via a UDP socket or interactively through 

the keyboard [15]. During the simulation, it is possible to modify the generated traffic by using 

SIPp hot keys that are presented in Table (4.1). 

Table 4.1: Some useful SIPp hot keys 

 

Figure (4.4) displays the scenario and statistics screens from Experiment. The scenario 

screen shows the whole call procedure between two user agents. The user agent A (UAA) was 

simulated by SIPp tool that executed the SIP scenario from a pre-prepared XML file.  

4.3.1.1 Call flow description 

The call flow description consists of following steps: 

• The call's procedure begins with initial signaling phase: INVITE message, SIP messages 100 

Trying, 180 Ringing, 200 OK with session description. 

• When the connection is established the acknowledgment message, ACK is sent. 

• After ACK, the conversation phase takes place. 

• During the conversation phase, occurs a 30s pause, which is utilized for sending pre-prepared 

RTP packets with RTP tools. 

• The Conversation phase is completed when the pause expires.  

• The call's procedure is finished with end signaling phase that consists of SIP messages BYE 

and 200 OK. 

4.3.2 RTP tools 

RTP tools is software that can be used for processing RTP data. RTP tools were written 

by Henning Schulzrinne. The first version of RTP tools was presented in 1995 while the current 

version of RTP tools is 1.20, which was released in October 2013. [14] 

The software consists of number of small applications that can be used for processing RTP data: 

[14] 
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• rtpplay - play back RTP sessions recorded by rtpdump 

• rtpsend - generate RTP packets from the textual description that is generated by hand 

or with tool rtpdump 

• rtpdump - parse and print RTP packets into the file that is suitable for rtpplay, rtpsend 

• rtptrans - RTP translator between unicast and multicast networks 

A sample of RTP packet’s desciptions stream 

 

4.3.2.1 The RTP tools participation in Experiment   

In Experiment, the small application rtpSend has been utilized. Firstly for generating the 

RTP packets from a textual description and subsequently for sending the RTP packets to the 

final destination through the media port that was used as an overt channel. 

The RTP headers and payload have been read from the pre-prepared .txt file. The Figure 

(4.2) shows a small sample of the .txt file containing a sample of RTP packet's descriptions 

stream. 

rtpsend was executed with command: 

./rtpsend [-s sourceport] [-f file] destination/port 

./rtpsend -s 7000 -f packets.txt 158.162.1.2/7078 

The Figure (4.3) shows an output of RTP tools. 
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Example of RTP tools Statistics Screen 

4.3.3 Linphone 

Linphone is an open source VoIP/SIP phone that makes possible to communicate with 

people over the internet for free. Linphone was introduced in 2001 when it was first open source 

application using SIP software on Linux. During the years, the application has been improved, 

and nowadays Linphone supports desktop, mobile and also web platforms. 

The communication is possible via: 

•voice 

•video 

•text messages 

For the experimental purposes, the Linphone was installed at PC2. Linphone was used for 

answering the call that has been initialized via SIPp. 

4.3.4 Wireshark 

Wireshark is Open Source Network Protocol Analyzer released under the GNU General 

Public License. The first version was released around year 1998 by Gerald Combs under the 

name Ethereal. However, the project was renamed Wireshark in May 2006 due to trademark 

issues. Wireshark is intended for capturing packages and their consequent analysis. The Figure 

(4.4) shows a list of captured packets with its parameters. 
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Wireshark displays a captured packets with description 

4.4  The Experimental Setup 
During the experiment there were no artificial delays or losses in the transmission of 

packages. It means that the simulated conversation was clear and without any problems.  

A voice codec was selected due to two conditions: 

 1) Maximum packet loss tolerance for LACK purposes 

Due to a fact that the legitimate VoIP packages are being used for LACK purposes, a 

conversation quality may be influenced. Every specific codec has its unique accepted level of 

packet loss. Exceeding a maximum limit, results in significant decline level of conversation 

quality or even in call termination. It means that number of packages used for LACK is limited 

[11, p. 1010]. 

2) Voice payload size 

The LACK packets are considered as a lost at the receiver, so they are not utilized for voice 

reconstruction. That’s why even whole voice payload may be used as a covert channel. For a 

purpose of obtaining a higher steganographic bandwidth, larger voice payload is preferable. 

Higher Steganographic bandwidth also offers better undetectability what is one of the most 

important factors of Steganography at all [7, p. 1]. 

The considered voice codecs for its utilization in Experiment also with its parameters 

are shown in Table (4.2). 
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Table 4.2: Voice codecs in comparison 

Voice Codec 
Max. Packet loss tolerance 

[%] 
Voice payload size [B] 

G.723.1 1 24 

G.729 A 2 20 

G.711 A-law 3 160 

 

On the basis of the offered parameters a voice codec G.711 A-law with following 

characteristics presented in Table (4.3) was used in Experiment [12, p. 2]: 

 

 Table 4.3: Voice codec G.711 A-law with its characteristics 

 

• Bit rate was calculated by using equation (4.1): 

                                                	 = 	
	 	 	×	

	 	 	
                                          (4.1) 

 

The Figure (4.5) shows a process of one-way conversation for the purpose of 

Experiment. Throughout in a conversation phase of VoIP call was 5 messages per 100ms RTP 

packets (illustrated with a black line; y-axis shows Packets received per 100ms). Because an 

optimal value of codec used for voice reconstruction is 20ms for one package, the values are 

consistent. 

A graph showing a clear process of one-way conversation 

 

As we can see from Figure (4.8), the total communication took place for 33 seconds and 

the length of conversation phase was 30 seconds during which no any packet loss occurred. 
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4.4.1 The LACK's influencing effect 

The LACK was simulated by intentional RTP packet loss. The initial value package loss 

was 0.5%, and gradually the LACK losses were deliberately increased up to 3% of total packets 

number. The package loss was performed by deleting the package from pre-prepared packets.txt 

file from which the RTP packets were generated. The packages intended for packet loss were 

chosen accurately by calculation described in equation (4.1). Table (4.4) shows the number of 

RTP packets for various packet loss values.  

=                                                                (4.1) 

Where: 

•  - A number of All Packets contained in the pre-prepared packets.txt file 

•  - Intentional Packet Loss, so the number of packets which are intentionally lost 

•	  - Packet Loss frequency, what means how often the packet should be deleted from the 

pre-prepared packets.txt file 

 

Table 4.4: Packets losses in number and in percentage 

Number of deliberately lost 
packets 

Number of packets with 
original payload 

Packet losses [%] 

0 1500 0.0 

8 1492 0.5 

15 1485 1.0 

23 1477 1.5 

30 1470 2.0 

38 1462 2.5 

45 1455 3.0 

 

A graph showing a process of one-way conversation with 0.5% intentional 

packet loss 



LACK – Practical Performance 

 

- 25 - 

 

 
Intentional 1.0% packet loss 

 
Intentional 1.5% packet loss 

 
Intentional 3.0% packet loss 

 

Figures (4.6-4.8) show the distribution of packet loss during a call. From these pictures, 

it can be seen that the deliberately lost packets are more often when packet loss in increased 

while the distribution of the maximal packet loss is shown in the Figure (4.9). 

An achievable Steganographic Bandwidth was calculated with Equation (4.2)  

    =
×

                                                           (4.2) 

Where: 

• SB - an achievable Steganographic Bandwidth [bits/s] 

• VP - the size of voice payload [bits] 

• IPL - an Intentional Packet Loss, so the number of packets that are intentionally lost 

• CD - a call duration [s] 
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 Because a whole voice payload could be utilized as a covert channel, the offered 

Steganographic bandwidth is high. With only 0.5% LACK losses, the maximum steganographic 

bandwidth is 344b/s. But, on the other hand, since a one of three general characteristics of 

Steganography is undetectability, the amount of embedded steganograms has to be considered. 

The stenographic bandwidths for all measurements made are presented in Table (4.5).  

4.5 Speech Quality Determination 
In order to determine a quality of call, well-known MOS scale (Figure 4.10) was used. 

The calculation of R-factor from simplified E-model was performed by using Equation 4.4. 

MOS scale [13, p. 315] 

 The simplified E-model takes into account only effects from the codec, packet loss and 

end-to-end delay. Due to E-model is named as simplified, some of the parameters can be simply 

replaced by constants stated in ITU-T G.107 recommendation [13, p. 319]. 

  The original equation: 

=                            (4.3) 

Equation with simplified parameters: 

   = 94.7688 1.4136             (4.4) 

Where: 

•	  - signal to noise ratio (SNR) and equals to 94,7688 

•  - simultaneous impairment factor is incorporating the noises from the background, etc. It 

can be simplified to 1,4136. 

•  - delay impairment factor, when delays are below 100ms, it can be omitted 

•  - equipment impairment factor incorporating the influence of the codec 

•	  - advantage factor, depends on the equipment and the user concentration     



LACK – Practical Performance 

 

- 27 - 

 

An equipment impairment factor incorporating the influence of the codec was 

calculated from equation (4.5). 

= (95 − ) ×      (4.5) 

Where: 

• - codec impairment factor; for voice codec G.711its value is 7  

•  - packet loss [%] 

•  - packet loss distribution, equals to 1 when random, otherwise lower than one 

•  - resistance of the codec against the packet loss 

 From the obtained R-factor value, a MOS is recalculated as follows equation (4.6). 

 (4.6) 

Where: 

• R - R-factor 

 

4.6 Experimental Evaluation 
The obtained results from Experiment are presented in Tables (4.5, 4.6) and shown in 

Figures (4.11). 

Table 4.5: Experimental results of LACK method 

Packet losses [%] 
Steganographic 
Bandwidth [b/s] 

R-factor MOS 

0.0 0 86.36 4.20 

0.5 310 77.19 3.91 

1.0 582 69.76 3.59 

1.5 892 65.60 3.38 

2.0 1164 58.42 3.02 

2.5 1474 54.00 2.79 

3.0 1746 50.20 2.59 
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MOS and packet losses relation 

As we can see in Table (4.5) the MOS value are decreasing with rising a LACK losses 

values. A call with 0% packet losses has a maximum quality, and its MOS score is 4.20. With 

0.5% package loss, a quality of a call is still close to value four what is considered as a good at 

MOS scale. However with a 1% package loss the highest drop in quality is visible in Figure 

(4.11). The MOS is dropped by value 0.32. On the other hand at package loss by 1.5% a drop of 

MOS value is the smallest, by 0.21. The quality of conversation with increasing number of 

packet losses is decreasing. The Figure (4.11) with Table (4.5) prove that LACK offers a high 

Steganographic bandwidth, but at expenses of the quality of the call.  

 

Table 4.6: MOS value converted to the word speech quality description 

MOS VALUE SPEECH QUALITY 

4.20 Good 

3.91 Fair 

3.59 Fair 

3.38 Fair 

3.02 Fair 

2.79 Poor 

2.59 Poor 
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4.7 Data Hiding Efficiency in RTCP packets 
 As it was mentioned in Chapter 3.8, report blocks could be used for hiding data in 

RTCP packages. For embedding a steganogram all fields from report block except SSRC 

(synchronization source identifier) were used. These fields may be utilized for steganography 

purposes by altering the content. It offers to transfer a 160 bits of a secret message in each 

packet but it reduce the functionality of RTCP. The total number of RTCP packages in 

experimental call with length 33 seconds is presented in Table (4.7), and also compared with the 

other protocols in numbers, in percentage. 

Table 4.7: Types of traffic distribution in one-way conversation (in average) 

Type of traffic Representation in numbers Representation in [%] 

SIP messages 3 0.020 

RTP packages 1477 99.19 

RTCP reports 9 0.060 

 

From Table (4.7) is readable that the call consists mostly of RTP packets, SIP and RTCP do not 

cover together even 1% of whole VoIP traffic. A Table (4.7) presents a Steganographic 

bandwidth for RTCP packages. 

 

Table 4.8: Available Steganographic Bandwidth in RTCP 

Number of RTCP 
messages 

Size of RTCP 
report-block 
fields [b] (without 
SSRC) 

Call duration [s] 
Steganographic 

bandwidth [bits/s] 

9 160 33 44 

 

For determination of Steganographic bandwidth was made by an easy calculation using 

Equation (4.7): 

=
×

 [bits/s]                                                       (4.7) 

Where: 

•  - Raw Bit Rate bandwidth of the covert channel created with RTCP fields [bits/s] 

• SB - total amount of bits utilized for steganographic purposes [bits]  

•  - a number of RTCP messages exchanged during the call of length  

•  - a call duration [s] 
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4.8 An Evaluation of Utilized Steganography Techniques 
Table 4.8: Techniques compared with the same number of packets used 

Technique Protocol 
Steganographic 

bandwidth [bits/s] 
Number of packets 

used 

LACK RTP 349 9 

Field’s modification RTCP 44 9 

 

The LACK Steganography technique is considered as more effective in comparison with field’s 

modification technique due offered to higher Steganographic bandwidth. It is because the 

LACK method utilized the whole voice payload of size 1280bits for embedding a steganogram. 

A report block using a field’s modification technique offers a 160bits for data hiding. 

Table 4.9: The limits of techniques during a VoIP call of length 33 seconds 

Technique 
Number of Maximum 

Packets used 
Steganogprahic 

bandwidth [bits/s] 

Data transferred 
during VoIP call in 
one direction [bits] 

LACK 45 1746 57618 

Field’s modification 9 44 1440 

4.9 RTCP packets with SRTP Security Mechanism 
RTCP packets may use for Steganography purposes the same SRTP security mechanism 

as RTP protocol utilizes (Chapter 3.9). The authentication fields are altered with steganogram. 

At a destination, the data are dropped away due to incorrect authentication field, but the receiver 

is still able to extract the secret message from it [2, p. 1008]. An achieved Steganographic 

bandwidth can be calculated from equation (4.8). 

=
×

 [bits/s]    (4.8) 

Where: 

•  - bandwidth of the covert channel created with SRTP [bits/s] 

•  - total amount of bits in authentication tag for SRTP protocol  

•  - a number of RTCP messages exchanged during the call of length  

•  -a call duration [s]  [12, p. 1008]
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5 Conclusion 

The first chapter deals with a general principle of VoIP, and it is used to explain four 

main groups of a protocol on which VoIP is based. Most of the chapter is devoted to delay, 

jitter, packet loss that are considered as issues in packet networks.  

The second section named Steganography in VoIP network begins with its introduction 

and its history. A classification of steganographic methods is made, and several steganographic 

techniques are explained in details.  

In the third chapter, the experiment made for analyzing the efficiency of hiding data in 

RTP/RTCP packets is described. For the purpose of an experiment, a call of thirty-three seconds 

was established between two computers. Subsequently LACK was simulated with intentional 

RTP packet loss. During the seven calls, the packet losses were raised by 0.5% up to final 3% 

which is a limit for codec G.711 A-law that has been used. Higher package loss resulted in call 

quality deterioration. A possibility of hiding data in RTCP packets was also investigated. The 

report block fields are usable for data hiding purposes with a Steganographic technique based 

on field’s modification. One report block field in RTCP packet offers 160bits for 

steganographic purposes, and RTP voice payload used by LACK method offers 1280bits per 

packet. The techniques using SRTP were also analyzed. 

Obtained results showed that during a VoIP call 33 seconds it is possible to send in a 

one-way direction a steganogram of size 59kb, while LACK provides almost 98% of achieved 

steganographic bandwidth value. Based on the achieved results we can evaluate that 

Steganography method LACK is more efficient than the method based on RTCP field’s 

modification. 

 



 

- 32 - 

 

6 References 

[1] L. Landau, “No Title,” Zhurnal Eksp. i Teor. Fiz., 1937. 

[2] W. Mazurczyk and K. Szczypiorski, “Steganography of VoIP Streams,” pp. 1001–1018, 

2008. 

[3] W. Mazurczyk, “VoIP Steganography and Its Detection – A Survey  ,” 2011. 

[4] T. G. S. M. Standard, “InfoSec Reading Room tu , A ho ll r igh ts,” 2001. 

[5] A. Maher, A. F. Hegazy, B. Hasan, and M. Hashim, “Beyond steganography for Voice 

Over IP (VOIP),” 2010 Int. Conf. Comput. Eng. Syst., pp. 46–51, Nov. 2010. 

[6] J. Lubacz, W. Mazurczyk, and K. Szczypiorski, “Vice over IP,” IEEE Spectr., vol. 47, 

no. february, pp. 42–47, 2010. 

[7] W. Mazurczyk, M. Karaś, and K. Szczypiorski, “SkyDe: A skype-based steganographic 

method,” Int. J. Comput. Commun. Control, vol. 8, no. 3, pp. 432–443, 2013. 

[8] M. Hamdaqa and L. Tahvildari, “RELACK: A reliable VoIP steganography approach,” 

Proc. - 2011 5th Int. Conf. Secur. Softw. Integr. Reliab. Improv. SSIRI 2011, pp. 189–

197, Jun. 2011. 

[9] W. Mazurczyk and J. Lubacz, “LACK-a VoIP steganographic method,” Telecommun. 

Syst., vol. 45, pp. 153–163, 2010. 

[10] Y. Iwano, Y. Sugita, Y. Kasahara, S. Nakazato, and K. Shirai, “Difference in visual 

information between face to face and telephone dialogues,” 1997 IEEE Int. Conf. Acoust. 

Speech, Signal Process., vol. 2, pp. 1499–1502, 1997. 

[11] W. Mazurczyk, “Lost audio packets steganography: The first practical evaluation,” 

Secur. Commun. Networks, vol. 5, no. 1, pp. 1394–1403, 2012. 

[12] Cisco-Systems, “Voice Over IP − Per Call Bandwidth Consumption.pdf,” 2006. 

[13] M. Voznak, “Non-intrusive Speech Quality Assessment in Simplified E-Model,” vol. 11, 

no. 8, pp. 315–325, 2012.   

  

 



  

- 33 - 

  

7 Appendices 

Appendix A:          Source code of mini-program packet_creator………………..........................I 

Appendix B:          INVITE scenario……………………………................................................III 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

  

 



Source code of mini-program packet_creator   
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Appendix A: Source code of mini-program packet_creator  

// packet_creator.cpp : Mini-program intended for creation a 

packets.txt file with a stream of RTP packet's descriptions 

// 

 

#include "stdafx.h"  

#include <fstream> 

#include <iostream> 

#include <stdio.h> 

using namespace std; 

 

int _tmain(int argc, _TCHAR* argv[]) 

{ 

 ofstream fout; 

 int seq = 1;            //sequence number 

 int ts = 160;           //timestamp 

 float rtp = 0.010;      //time 

 fout.open("packets.txt");        //output file 

 for (b; b <= 1500; b++) 

 { 

  fout << rtp << "0 RTP\n v=2\n p=0\n x=0\n m=0\n 

pt=8\n ts="<< ts << "\n seq="<< seq << "\n ssrc=0xdee0ee8f\n 

data=58:62:4d:56:ea:63:d8:df:73:df:eb:e3:69:ec:e4:7e:5d:6e:54:6b

:79:78:d5:dc:e3:dc:dc:e7:f9:62:68:5c:5f:60:6f:7f:59:70:77:7d:db:

e1:d9:df:fb:78:67:54:fd:e9:79:e1:70:64:7a:f7:7e:75:f8:5b:63:61:5

7:78:7b:da:d0:d7:df:d9:ec:6f:69:50:59:f7:64:5b:7c:f7:ea:d9:dd:d7

:e7:e1:eb:5d:56:57:58:59:7c:66:6a:7c:f1:ee:e2:df:da:d4:de:5f:65:

6b:5f:5e:55:6e:ee:db:ea:eb:75:6e:e8:e8:fc:6b:ff:f8:f8:fc:73:6d:f

1:e9:76:70:7e:79:7e:6f:6d:78:7d:7e:fc:7d:f9:7e:ff:7d:7d:7c:7e:7e

:7e:ff:7d:fe:7b:ff:7a:fc:7b:fd:7b:7e\n len=172"; 

  fout << "\n\n"; 

  ts += 160;       //increments timestamp value by 160  

  rtp += 0.020;  //increments time for sending a packet 

 } 



Source code of mini-program packet_creator   

  

II 

  

 fout.close(); 

 return 0; 

} 



INVITE scenario    

  

III 

  

Appendix B: INVITE scenario  

INVITE scenario intended for sending an Invite message to the other point and creating 

a 30s Pause for RTP tools. 

 

<?xml version="1.0" encoding="ISO-8859-1" ?> 

<!DOCTYPE scenario SYSTEM "sipp.dtd"> 

 

<scenario name="INVITE"> 

  <!-- INVITE --> 

  <send retrans="500"> 

    <![CDATA[ 

 

      INVITE sip:[service]@[remote_ip]:[remote_port] SIP/2.0 

      Via: SIP/2.0/[transport] 

[local_ip]:[local_port];branch=[branch] 

      From: sipp 

<sip:sipp@[local_ip]:[local_port]>;tag=[call_number] 

      To: sut <sip:[service]@[remote_ip]:[remote_port]> 

      Call-ID: [call_id] 

      CSeq: 1 INVITE 

      Contact: sip:sipp@[local_ip]:[local_port] 

      Max-Forwards: 70 

      Subject: Performance Test 

      Content-Type: application/sdp 

      Content-Length: [len] 

 

      v=0 

      o=user1 53655765 2353687637 IN IP[local_ip_type] 

[local_ip] 

      s=- 

      c=IN IP[local_ip_type] [local_ip]  
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      t=0 0 

      m=audio [7078] RTP/AVP 8  

      a=rtpmap:8 PCMA/8000 

      a=rtpmap:101 telephone-event/8000 

      a=fmtp:101 0-11,16 

 

    ]]> 

  </send> 

 

  <!-- 100 Trying --> 

  <recv response="100" optional="true"> 

  </recv> 

 

  <!-- 180 Ringing --> 

  <recv response="180" optional="true"> 

  </recv> 

   

  <!-- 200 OK with session description --> 

  <recv response="200" rtd="true" crlf="true"> 

  </recv> 

   

  <!-- ACK --> 

  <send> 

    <![CDATA[ 

 

      ACK sip:[service]@[remote_ip]:[remote_port] SIP/2.0 

      Via: SIP/2.0/[transport] 

[local_ip]:[local_port];branch=[branch] 

      From: sipp 

<sip:sipp@[local_ip]:[local_port]>;tag=[call_number] 
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      To: sut 

<sip:[service]@[remote_ip]:[remote_port]>[peer_tag_param] 

      Call-ID: [call_id] 

      CSeq: 1 ACK 

      Contact: sip:sipp@[local_ip]:[local_port] 

      Max-Forwards: 70 

      Subject: Performance Test 

      Content-Length: 0 

 

    ]]> 

  </send> 

 

  <!-- Pause of length 30 seconds for sending RTP packets with 

RTP tools --> 

  <pause milliseconds="30000"/> 

 

  <!-- BYE --> 

  <send retrans="500"> 

    <![CDATA[ 

 

      BYE sip:[service]@[remote_ip]:[remote_port] SIP/2.0 

      Via: SIP/2.0/[transport] 

[local_ip]:[local_port];branch=[branch] 

      From: sipp 

<sip:sipp@[local_ip]:[local_port]>;tag=[call_number] 

      To: sut 

<sip:[service]@[remote_ip]:[remote_port]>[peer_tag_param] 

      Call-ID: [call_id] 

      CSeq: 2 BYE 

      Contact: sip:sipp@[local_ip]:[local_port] 

      Max-Forwards: 70 

      Subject: Performance Test 
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      Content-Length: 0 

 

    ]]> 

  </send> 

 

  <!-- 200 OK --> 

  <recv response="200" crlf="true"> 

  </recv> 

 

  <!-- definition of the response time repartition table (unit 

is ms)   --> 

  <ResponseTimeRepartition value="10, 20, 30, 40, 50, 100, 150, 

200"/> 

 

  <!-- definition of the call length repartition table (unit is 

ms)     --> 

  <CallLengthRepartition value="10, 50, 100, 500, 1000, 5000, 

10000"/> 

 

</scenario> 


