
VŠB–TECHNICAL UNIVERSITY OF OSTRAVA

FACULTY OF ELECTRICAL ENGINEERING

AND COMPUTER SCIENCE

DEPARTMENT OF TELECOMMUNICATIONS

Using Quantum Key Distribution
for Securing Real-Time Applications

DISSERTATION THESIS STATEMENT

AUTOR M.Sc. Miralem Mehić

SUPERVISOR Assoc. Prof. M.Sc. Miroslav Vozňák, PhD.

OSTRAVA, 2017



VŠB - Technical University of Ostrava
Faculty of Electrical Engineering and Computer Science
Department of Telecommunications
17. listopadu 15/2172, 708 33 Ostrava, Czech Republic

Using Quantum Key Distribution for Securing Real-Time Applications

Ph.D. Thesis; Delivered in April, 2017
Doctoral Study Programme:

P1807 Computer Science, Communication Technology and Applied Mathematics
Doctoral Study Branch:

2601V018 Communication Technology

PhD. Student:
Ing. Miralem Mehić
VŠB – Technical University of Ostrava
Faculty of Electrical Engineering and Computer Science
Department of Telecommunications
17. listopadu 15/2172, 708 33 Ostrava, Czech Republic
miralem.mehic.st@vsb.cz

Supervisor:
Assoc. Prof. Miroslav Vozňák, Ph.D
VŠB – Technical University of Ostrava
Faculty of Electrical Engineering and Computer Science
Department of Telecommunications
17. listopadu 15/2172, 708 33 Ostrava, Czech Republic
miroslav.voznak@vsb.cz

i



CONTENTS

1 Introduction 1
1.1 Contributions of the thesis . . . . . . . . . . . . . . . . . . . . . . . . . . . 1

2 State of the Art 2
2.1 Theoretical Solutions . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 2
2.2 Practical Solutions . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 2

3 Aims 4
3.1 Aim 1: A new proposal for a Quality of Services-aware computational

model in QKD networks, with an emphasis on real-time traffic . . . . . . . 4
3.2 Aim 2: Verification of the proposed model in QKD network . . . . . . . . . 4

4 A Novel Proposal of Quantum Key Distribution Network Simulation
Tool 5
4.1 The QKD Network Simulation Module . . . . . . . . . . . . . . . . . . . . 5

4.1.1 Requirements . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 5
4.2 The Network Simulator NS-3 . . . . . . . . . . . . . . . . . . . . . . . . . 5

4.2.1 Design . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 6
4.3 Summary . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 10

5 A Novel Proposal of Quality of Service in Quantum Key Distribution
Network 11
5.1 QoS Routing . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 11

5.1.1 FQKD: A Flexible Quality of Service Model for QKD Networks . . 11
5.1.2 QKD Link Metric . . . . . . . . . . . . . . . . . . . . . . . . . . . . 14

5.2 Greedy Perimeter Stateless Routing Protocol for QKD network . . . . . . 16
5.2.1 Greedy Forwarding . . . . . . . . . . . . . . . . . . . . . . . . . . . 17
5.2.2 Recovery-mode Forwarding . . . . . . . . . . . . . . . . . . . . . . . 18
5.2.3 Simulation Setup . . . . . . . . . . . . . . . . . . . . . . . . . . . . 19
5.2.4 Simulation Results and Evaluation . . . . . . . . . . . . . . . . . . 20

5.3 Summary . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 24

6 Conclusion 25
6.1 Achievements and contributions . . . . . . . . . . . . . . . . . . . . . . . . 26

References 27

ii



Introduction

1 INTRODUCTION

One of the central issues in cryptography is a secure distribution of key between geo-
graphically distant users, known as secret key agreement problem. The current solutions
in most applications are based on the usage of public key infrastructure (PKI) which
relies on assumptions about the computation power of eavesdropper and computational
complexity of mathematical problems. As results, these solutions fall within the scope
of theoretically breakable computational security and with the increase of computational
power such solutions are under threat [1]. Quantum information theory suggests the pos-
sibility of solving secret key agreement problem by using an information-secure quantum
key distribution, known as QKD [2]. Based on the laws of physics, QKD provides a
secure way of establishing symmetrical binary keys between two geographically distant
users without relying on the hardness of mathematical problems. In contrast to public-key
cryptography, the combination of QKD with suitable message authentication scheme has
been proven to be secure without intractability hypotheses [3–5].

This thesis focuses on the application of QKD for securing real-time communications
by supporting QoS in QKD networks including the QoS model and QoS routing protocol.
These networks are characterized as being multihop in nature where the consumption key
rate is often higher than the charging key rate, which means that the links are available
only for a limited period of time. Such features impose several challenges for effective
modeling and evaluation of reliability, as well as developing QoS solutions for QKD net-
works. The second objective of this thesis is fulfilled with the implementation of QKD
network simulation module (QKDNetSim) which was developed in the network simulator
of version 3 (NS-3). To the best of our knowledge, QKDNetSim is a first application
for simulating and testing of QKD networks and gives a significant contribution to the
research community in the field of QKD technologies. We assume that QKDNetSim will
help in the understanding of the practical use of QKD technology which will allow the
usage of a range of applications within the QKD network.

1.1 Contributions of the thesis

This thesis provides two kinds of results. The first and also the main results are shown
as the theoretical solution that is reflected in the novel methods and mechanisms for sup-
porting QoS in QKD networks. Our results should improve the convergence of quantum
technology with the user’s applications used in everyday life. The practical aspect of this
thesis is reflected in the software simulator that should serve as a base substrate for taking
the further steps into the research of quantum technology.
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2 STATE OF THE ART

2.1 Theoretical Solutions

Considering the common assumption that all nodes along the path in QKD network
must be fully trusted [6, 7], in theory, QKD networks was mainly analyzed from two
aspects: security and network performance. The idea of passive eavesdropping, in which
the adversary may use eavesdropping not to extract information, but to redirect the
data flow towards a node under control, have been analyzed in [8]. Following a similar
idea, stochastic routing has been proposed to avoid deterministic routing which is used
in traditional routing protocols [9, 10]. The transmission capacity of the QKD network
has been analyzed in [11], while the queueing model has been reported in [12]. Game-
theoretic techniques have been used to find an optimal balance between interdependent
service quality criteria with distinct performance indicators [13]. As the result, network
provisioning strategies that ensure the promised service level at the optimized performance
are obtained.

2.2 Practical Solutions

QoS in previously deployed QKD networks has been largely neglected, stating that it
is somehow achievable without any difficulties. The prioritization of network traffic was
ignored, and solutions from existing conventional networks have been modified for the
needs of the QKD network. Open Shortest Path First (OSPF) routing protocol [14],
has been modified to determine the link quality based on the amount of key material in
key storage [15]. A similar approach was reported in [16] with the usage of unencrypted
and non-authenticated communication for the dissemination of OSPF routing packets.
Obviously, such solution is easy prey for an eavesdropper who is assumed to have un-
limited resources at his disposal, especially when the passive eavesdropping is taken into
account [8]. Solutions is based on the usage of the amount of key material in key storages
as routing metric, cannot provide efficient routing due to lack of information about the
state of the public channel. Another modification of the OSPF was reported in [17, 18]
where local load balancing policy was used without consideration of the quantum channel.
In [19, 20], OSPF was used to find the shortest path with key material reservation. OSPF
is focused on finding the shortest path, but that path may not be optimal. It is known
that minimum hop-count (shortest) routing typically finds routes with significantly lower
throughput than the best available [21] since it does not consider other parameters of the
link. Reservation of resources on the quantum channel, in this case, does not solve the
problem of QoS since the path for the public channel may be inappropriate. Even an
extended version of OSPF which includes QoS constraints [22] may not be optimal for
QKD networks since it does not consider the state of the quantum channel.
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Unlike for conventional networks, there are few software applications dealing with
QKD. Quantum Cryptography Protocol Simulator [23] developed using C/C++ architec-
ture is able to analyze the quantum bit error rate (QBER) and eavesdropper influence
on the performances of the quantum channel when BB84 or B92 QKD protocol is used.
A similar application is reported in [24]. Object-oriented simulation for QKD protocols
was reported in [25] while an event-by-event simulation model and polarizer as simulated
component for QKD protocols with the presence of eavesdropper and misalignment mea-
surement as scenarios were reported in [26]. A simulation framework for QKD protocols
using OptiSystem was reported in [27], and a modeling framework designed to support
the development and performance analysis of practically oriented QKD system represen-
tations was reported in [28]. Yet, all of these applications deal only with the quantum
channel performance or QKD protocols and disregard the public channel and the entirety
of the protocol stack above the QKD link. To the best of our knowledge, applications for
simulating QKD networks with multiple nodes and links are not available.
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3 AIMS

3.1 Aim 1: A new proposal for a Quality of Services-aware com-
putational model in QKD networks, with an emphasis on
real-time traffic

The primary goal of this thesis is to provide an appropriate Quality of Service (QoS)
solution for QKD networks by addressing the following issues:

• Due to the scarce resources that QKD links provide in the aspect of establishing a
new material (generation key rate), it is necessary to answer the question whether
the reservation of resources in such a network is the best approach. More precisely,
it is necessary to provide an answer to the question about which QoS model best
suits the needs of QKD network.

• Determining a suitable path for high-quality communication in QKD networks; more
precisely, it is necessary to provide solutions which will offer efficient routing in QKD
network.

• Differentiating traffic in QKD networks based on flow priorities; it is necessary to
provide a solution which will show a clear distinction between traffic of different
priorities. In this case, the higher priority traffic needs to be prioritized in the
network when network resources are allocated.

3.2 Aim 2: Verification of the proposed model in QKD network

Taking into account the high cost of quantum technology, the second objective of this the-
sis is the verification of the QoS aware computational model in QKD network simulators.
Since QKD simulators are currently unavailable, this section will make a significant contri-
bution to the research community and the implementation will result in the development
of the first QKD computing environment simulation.

The ability to simulate QKD networks will improve access to further development of
quantum technology such as research in the field of optimal topologies for QKD networks.
A simulated model of QKD network will provide an adequate platform for further testing
of QKD networks with an unlimited number of QKD nodes and QKD links. Additionally,
such an environment is necessary for testing and verifying results obtained from Aim 1 of
this thesis.

4



A Novel Proposal of Quantum Key Distribution Network Simulation Tool

4 A NOVEL PROPOSAL OF QUANTUM KEY DISTRIBU-
TION NETWORK SIMULATION TOOL

After the design of a new network solution, a researcher has typically several possibil-
ities to evaluate and validate obtained results. Analytically theoretical quantifying the
performance and complex behavior of even simple network protocols in the aggregate is
often impractical. It uses mathematical models to evaluate network performance where
queuing theory is one of the most common tools in network performance studies. Unfor-
tunately, theoretical analysis of networks containing a large number of nodes and links
is a demanding process, since the mathematical constructs get very complex for realistic
considerations. A simulation is an essential tool for computer networks research. The
simulator provides an easy way to manipulate desired parameters while setting other
parameters fixed.

4.1 The QKD Network Simulation Module

In contrast to previously developed simulation tools that are focused on the quantum
channel and QKD protocols, the QKD Network Simulation Module (QKDNetSim) de-
scribed in this thesis focuses on the public channel and simulation of QKD network.
More specifically, QKDNetSim is intended to facilitate additional understanding of QKD
technology with respect to the existing network solutions.

4.1.1 Requirements

The aim of QKDNetSim project was not to develop the entire simulator from scratch but
to develop the QKD simulation module in some of the already existing well-proven simu-
lators. Therefore, QKDNetSim was developed to meet the four fundamental requirements
which are listed below:

• Accuracy
• Extensibility
• Usability
• Availability

4.2 The Network Simulator NS-3

Network Simulator of version 3 (NS-3) is an open-source software which is licensed un-
der GNU GPLv2 and welcomes developers in contributing code from across academia,
industry, and government. NS-3 comes with instructions and descriptions of all simulator
elements in the detailed doxygen web edition. NS-3 is a discrete-event simulation written
entirely in C++, with optional Python bindings, architected similar to Linux computers.
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NS-3 emphasizes emulation capabilities that allow NS-3 to be used on testbeds and with
real physical devices and applications.

4.2.1 Design

Due to the nature of QKD link, QKD network is mainly limited to metropolitan scale [29–
31] in which the network can be geographically divided into multiple domains (autonomous
systems) or in the simplest case it can be a simple network in a single domain. To support
different simulation scenarios in various situations, our network simulation model allows
the simulation of QKD network in both cases.

Fig. 4.1: Packet Encapsulation in QKD overlay network

Overlay TCP/IP Stack QKDNetSim allows realization of overlay network which can
be used for various purposes regardless of QKD network. To ensure the independence of
the underlying network, each QKD node implements an overlay TCP/IP stack with an
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independent overlay routing protocol as shown in Fig. 4.1. During the development of
QKDNetSim, we aimed to minimize changes to the existing core code of NS-3 simulator.
But, still, to provide independent overlay networking, QKDNetSim implements additional
classes in the internet module of NS-3 simulator.

Class ipv4-protocol keeps a list of all IPv4 address associated with IPv4 interfaces.
Thus, to distinguish IP addresses of underlying and overlying network virtual-ipv4-protocol
class is introduced. This implies the implementation of independent overlay TCP and
UDP L4 protocol classes which pass packets to virtual-ipv4-protocol instead of original
ipv4-protocol. Additionally, realization of independent TCP and UDP L4 protocol classes
allows simple modification of overlying L4 communication without affecting the underlying
TCP/IP stack.

QKD Key QKD key is an elementary class of QKDNetSim. It is used to describe the
key that is established in QKD process. QKD key is characterized by several meta-key
parameters, of which the most important are the following: key identification (ID); key
size; key value in std::string or byte format and key generation timestamp.

QKD Buffer QKD keys are stored in QKD buffers which are characterized by following
parameters:

• The amount of minimal pre-shared key material is denoted with 𝑀𝑚𝑖𝑛,
• The key material storage depth 𝑀𝑚𝑎𝑥, used to denote the maximal amount of keys

that can be stored in QKD buffer,
• The current value 𝑀𝑐𝑢𝑟(𝑡), representing the amount of key material in QKD buffer

at the time of measurement t, where it holds that 𝑀𝑐𝑢𝑟(𝑡) ≤ 𝑀𝑚𝑎𝑥,
• The threshold value 𝑀𝑡ℎ𝑟(𝑡) at the time of measurement t is used to indicate the

state of QKD buffer where it holds that 𝑀𝑡ℎ𝑟(𝑡) ≤ 𝑀𝑚𝑎𝑥.

Fig. 4.2: Graphical representation of QKD Buffer status generated using QKD Graph
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As shown in Fig. 4.2, QKD Buffer can be in one of the following states:
• READY - when 𝑀𝑐𝑢𝑟(𝑡) ≥ 𝑀𝑡ℎ𝑟,
• WARNING - when 𝑀𝑡ℎ𝑟 > 𝑀𝑐𝑢𝑟(𝑡) > 𝑀𝑚𝑖𝑛 and the previous state was READY,
• CHARGING - when 𝑀𝑡ℎ𝑟 > 𝑀𝑐𝑢𝑟(𝑡) and the previous state was EMPTY,
• EMTPY - when 𝑀𝑚𝑖𝑛 ≥ 𝑀𝑐𝑢𝑟(𝑡) and the previous state was WARNING or CHARG-

ING.

QKD Crypto QKD crypto is a class used to perform encryption, decryption, authenti-
cation, atuhentication-check operations and reassembly of previously fragmented packets.
QKD crypto uses cryptographic algorithms and schemes from Crypto++ open-source
C++ class cryptographic library. Currently, QKD crypto supports several cryptographic
algorithms and cryptographic hashes including One-Time Pad (OTP) cipher, Advanced
Encryption Standard (AES) block cipher, VMAC message authentication code (MAC)
algorithm and other.

QKD Virtual Network Device To facilitate the ease of operation of the overlay routing
protocol, encryption, and authentication of the incoming frame is performed on the data
link layer prior leaving QKD network device (NetDevice). QKD NetDevice implements a
sniffer trace source which allows recording of the overlay traffic in pcap trace files. QKD
NetDevices allows fine tuning of the MAC-level Maximum Transmission Unit (MTU)
parameter which limits the size of the frame in the overlying network [49].

QKD Post-processing Application Key material establishment process is an inevitable
part of the QKD network. It is performed using QKD protocols to provide a key to the
participant of symmetric system transmission in a safe manner. Although there are sev-
eral types of QKD protocols, they consist of nearly identical steps at a high level, but
differ, among others, in the way the quantum particles or photons are prepared and trans-
mitted over quantum channel [50, 51]. Communication via the public channel is referred
as post-processing and it used for extraction of the secret key from the raw key which is
generated over the quantum channel. Although there are differences in implementations,
almost every post-processing application needs to implement following steps: extraction
of the raw key, error rate estimation, key reconciliation, privacy amplification and au-
thentication. Given that the focus of the QKDNetSim is placed on network traffic and
considering that there are different variations of post-processing applications, QKDNet-
Sim provides a simple application which seeks to imitate traffic that is generated by the
real-world post-processing applications such as AIT R10 QKD software [32]. The goal
was to build an application that credibly imitates traffic from existing post-processing ap-
plications to reduce the simulation time and computational resources. Fig. 4.3 shows the
comparison of the traffic generated using QKDNetSim post-processing application and
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AIT R10 QKD Software. The Pearson correlation coefficients between the measurement
and modeling results is 0.732.

0

500000

1000000

1500000

2000000

2500000

3000000

3500000

4000000

0 10 20 30 40 50 60 70 80 90 100

Tr
af

ic
 (

b
it

)

Time (second)

Throughput

AIT R10 QKD Software QKDNetSim Charging Application

Fig. 4.3: Comparison of the traffic generated using QKDNetSim post-processing (charging) application
and AIT R10 QKD Software that was used for post-processing of keys in AIT quantum laboratory in April
2016. The traffic shown here was recorded in a local network, that is, without of the traffic generated by
any other application.

QKD Graph QKD graphs are implemented to allow easier access to the state of QKD
buffers and easier monitoring of key material consumption. QKD graph is associated with
QKD buffer which allows plotting of graphs on each node with associated QKD link and
QKD buffer. QKD Graph creates separate PLT and DAT files which are suitable for
plotting using popular Gnuplot tool in PNG, SVG or EPSLATEX format. An example
QKD Graph is shown in Fig. 4.2. QKDNetSim supports plotting of QKD Total Graph
which is used to show the overall consumption of key material in QKD Network. QKD
Total Graph is updated each time when key material is generated or consumed on a
network link.
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4.3 Summary

This chapter addressed the practical realization of QKD networks from a network point
of view. The work summarized the limitations and the basic characteristics of QKD
network and described the ways of implementation of QKD networks, which can be overlay
mode or network with a single TCP/IP stack. The main part of this chapter dealt with
QKDNetSim simulation environment which is primarily intended for testing of existing
and implementation of new solutions in the field of QKD network.

Considering that currently there are no available simulators of QKD networks, QKD-
NetSim gives a significant contribution to the research community in the field of QKD
technologies. We assume that QKDNetSim will help in the understanding of the practical
use of QKD technology which will allow the usage of a range of applications within the
QKD network.

Although primarily designed for QKD network, QKDNetSim can be easily utilized
to simulate other types of networks. Implementation of a virtual TCP/IP stack allows
simple simulation of overlay networks while QKD Buffers and QKD Cryptos simplify
simulations that consider the use of a symmetric cryptographic key. The QKDNetSim is
free for download from https://bitbucket.org/liptel/qkdnetsim.
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5 A NOVEL PROPOSAL OF QUALITY OF SERVICE IN QUAN-
TUM KEY DISTRIBUTION NETWORK

During the 30 years since the discovery of the first quantum protocol [2], quantum tech-
nology has grown significantly and is rapidly approaching the level of high maturity. The
next natural step in the evolution of quantum systems is to study their performances,
suitability and convergence with the applications used in everyday life. A noticeable
progress in the development of quantum equipment has been reflected through a number
of successful demonstrations of QKD network [30, 33–36], but without showing the clear
suitability to assess how such a network competes with its classical counterpart under real
life enterprise and real-time traffic. The traffic in these networks was mainly considered
with equal importance and it was treated with the same priority. While such approach
may be acceptable for some applications, it is not acceptable for voice, video and today’s
broadly used collaborative applications. Accordingly, methods of traffic management,
congestion control and QoS approaches become an important issue.

5.1 QoS Routing

In our view, a routing protocol well-suited for operation in dynamic QKD network should
fulfill the main design objectives listed by priority as follows:

• It is necessary to reduce the consumption of scarce key material by choosing the
shortest optimal path considering both channels (public and quantum) of QKD link
since these channels are mutually dependent [18]. Routing algorithm needs to find
a balance between the requirements, since the path that meet the requirements of
the public channel may not be suitable for quantum channel and vice versa,

• Given that the main objective of QKD is to provide ITS communication, routing
packet needs to be encrypted and authenticated [18]. This entails that the number
of routing packets in the network needs to be minimized in order to preserve scarce
key material,

• To prevent denial of service, it is necessary to minimize knowledge about the utilized
routing path by minimizing the number of broadcast routing packets [8],

• Routing protocol should be scalable to different network sizes,
• Due to low key charging rate, link interruptions are common in QKD network.

Hence, routing protocol should be robust enough to find an adequate replacement
path.

5.1.1 FQKD: A Flexible Quality of Service Model for QKD Networks

A flexible QoS model for QKD networks (FQKD) avoids a centralized resource manage-
ment scheme or reservation of resources mechanism. FQKD defines three roles for nodes
in a QKD network: ingress, interior and egress. Each node can take any of these roles
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depending on the position in network flow. The source node that sends data is referred
as ingress node. Interior nodes are nodes that forward data toward the final destination
node which is referred as egress node.

Fig. 5.1: FQKD Model

Provisioning and Conditioning

As shown in Fig 5.1, FQKD Model consists of sender-based classifier, waiting queues,
local node based admission controller, crypto module and dynamic regulation of admitted
session at MAC layer. The classifier is put at the ingress node to distinguish between traffic
classes by marking the DiffServ (DSCP) field in the IP packet header. FQKD distinguishes
between three traffic classes with corresponding DSCP values: best-effort, real-time and
premium class. Waiting queues are implemented for each class and processed by priority.
The packets are forwarded by interior nodes in per-hop behaviour associated with the
assigned DSCP value.

Considering that nodes in QKD network constantly generate new keys at their max-
imum key rate until their key storages are filled [17], before setting the route, routing
protocol contact admission controller to selects those links to its neighbors that have suf-
ficient resources to serve the classified network packet. If such link does not exists, the
packet waits in the queue for reprocessing. Otherwise, routing protocol calculates the
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path and the packet is forwarded to MAC layer for further processing. In FQKD addi-
tional waiting queues are installed between L3 and L4 ISO/OSI layer to avoid conflicts in
decision making which might lead to inaccurate routing. Suppose the queues are imple-
mented only on data link layer (L2) and suppose that they are half filled with packets.
Since the routing protocol used the routing metric that at the time 𝑡1 of calculating the
route had a different value from the time 𝑡2 when the packet came on line in the queue to
be served, significantly changes of the state of links in the time interval Δ𝑡 = 𝑡2 − 𝑡1 might
occur which can lead to inaccurate and incorrect routing. Instead, having waiting queues
implemented on higher layer means that the packet for which the route is calculated will
be directly forwarded to lower layers and immediately sent to the network. This implies
usage of one set of waiting queues (set of three waiting queues for best-effort, real-time
and premium traffic classes) for all network devices. Using queuing at L2 layer is not
excluded, but the additional attention is given to queues at a higher level due to the
dynamic nature of the network.

Fig. 5.2: Simple topology that shows the calculation of 𝑀𝑡ℎ𝑟: a) The traffic is routed along the route
a-b-c-e; b) The traffic is routed along the path a-b-c regardless of key material depletion of link c-e; e)
Calculated 𝑀𝑡ℎ𝑟 values are marked next to 𝑀𝑡ℎ𝑟 values
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The threshold value 𝑀𝑡ℎ𝑟 is proposed to increase the stability of QKD links, where
𝑀𝑡ℎ𝑟,𝑘(𝑡) ≤ 𝑀𝑚𝑎𝑥,𝑘. The meaning of this parameter is best to explain by considering
simple topology shown in Fig. 5.2 where node a needs to establish a VoIP connection with
remote node e. Suppose the routing protocol uses only information about the state of
links to its neighbors. Then, assuming that all network links have the same performances
of public channels, we consider only the status of key material storages which are marked
next to links as shown in Fig. 5.2-a. Upon receipt of the packet from node a, the routing
protocol on node b selects path b-c since the link b-d has a lower performance. However,
since the node b does not consider the state of links which are more than one hop away,
the traffic may stuck on the link between nodes b and c as shown in Fig. 5.2-b. To avoid
such behavior, we propose usage of 𝑀𝑡ℎ𝑟 value which is calculated for each link as follows:

• Each node a calculates value 𝐿𝑎 summarizing the 𝑀𝑐𝑢𝑟 values of links to its neighbors
j and dividing it with the number of its neighbors 𝑁𝑎:

𝐿𝑎 =
∑︀𝑁

𝑗 𝑀𝑐𝑢𝑟,𝑎,𝑗

𝑁𝑎

, ∀𝑗 ∈ 𝑁𝑎 (5.1)

• Then, each node exchanges calculated value 𝐿𝑎 with its neighbors. The minimum
value is accepted as a reference threshold value of the link:

𝑀𝑡ℎ𝑟,𝑎,𝑏 = 𝑚𝑖𝑛{𝐿𝑎, 𝐿𝑏} (5.2)

As shown in Fig. 5.2-c, node b calculates 𝐿𝑏 = 36.66, while node c calculates 𝐿𝑐 = 25.
The threshold value of the link b-c is set to 𝑀𝑡ℎ𝑟,𝑎,𝑏 = 25 and it is included in link metric
calculation as described in the section 5.1.2. The higher the value of 𝑀𝑡ℎ𝑟, the better the
state of links that are more than one hop away.

5.1.2 QKD Link Metric

Quantum Channel Status Metric

The remaining key material level of the key material storage is the main factor contributing
to the link’s availability. We use Equation (5.4) to express the state of the quantum
channel between nodes s and i, where 𝑄𝑓𝑟𝑎𝑐,𝑠,𝑖 is the ratio of the squared amount of key
material at the time of measurement (𝑀𝑐𝑢𝑟,𝑠,𝑖

2) multiplied by the threshold value (𝑀𝑡ℎ𝑟,𝑠,𝑖)
and the cubed capacity of the key storage (𝑀𝑚𝑎𝑥,𝑠,𝑖

3) as defined by Equation (5.3). 𝑄𝑓𝑟𝑎𝑐,𝑠,𝑖

is in the range [0,1] and it highlights the current amount of key material on direct links in
relation to the amount of key material of links that are further away, since further links
are unreachable when direct links do not have enough key material.

𝑄𝑓𝑟𝑎𝑐,𝑠,𝑖 = 𝑀𝑐𝑢𝑟,𝑠,𝑖
2 · 𝑀𝑡ℎ𝑟,𝑠,𝑖

𝑀𝑚𝑎𝑥,𝑠,𝑖
3 (5.3)

𝑄𝑚,𝑠,𝑖 = 1 − 𝑄𝑓𝑟𝑎𝑐,𝑠,𝑖

𝑒(1−𝑄𝑓𝑟𝑎𝑐,𝑠,𝑖)
(5.4)
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𝑄𝑚,𝑠,𝑖 is the utility function associated with the key material level of the link. 𝑄𝑚,𝑠,𝑖

uses an exponential formula to address the fact that the less key material is in the storage,
the more critical the situation is and the less time is left for the routing protocol to react.
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Fig. 5.3: 𝑄𝑚 of QKD link between nodes 𝑠 and 𝑖 for different values of 𝑀𝑡ℎ𝑟; 𝑀𝑚𝑎𝑥,𝑠,𝑖 = 100

The value of 𝑄𝑚,𝑠,𝑖 is normalized as a grade ranging from 0 to 1 as shown in Fig. 5.3,
where lower value means better quantum channel state. In example show in Fig. 5.2-c,
the routing protocol should favor the link b-d since 𝑄𝑚,𝑏,𝑑 < 𝑄𝑚,𝑏,𝑐.

The Public Channel Status Metric

Instead of using popular approach from conventional or overlay networks [37][52], we use
meta-data of keys such as the time duration of the key establishment process to effectively
assess the state of the public channel. We define 𝑃𝑚,𝑠,𝑖 with Equation (5.5) to evaluate the
state of public channel between nodes s and i where 𝑇𝑙𝑎𝑠𝑡,𝑠,𝑖 is the amount of time spent
on the establishment of the key material at the time of measurement and 𝑇𝑚𝑎𝑥𝑖𝑚𝑎𝑙,𝑠,𝑖 is
the maximum time that can be tolerated for the establishment of the key. 𝑇𝑚𝑎𝑥𝑖𝑚𝑎𝑙,𝑠,𝑖 is
calculated as double value of the average duration of key material establishment process
in the long run, denoted as 𝑇𝑎𝑣𝑒𝑟𝑎𝑔𝑒 in Equation (5.6).

𝑃𝑚,𝑠,𝑖 = 𝑇𝑙𝑎𝑠𝑡,𝑠,𝑖 + Δ𝑡

𝑇𝑚𝑎𝑥𝑖𝑚𝑎𝑙,𝑠,𝑖

(5.5)

𝑇𝑚𝑎𝑥𝑖𝑚𝑎𝑙,𝑠,𝑖 = 2 · 𝑇𝑎𝑣𝑒𝑟𝑎𝑔𝑒 (5.6)

Δ𝑡 is used to describe the freshness of the information and is defined as the difference
between the current time of measurement and the time when the 𝑇𝑙𝑎𝑠𝑡,𝑠,𝑖 is recorded. Note
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that 𝑇𝑎𝑣𝑒𝑟𝑎𝑔𝑒 is not equal for all links of the network, since it depends on the load of the
network, type of quantum and network devices, QKD post-processing application and the
performances of the public channel. The value of 𝑃𝑚,𝑠,𝑖 is mainly located in range [0,1]
where the lower value means better public channel state. Values greater than 1 indicate
that the link has a problem with the establishment of new key material.

The Overall QKD Link Status Metric

The key material depletion is not the same for all links since it depends on the type of
used encryption algorithm and the amount of network traffic to be encrypted. In example,
QKD link between nodes s and i having a small value of 𝑄𝑚,𝑠,𝑖 may be suitable for the
network flow encrypted with less secure algorithms that do not require too much material
such as AES cipher, but it may not correspond with the flow encrypted using OTP cipher
which require a lot more key material. Thus, a factor 𝛼 that reflects the balance between
the requirements is introduced in Equation (5.7) to compensate this effect using the utility
functions of the quantum and public channel in a normalized value in the [0,1] range where
lower value means better overall link state.

𝑅𝑚,𝑠,𝑖 = 𝛼 · 𝑄𝑚,𝑠,𝑖 + (1 − 𝛼) · 𝑃𝑚,𝑠,𝑖 (5.7)

The parameter 𝛼 takes the value from the [0,1] range and in case of usage of OTP cipher
we suggest the value of 𝛼 = 0.5. That is, both channels of QKD link are considered with
equal importance. In the case of usage of AES cipher, we suggest the value of 𝛼 = 0.25
that puts more emphasis on the public channel due to lower requirements for key material.

5.2 Greedy Perimeter Stateless Routing Protocol for QKD net-
work

Motivated by the similarities between MANET and QKD networks, we present Greedy
Perimeter Stateless Routing Protocol for QKD networks (GPSRQ). The main motivation
for designing of GPSRQ is to minimize the number of routing packets and to achieve high-
level scalability by using distributed geography reactive routing. GPSRQ is based on the
GPSR routing protocol [38] with several significant changes. We assume that all nodes
know the geographical locations of all other network nodes they wish to communicate.
Therefore, there is no periodic flooding of node’s location details and we assume a location
registration and lookup service that maps node’s address to a location. This paper does
not deal with the implementation details of such service, but we assume it can be realized
using internal or other communication channels [39]. As indicated in section 5.1, authen-
ticated packets in QKD post-processing can be used to effectively exchange information
about the geographical position of nodes. GPSRQ sets network without hierarchical or-
ganization, which means that all nodes in the network are of equal importance. Nodes
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do not exchange routing tables which significantly minimize consumption of scarce key
material and reduces the probability of passive eavesdropping [8]. Route selection, that
is, the decision about the next hop is made in per-hop behavior such that the packet is
moved closer to the destination based on the status of links in the local environment and
on a geographical distance from the node. GPSRQ uses two packet forwarding algorithms:
greedy forwarding and recovery-mode forwarding.

5.2.1 Greedy Forwarding

By definition, greedy forwarding entails forwarding to the neighbor geographically closest
to the destination. An example of greedy forwarding is shown in Fig. 5.4, where an ingress
node a which is surrounded by three adjacent nodes b, d, and k, needs to communicate
with the egress node g. Ingress node a forwards the packet to b, as the Euclidean distance
between b and g is less than the distance between g and any of a’s other neighbors. Such
greedy forwarding is repeated on interior nodes and it stops when the packet reaches its
destination. Still, GPSRQ aims to maximize the network utilization by using different
paths for different traffic classes. It uses Equation (5.8) to calculate the optimal path to
forward the packet:

𝐹𝑠,𝑑,𝑖 = 𝛽 · 𝐺𝑠,𝑖 +
(︁
1 − 𝛽

)︁
· 𝑅𝑖,𝑑 (5.8)

where 𝑅𝑠,𝑖 denotes the state of link between source node s and neighboring node
i using Equation (5.7) and 𝐺𝑖,𝑑 represents the Euclidean distance between neighboring
node i and destination node d, for each node i which belongs to the set 𝑁𝑠 of all neighbors
of source node s, ∀𝑖 ∈ 𝑁𝑠. All routes toward destination are sorted in descending order
using Equation (5.8) and the route with the lowest value is used. GPSRQ uses parameter
𝛽 which takes the value from the [0,1] range to manage network utilization by choosing
between forwarding along the "geographically shortest" route or route that have the most
available resources.

To increase scalability and exclude routes that do not lead toward the destination, we
propose a robust caching mechanism to preserve key material consumption. When node
b realizes that there is only one interface available which was used to receive the packet
from node a (suppose that link b-f is unavailable due to the lack of key material), it marks
"loop" field in GPSRQ packet header and returns the packet back to node a. Then, node a
calculates the Euclidean distance d(b,g) between node b and the packet destination node g
and writes in its internal cache memory that along the path a-b it is not possible to route
packet toward region which is marked with a circle of radius d(b,g)/2 and the center in
node g. Upon receiving further requests for routing toward any node which is placed in
the defined circle region, node a will ignore route over node b and look for an alternative
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route. The validity of cached record is set to time interval defined using Equation (5.9):

𝑇𝑐𝑎𝑐ℎ𝑒 = 𝑇𝑚𝑎𝑥𝑖𝑚𝑎𝑙,𝑏,𝑔/2 (5.9)

where 𝑇𝑚𝑎𝑥𝑖𝑚𝑎𝑙,𝑏,𝑔 is defined with Equation (5.6). After cached record expires, the node
is allowed to try establishing the connection once again. In the case when GPSRQ detects
there is no neighbor closer to the destination, it enters recovery-mode.

Fig. 5.4: Ingress node a which is surrounded by three adjacent nodes b, d, and k, aims to communicate
with the egress node g. In the absence of paths through the node b, node a writes in the internal cache
that along the path a-b it is not possible to route packet toward the region marked with a circle of radius
d(b,g)/2 with the center in node g. Any further request for routing toward any node which is placed in
the defined circle region will be ignored over the route via node b, and an alternative route is to be found.

5.2.2 Recovery-mode Forwarding

Recovery-mode involves the usage of a well-known right-hand rule that states that the
next edge from node k upon arriving from node a is the edge (k,l) which is sequentially
counterclockwise to edge (a,k) [38]. But, for first forwarding, the packet is forwarded along
the edge (a,k) which is counterclockwise about node a from the line 𝑎𝑔. The packet stays in
recovery-mode until it reaches node that is closer than node where forwarding in recovery-
mode started. To avoid routing loops, GPSRQ header contains information about the IP
address of node on which the packet entered recovery-mode and the outgoing interface
which was used for first forwarding. In the case of detection of the loop by analyzing
the packet header, the packet is returned back to the previous node for re-routing and
adding new entry to node’s internal cache memory. Suppose the public channel of link j-i
is unavailable which means there is no available path to the destination g. Source node a
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forwards the packet to node k which forwards the packet to node j in greedy forwarding
mode. Since link j-i is unavailable, node j is not able to find any neighbor closer to the
destination so it enters recovery-mode, sets the value of the field "inRec" to 1, writes its
IP address to the header field "recPosition", writes the interface number that leads to
node l to the "recIF" header field and forwards the packet to node l since it is on the
first edge counterclockwise about j from the line 𝑗𝑔 as required by the right-hand rule.
Upon receipt of the packet, node l inspects the header and remains in recovery mode
since the note j on which the packet entered recovery mode is closer to the destination
g. Then, the packet is forwarded to node k which forwards the packet back to node j.
When node j detects its IP address from the header field "recPosition", it adds in internal
cache memory record stating that it is not possible to reach destination node g over node
l by adding a record consisting of the triple: IP address of the hop l, the radius of circle
region d(l,g)/2 and value of the circle center which is set to the location of node g. Given
that there is no other interface available, node j marks GPSRQ header field "loop" to 1
and returns the packet to node k which adds to its cache memory a record stating that
it is not possible to reach destination node g over node j. Then, node k sets the field
"loop" to 2 and tries again with greedy-forwarding where node j is excluded as next hop.
The packet is forwarded to node l which forwards the packet to node j. Since node j
does not have any other interface available, it will set the value of header field "loop" to
1, and return the packet to node l which will add to its cache memory a record stating
that it is not possible to reach destination node g over node j. The packet is returned to
node k and afterward, it is returned to source node a. This procedure is repeated until a
feasible path to the destination is found. Otherwise, if there is no any path available, the
packet is discarded on the source node keeping updated records in the cache memory of
neighboring nodes.

5.2.3 Simulation Setup

To ensure simulations are independent of topology or specifics of any specific network,
random graphs were constructed. Random network topologies were generated using Wax-
man model [40] which is a recommended model for small networks that include locality
aspects. Waxman model corresponds to the requirement for the realization of QKD net-
works without hierarchical multi-plane organization [41] since it spreads nodes randomly
on a grid and adds links randomly, such that the probability 𝑃𝑒 for interconnecting two
nodes in a single plane is parameterized by the Euclidean distance that separates them
as defined by Equation (5.10):

𝑃𝑒(𝑢, 𝑣) = Θ · 𝑒𝑥𝑝− 𝑑(𝑢,𝑣)
Ω·Λ (5.10)

where 𝑑(𝑢, 𝑣) is the Euclidean distance between the nodes 𝑑 and 𝑣, Λ denotes the
maximum possible distance between two nodes where 0 < Ω, Θ ≤ 1. A large value of Ω
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increases the number of connections to nodes that are further away while a large value
of Θ increases the number of edges from each network node. Additionally, the parameter
choices are constrained to assure 𝑃𝑒(𝑢, 𝑣) ∈ [0, 1]. We evaluated GPSRQ (𝛽 = 0.6;
𝑇𝑎𝑣𝑒𝑟𝑎𝑔𝑒 = 5) against OSPF which was used in previously deployed QKD networks [16–
20], and against DSDV which has been used in our previous work [53]. The simulation was
performed using the QKD Network Simulation Model (QKDNetSim) of NS-3 Simulator
version 3.26 to deploy GPSRQ and DSDV while NS-3-DCE of version 1.9 was used to
deploy OSPF routing protocol. We used the BRITE topology generator to generate
random topologies according to Waxman model because it is supported under NS-3 and
the source code is freely available [42]. NS-3-DCE and QKDNetSim were set to share
the same seed file for generation of random values which enabled the use of the same
random topologies with the identical configuration values in QKDNetSim and NS-3-DCE
simulator. Our simulations included random static networks with 10, 20, 30, 40, 50, 60
and 70 nodes which were randomly placed in a rectangular region and connected with
QKD links of following settings: minimal amount of key material 1 Mbyte, maximal
amount 100 Mbyte, initial amount was randomly generated in range [0.5, 25] MByte; the
maximal bandwidth of the link was set to 10 Mbps; Charging key rate was set to 100 kbps
with the charging key period of 7 seconds. Waxman Router model has been used with
following parameter values: 𝑚 = 2; Λ = 100; Ω = 0.4; Θ = 0.4; The first placed node
was set as a source of traffic while the last randomly placed node was set as a destination.
The source node generated UDP trafic of 1 Mbps rate and and fixed packet size of 512
Bytes which were encrypted using OTP and authenticated using VMAC sheme with 32
bit authentication tag. The duration of simulation was 150 seconds while the capacity
of waiting queues per device on L2 and L4 layer (used for GPSRQ only) was set to 1000
packets. The parameters not given here are the default parameters of the NS-3, NS-3-dce
simulator and QKDNetSim module.

5.2.4 Simulation Results and Evaluation

It is known that geographical routing meets the full potential on planar graphs, that
is, graphs without crossing edges [43]. Although GPSRQ can achieve valuable results
on non-planar graphs, one of the drawbacks of GPSRQ is the large consumption of key
material in the non-planar network since geographical routing cannot quickly determine
the shortest path toward the destination which leads to unnecessary forwarding. It is,
therefore, advisable to convert non-planar graphs into planar graphs on which geographic
routing protocols can be effectively used. Instead of using the heuristic to exclude the
intersecting edges [43], we modified the BRITE random topology generator to generate
random planar Gabriel Graphs1 (GG) which are defined as follows: "An edge (𝑢, 𝑣) exists

1The BRITE random generator with Gabriel Graph module is available at
"https://bitbucket.org/mickeyze/brite-planar-graph"
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Tab. 5.1: The number and sizes of generated routing packets

GPSRQ DSDV OSPF

Nodes
Number of
Packets

Packet
Sizes
Summed
(MByte)

Number of
Packets

Packet
Sizes
Summed
(MByte)

Number of
Packets

Packet
Sizes
Summed
(MByte)

10 1740 0.097 4832 0.417 1594 0.149
20 4256 0.238 41 k 3.208 5522 0.628
30 6638 0.372 115 k 8.582 11 k 1.422
40 7896 0.442 142 k 11 13 k 1.829
50 9996 0.56 283 k 20 18 k 2.618
60 12198 0.684 294 k 23 27 k 3.866
70 14804 0.831 604 k 44 36 k 5.468

between vertices 𝑢 and 𝑣 if no other vertex 𝑤 is present within the circle whose diameter
is the Euclidean distance d(u,v)" [44, 45], or in mathematical form:

∀𝑤 ̸= 𝑢, 𝑣 : (𝑑(𝑢, 𝑣))2 < [(𝑑(𝑢, 𝑤))2 + (𝑑(𝑣, 𝑤))2] (5.11)

Routing Protocol Overhead

OSPF routing protocol is a widely deployed link-state routing protocol which uses periodic
Link State Announcement (LSA) flooding mechanism to update link-state database de-
scribing the network topology [14]. By default, OSPF floods LSA update information each
30 minutes and it exchanges Hello packets to establish and maintain a neighbor relation-
ship each 10 seconds. If a node does not receive a Hello message from a neighbor within
a fixed "dead interval" of time which is set to 40 sconds in case of point-to-point networks
by default, OSPF modifies its topology database entries to indicate that the neighbor
is unavailable. DSDV is the proactive routing protocol which periodically broadcast its
routing table to neighbor nodes (15 seconds by default). In addition, DSDV uses trig-
gered updates when the network topology suddenly changes. However, if a periodic and
triggered updates occur in a short period of time, the values may be merged and only the
periodic update will be performed [46][52].

Table 5.1 shows the routing protocol overhead, measured in number and summed sizes
of routing protocol packets sent network-wide during the entire simulation for GPSRQ,
DSDV and OSPF routing protocols. OSPF exchange its Hello packets each 10 seconds
and floods periodic LSA update each 30 minutes which results in a small number of
generated packets. DSDV exchanges whole routing tables in the almost regular period of
15 seconds plus it generates additional triggered update packets, which results in a large
number of generated packets. GPSRQ relies on knowledge of the geographical position
and state of links to neighbors, which enables a high level of network scalability. As
such, it exchanges only 𝑀𝑡ℎ𝑟 packets defined in Section 5.1.1 in a period of 15 seconds
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by default. Also, GPRSQ exchanges 𝑀𝑡ℎ𝑟 each time when a new key material is stored
in key material storages which was set to 7 seconds in our simulations. It is important
to note that DSDV and OSPF exchange its routing packets using UDP, while GPSRQ
exchanges 𝑀𝑡ℎ𝑟 values using TCP, so Table 5.1 includes all packets including TCP SYN,
TCP ACK, TCP FIN and other. We performed several simulations where 𝑀𝑡ℎ𝑟 has been
set to 5, 15, 20 and 30 seconds besides the exchange of 𝑀𝑡ℎ𝑟 each time when the new key
material is added to key material storage. The data showed identical values, from which
we can conclude that a single exchange of 𝑀𝑡ℎ𝑟 value in a QKD post-processing period is
adequate for the smooth operation of GPSRQ. Table 5.1 shows that GPSRQ consumes
the least key material for cryptographic operations on routing packets, while Fig. 5.5a
shows the overall key material consumption in the network.

Packet Delivery Ratio

Packet Delivery Success Ratio (PDR) which is calculated as the ratio of received and sent
application packets, is used to assess the effectiveness of the routing protocol within the
specified simulation environment. Fig. 5.5b shows that GPSRQ is able to successfully
find an available route to a destination when compared to OSPF and DSDV. Due to the
big value of "dead interval", OSPF is not able to react quickly to the changes in network
topology which occur due to the lack of key material on discharged links, which finally
results in reduced PDR value. DSDV exchanges routing date more often which provides
higher PDR value but still insufficiently good as GPSRQ.
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Fig. 5.5: a) Key material consumption ; b) Packet Delivery Ratio values

Path Length

Fig. 5.6a shows the average number of hops. The data show that GPSRQ recognizes paths
to the destination which were not visible to DSDV and OSPF. More specifically, GPSRQ
with the detection mechanism of returning loop increases the number of forwarding, but
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due to the scalable caching, GPSRQ is able to find the shortest feasible path to the
destination.
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Fig. 5.7: Scaled average number of hops and scaled average delay for various values of 𝛽 (beta) from
Eq. (5.8);

Our results show that the impact of scalable caching in GPSRQ has major conse-
quences on the average delay. As shown in Fig. 5.6b values are significantly lower when
compared to other routing protocols due to the active measurements of the state of links
and detection of returning loops to exclude those links that do not lead to the destination.
The average delay for GPSRQ does not notably increase with the number of nodes, which
indicates that GPSRQ supports network scalability and robustness.

Effect of GPSRQ 𝛽 parameter

GPSRO uses Equation (5.8) to balance between the "geographically shortest path" and
the path with the best performance. To show the impact of 𝛽 parameter, we performed
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simulations on random networks with 30, 40 and 50 nodes, changing the values of 𝛽.
Fig. 5.7 shows that parameter 𝛽 which is used in greedy forwarding has a significant
impact on the number of hops. Considering that GPSRQ implements recovery-mode as a
side algorithm that constantly seeks to forward packets to the destination using right-hand
rule, there is no significant differences in the PDR value for different values of 𝛽. However,
𝛽 directly affects the number of hops to the destination in greedy forwarding which results
in increased delay and overall consumption of key material. Although neighboring node
may be geographically closer to the destination, without taking into consideration link
performance (𝛽 = 1), routing results in a returning loop and increased delay. On the other
hand, routing without taking into account the geographical distance forwards the packet
further from the destination (𝛽 = 0), but with the support of recovery-mode, the packet
reaches it’s destination in the increased number of hops and a significantly greater delay.
Intuitively, different classes of traffic should be served with different values of 𝛽 depending
on the priority of delivery, which provides GPSRQ flexible tool for traffic management
and allows effective utilization of network resources.

5.3 Summary

FQKD involves the classification of traffic at the ingress node based on priority of the
traffic into the appropriate queues. But, it differs from DSCP in the implementation of
additional waiting queues at higher network layers to adapt to the dynamic nature of
QKD network. We presented GPSRQ routing protocl which uses distributed geography
reactive routing to achieve high-level scalability and robustness. GPSRQ is equipped with
caching machanism and detection of returning loops which enables effective forwarding to
a destination while minimizing key material consumption. However, GPSRQ comes with
a limitation on the use on planar topologies since the geographic routing in non-planar
topologies may not quickly determine the shortest path toward a destination which leads
to unnecessary forwarding and consumption of scarce key material. Since QKD networks
are limited to metropolitan scale [29–31] and considering that the previously deployed
QKD networks were deployed on planar topologies [30, 33–36], we do not consider this
restriction as a critical deficiency. Our simulation results showed that GPSRQ achieves
significantly better performance when compared to the OSPF and DSDV routing proto-
cols. This is particularly reflected in the aspect of minimizing average delay and increasing
the Packet Delivery Ratio (PDR) which are the key parameters for efficient use of the
real-time application [47, 48].
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Conclusion

6 CONCLUSION

Due to noticeable progress in the development of quantum equipment, an attention for
convergence of QKD technology with the applications used in everyday life constantly
increases. A number of successful demonstrations of QKD networks were performed with
the aim to test the implementation and interoperability of different practical solutions.
But these demonstrations have not addressed the use of QKD technology for applications
of real life enterprise and real-time traffic. The traffic in these networks was mainly con-
sidered with equal importance and it was treated with same priority. While such approach
may be acceptable for some applications, it can not be considered as a complete solution
since different applications may have different service requirements with respect to QoS.
Accordingly, methods of traffic management, congestion control, and QoS approaches be-
come an important issue. We believe that the lack of QoS solutions was one of the factors
limiting the wider application of QKD cryptography in everyday life.

A novel simulation model that allows easier testing of QKD network was implemented
in a way that supports both forms of practical realization of QKD networks such as net-
work with a single TCP/IP stack or overlay network as described in Chapter 4 which
fulfills the second aim of the research presented in this thesis. To demonstrate the de-
pendence of the performance of the public channel on the performance of the quantum
channel of QKD link and vice versa, the in-depth analysis of the traffic over the public
channel in the laboratory conditions as well as on virtual QKD link was performed. The
analysis showed a clear interdependence between the two channels, which was used for
defining and considering effective QoS solution.

Following considerations dedicated to the requirements and motivation, a novel ap-
proach for providing QoS in QKD network was proposed as described in Chapter 5.
Analysis of the application of existing QoS model from the conventional networks has
been performed which led to the definition of the new QoS model for QKD networks.
The new routing metrics are defined by taking into account performance of both channels
of QKD link as well as their previously specified interdependence. The proposed theo-
retical solutions were verified by the performed simulations which showed the efficiency
compared to the previously used solutions, and enabled the use of traffic in real-time in
QKD networks, thus fulfilling the primary aim of the research presented in this thesis.
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Conclusion

6.1 Achievements and contributions

The achievements and contributions of this dissertation can be summarized as follows:
1. An in-depth analysis of the current state of theoretical and practical solutions in the

field QKD was carried out.
2. A novel QKD Network Simulation Tool was implemented.
3. An in-depth analysis of the traffic over the public channel of QKD link was performed

in the laboratory conditions as well as on virtual QKD link.
4. The analysis of the application of the existing QoS model from conventional networks

in QKD networks was carried out.
5. The similarity between QKD and MANET technology is recognized and explained.
6. The new QoS model that corresponds to the dynamic nature of QKD network is

defined.
7. New metrics for analyzing the state of public and quantum channels of QKD link

are defined.
8. The new metric 𝑀𝑡ℎ𝑟 for measurement of state links that are more than one hop

away is defined.
9. The embedment of signaling or routing packets within the authenticated packets

that are exchanged in key material post-processing is recognized as an effective way
to tackle the problem of distribution of routing and signaling information without
introducing additional traffic overhead.

10. The new routing protocol designed for QKD networks is specified (GPSRQ). The
protocol was explained in detail. Alongside the main functionality, some protocol
extensions were proposal such as: detection of returning loop and scalable caching
behaviour.

11. The functionality of the new GPSRQ protocol was implemented and verified in a
simulator.

12. Comparison of GPSRQ, DSDV and OSPF routing protocols for different network
topologies with a number of simulations was performed. The obtained data con-
firmed the theoretical considerations.

In light of the presented achievements it can be stated that the hypothesis of this thesis:

"It is possible to use real-time applications in QKD networks"

has been verified as being true.
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