
1. Introduction

Data protection is not only the use of security equipment and software, but is more 

than  that,  the  use  of  protective  equipment  needs  to  be  used  within  a  good 

knowledge of how to use and administration, the missing of the administration can 

guide to the risk occurrence. The security Management depends on the importance 

of  data  to  the  institution  and  the protection  bases,  that  the  last  which  can  be 

summarized in technology, productivity process and the users. The objectives of my 

dissertation  are  to  design  and  implement  the  information  security  management 

method on base of data life cycle. I will start with simple definition of information 

security and some specific threats that identify and describe three methods of two 

organizations  ITIL  Information  Technology  Infrastructure  Library  and  the FFIEC 

Federal  Financial  Institutions  Examination  Council.  These  methods  look  at  the 

security from different views by the threats, business strategy and the information 

technology.  From side  of  ITIL there  are  two perspectives,  the  technical  and the 

business  which  means  I  will  describe  the  security  management  from  business 

perspective  as  the  first  method  and  security  management  from  information 

technology perspective, and then I will go to describe the 3rd method of FFIEC the 

security management from risk assessment perspective. Then I finish this chapter 

with  a  definition  of  data  life  cycle.  The  second  is  the  information  security 

implementation method sources which including comments of methods described 

in last part and my description side of areas of vulnerability also how I can classify 

and calculate the effect  of  damage in the end of this chapter  I  end up with  the  

relation between data life cycle and security management process. The third part is 

the  full  description  of  the  method based on data  life  cycle  from collecting  data, 

creating  plan  to  processing  plan.  The  forth  part  includes  the  description  of  the 

environment of implementation of my security model, which is LIC Libya Insurance 

Company; here will  be review of company’s history and description of framework 

and the company productivity.  Also I  will  go through the technology provider that 

there is a special  situation found in Libya that there is only one provider of  ITC 

Information  Technology  and  Communication.  The  5th  part  includes  the 

implementation  of  the  methods  to  prove  my  methods  in practice  step  by  step 



describing my process and rules with documentation of each step, and result of all 

my work included in the Appendix at the end of this work.

2. Information Security 

According to the definition of Jacques. A, Cazemier,  Paul L.  Overbeek and Louk 

M.C. Peters in their book of data security that it is the one of the most important  

assets. And protection of information assets is necessary to establish and maintain 

trust between a company and its customers. Also timely and reliable information is 

necessary to process transactions and Support Company and customer. [Jacques 

.A, 1999]

Information security  represents practice which is employed to protect  information 

and to ensure it is available to those authorized to access it.

2.1. Specific Technical Threats 

This  section  describes  specific  technical  threats  to  information  security.  Each  of 

these threats functions by exploiting known vulnerabilities within computer systems. 

Following each of the terms presented are a description of the threat, the potential 

damage posed by the threat, and the countermeasures that can help to protect an 

organization  from threat.  These  solutions,  however,  are  static  in  nature  and  will  

remain  relevant  within  only  a  limited  timeframe  as  technical  threats  continually 

evolve.  Only by realigning the focus on how businesses store sensitive data itself  

can government and industry effectively remove the motivation that may be shared 

within the hacker underground to breach systems. 

2.2. The Methods of Security Management 

Here in my work I will  go through two philosophies of the Security Management  

of information  Technology  Infrastructure  Library  (ITIL)  and  Federal  Financial 

Institutions Examination Council  (FFIEC), describing and analyzing their methods 

and philosophy to determine requirements of security then I will give my opinion as a 

Conclusion 

2.3. Data Life Cycle. 
As we know the information can be found in varied forms

 Printed or written on paper

 Stored electronically

2



 Transformed by post or electronically

 Result of conversation

 Known as skill of staff

Figure  Information life Cycle Management

3. Information Security Implementation Method ISIM 

Sources

3.1. Abstraction 

As you see in the previous chapter I describe some theories which are related to my 

work. Here I will describe my notes and comment of each of them  as a starting point 

to me describing the areas of security and go on to describe the relation between the 

data cycle and the areas of information security and how the data life cycle can be a 

guider of security the model came out from the combination.

3.1.1. The Philosophy From Business Perspective 

“Information security  is  an integral  part  of  all  business processes.  With  the right 

security, the business objectives are supported and their achievement is assured, 

even  when  internal  or  external  negative  influences  occur  or  if  the  IT  fails”. 

[ISO/IEC17799, 2006]

3.1.2. The Philosophy from IT Perspective  

“Information  security  management  is  in  which  customer  business  requirements 

are planned and implemented”. [Jacques. A, 1999]
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3.1.3. The Philosophy From Risk Assessment Perspective

Here the philosophy is “to identify, measure, manage, and control the risks to system 

and data availability,  integrity,  and confidentiality, and to ensure accountability for 

system actions” [FFIEC, 2006].

Here  I  can  identify  the  security  management  “using  rules  and  tools  to  secure 

business’s data depend on business strategy, information technology, and employee 

from probability of external threat, internal threat and unexpected user’s behavior “

Figure  Areas of Protection and Management
3.2.  Synthesis

3.2.1. Areas of Vulnerability 

Here are definitions of the security areas which were described in last figure (2).

3.2.1.1. Business strategy 

Strategy is the direction and scope of an organization over the long-term: which 

achieves advantage for the organization through its configuration of resources within 

a challenging environment, to meet the needs of markets and to fulfill stakeholder 

expectations.  Then  the  Business  strategy  determine  the  IT  used  and,  business 

policy.

3.2.1.2. Information technology 

The  business  sector  produces  products  and  services  for  profit.  Information 

technology  describes  any  technology  used  to  create  process  and  disseminate 

information  that  is  critical  to  business  performance.  Information  technology  is 

important to the business sector as a management tool to optimize the processing of  

information to produce goods and services for profit.

3.2.1.3. Threats 
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All computers connected to the Internet are at risk in some degree. What risks you 

face and their severity vary based on what you and your employees do with your 

PCs.  These  activities  expose  you  to  potential  threats  and  in  previous  chapter  I 

describe some specific threats.

3.2.1.4. Employee Behavior 

Businesses  have  codes  of  conduct  that  are  developed  to  outline  expected, 

and acceptable,  standards of  employee behaviors.  Codes of  conduct  function as 

resources for the regulations related to the inner workings of an organization. They 

are usually provided to employees at the start of employment so that they are aware 

of what is expected of them from their first day forward.

3.2.1.4.1. Unacceptable employee behavior 

Those problem employees who tax even the best managers. And wherever they 

are, you can be sure they’re costing the organization plenty in lowered morale, lost 

opportunities, and decreased productivity. In fact, the price can be so high that it’s 

foolish to try to overlook or brush aside the problem. If you supervise an employee 

who has behavior or attitude problems, you need to take action agonist it.

3.2.2. Areas of vulnerability and possible effects of damage 

The  damage  found  out  because  some  wrong  events,  even  if  inadvertent  or 

advertent and here are most events’ Damages.

1.Unauthorized disclosure, modification, or destruction of Information

2.Inadvertent modification or destruction of information

3.Non-delivery or miss-delivery of service

4.Denial or degradation of service

There  are  three  potential  consequences  in  loss  of  “monetary,  productivity 

and customer confidence sides” occurs depend on the type of damages event and 

in different levels 

3.2.3. DLC and Security Management Process 

We know business no longer deals in documents. It deals in "data." And data is 

given life to the business and that life starts with collecting data which has a value 
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to business, then creating plan of producing service or product, and processing the 

plan created by implement it under control and auditing for maintain it, in the end 

saving the required data.  These processes will be repeated more and more till the 

data lose its value to the organization.

If  we  consider  the  security  management  process  is  a  service  needed  to  be 

produced or in other side to be understandable as the end product then implement 

data life cycle management, we will get the following process:

Collecting security data required >creating security plan covering all probability of 

risk  incident  >processing  security  plan  within  action  >  storage  data  needed  for 

future 

3.2.3.1. Targeted Data  

As I describe before and from the last matrix any infection in any area can cost 

money. Because of that I will find out each data can be collected in each area:

 Data of business strategic in (production process, responsibility of data 

process, customer types and communication also delivery rules) 

 Data of information technology is in what technical used in “production, 

communication among branches departments and customer  “

 Data of threats in the possibility of risk incident and it is level and effective 

on the organizations business

 Data of employee in management structure and responsibility 

3.2.3.2.  The Plan 

The plan  should  cover  all  the  possibility  of  risk  incident  through  building 

conditions and laws and rules to control the user’s behavior in production line. And 

creating the statement of  policies agreed with the top management to determine 

responsibility of each employee.  Creating the statement of devices and software 

you have and you need to add or change to achieve the security level requested.

Creating the training plan to increase the employee knowledge of using technology 

in safe mode

3.2.3.3. The Plan In Action 

To achieve the  plan  you  have  to  put  it  in  action  to  be  in  real  lives  which  start  

with implement the plan by installing the devices and the software of production and. 
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And teaching the staff  how to deal  with  the new technology and remaining each 

employee with his responsibility. 

Evaluate  all  that  through  controlling  and  auditing  the  working  life  and  putting 

the notes  that  will  improve  the  implementation  or  make  a  change  in  the  plan 

implemented.

4. Method Description
Here,  in  this  chapter  I  am going to  analyze the design of  security  management 

on base of DLC. Information life cycle management enables us to understand our 

data, which is an extremely valuable business asset and which must be managed 

properly,  to  ensure  business  success  and  regulatory  compliance...  And 

Understanding  data  management  is meaning  classify  and  determine  rules, 

responsibility and IT needed and determine the security policy’s requirement. Each 

stage in life cycle should be done by human through technology follows the business 

strategy; avoiding risk occurs. The following figure shows my method which I will 

display in this chapter

Figure  Security Management Process from DLC Perspective
It  is  a  collection  of  some  activities  which  have  to  be  followed  to  achieve 

the organization’s security; also as we will see each activity has sub process ends 

with  reports  collected  in  basket  work  to  be  used  in  other  activities  to  build  the 

organization  security  base.  The  following  table  includes  the  activity  with  simple 

identification and description:
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Table  Process Activities and Definitions
Activity Description 
Collection Include sub-process to collect different information 

and ends with reports 
Creation Include also sub-process to made plans and ends 

also with specific reports
Process Also sub process to implement and evaluate and 

maintain also ends with specific reports

4.1. Collection Process

This activity include sub process in, Finding out specific organization management 

structure,  outline the scenario of  business’s process and find out  probabilities of  

threats and vulnerabilities of occurrence and outcomes, which can be done through 

constructing  team work  from three  experts  and  their  duty  are  to  consulting  the 

responsible people from the organization to discuss and collect displayed request, 

and this process ends with specific reports which have a value.

4.1.1. Organization Management 

In  this  process  the  expert  will  meet  and  consult  the  top  manager  and  the 

department’s  managers  of  the  organization  about  the  relation  between  the  top 

manager and the department also the relation between the department’s managers 

and their employee, then formulate the data in graphical way. Either they have to 

prepare a Questionnaire related to security management that the managers have to 

answer.  That  to  get  information  about  security  management  situation,  identity 

management,  security  policy  and  change  security  management  in  organization, 

Look for questions which can be in the questioners possible in the appendix stage 

no-A data no 5.

4.1.2. Scenario of Business Process

In this process the expert will flow the organization’s data process of production from 

the beginning to ends and register each change on data and by what and who, in the 

end he has to formulate the scenario diagram by using any case tools for example 

UML.  That  will  give  information  about  tools  and  rules  used  to  create  goods  or 

services,  from technical  used hardware and software also shows communication 

from inside and outside the organization. 
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Also as before have to prepare a Questionnaire related to employee security focus 

and event management security. Look for the example in appendix stage no-A data 

no 5.

4.1.3. Threats  and Probability Occurrence and Outcomes 

The  expert  should  analyze  through  scenarios  the  probability  of  different  threat 

agents  causing  damage.  These  scenarios  should  consider  the  organization’s 

business strategy, quality of its control environment, and its own experience, or the 

experience  of  other  institutions  and  entities,  with  respect  to  information  security 

failures.  The assignment of probabilities by the organization should be appropriate 

for the size and complexity of  the institution. Simple approaches (e.g.,  probable, 

highly  possible,  Possible,  and  unlikely)  are  generally  sufficient  for  smaller,  non-

complex institutions. The expert prepares two kinds of Questionnaires for employee 

and  managers,  one  related  to  application  security,  network  security  and  system 

security. And the second to determine the level through the most four damages type 

can  occur  in  Areas  of  vulnerability  (Personnel,  Facilities  and  equipment, 

Applications, Communications, Software and operating systems):

 Unauthorized disclosure, modification, or destruction of information

 Inadvertent modification or destruction of information

 Non-delivery or miss-delivery of service

 Denial or degradation of service

Look for the appendix stage no-A data no 5.

4.2. Creation Process

As before this activity has sub process to outlines the specific requirements and 

rules that have to be met in order to implement security management and ends with 

a  policy statement also  determine the technical requirements from soft and hard 

and The general  formulated goals are specified in  operational  level  agreements. 

These agreements can be seen as security Plans for specific organization units.  

Next figure show the sub-process and the reports outline.
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4.3. Processes 

The  process  activity  has  three  sub  activities    implementation,  evaluation 

and maintenance of the plan created in last stage in the operational agreement. Next 

table include a description of the process activity.

Table  description of the process activity (author)

Activitie

s 

Sub-

Activities 

Descriptions

process Implementati

on  

This process to put the operational 

agreement in action.
evaluation This process to audit and control the result 

of action to evaluate the security level   
Maintenance This point to reconstruct and create the 

operational plan

4.3.1. Implementation 

In  this  process  there  are  sub  process  summarized  in  classifying  and  managing 

applications,  implement  personal  security,  security  management,  access  control 

and reporting.

 classifying and managing applications 

Process of formally grouping configuration items by type, software, hardware, 

documentation, environment, application Process of formally identifying changes 

by type  e.g.,  project  scope  change  request,  validation  change  request, 

infrastructure  change  request  this  process  leads  to  asset  classification  and 

control documents.

 implement personal security

Here measures are adopted in order to give personnel safety and confidence 

and  measures  to  prevent  a  crime/fraud.  The  process  ends  with  personnel 

security.

 security management

In this process specific security requirements and/or security rules that must be 

met are outlined and documented. The process ends with security policies.
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 access control

In  this  process  specific  access  security  requirements  and/or  access  security 

rules that must be met are outlined and documented. The process ends with 

access control.

4.3.2. Evaluation 

In  this  process starts  with  examination of  the implemented processes by a sub-

process in:

 Self assessments.

In this process an examination of the implemented security agreements is done 

by  the  organization  of  the  process  itself.  The  result  of  this  process  is  self  

assessments documents.

 Internal Audit.

In this process an examination of the implemented security agreements is done 

by an internal Electronic Data Process EDP auditor. The result of this process is 

Internal Audit statement.

 External audit

In this process an examination of the implemented security agreements is done 

by an external Electronic Data Process EDP auditor. The result of this process is 

External audit statement.

 Evaluation based on security incidents

In this process an examination of the implemented security agreements is done 

based on security events which is not part of the standard operation of a service 

and which causes, or may cause, an interruption to, or a reduction in, the quality 

of that service. The result of this process is security incident reports.

4.3.3. Maintenance 

As before there are sub processes to improve the implemented processes to cover 

any problem came out and these process are:
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 Maintenance of Service level agreements

This process to keep the service level agreements in proper condition, and ends 

with Maintained Service level agreements

 Request for change to OLA

Request for a change to the OLA is formulated. This process ends with a request 

for change 

 Reports 

In  this  process  the  whole  maintain  implemented  security  policies  process 

is documented in a specific way. This process ends with REPORTS.

4.4. Storage Unit

Storage process is to create and maintain the basket work which will be the base 

of the security management data and security operational level change.

This process exists in all security management stages through collecting documents 

resulted by processes and redistribute again to maintain and improve the processes 

as the following figure show the management process and the documentary system 

in storage process. Each document has specific way to display processes result look 

for the appendix C where exist some examples of resulted process.
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5. Environment of Implementation.

5.1. Libyan economic overview 

The Libyan economy depends primarily upon revenues from the oil  sector, which 

constitute practically all  export earnings and about one-quarter of gross domestic 

product (GDP). In the early 1980s, Libya was one of the wealthiest countries in the 

world; its GNP per capital was higher than that of countries such as Italy, Singapore, 

South Korea, Spain and New Zealand. 

5.2. Libya insurance company 

5.2.1. History  and Overview 

During  the  med  of  the  sixties,  the  government  planned  to  establish  a  public 

insurance  company.  To  prepare  for  competition,  the  royal  group,  London  & 

Lancashire, and Union joined together in establishing a company under the name of 

(North Africa).The Eagle star established a company with the name of (the Sahara) 

while Egypt Insurance registered as (Al Mukhtar). Even some Libyans had shares in 

those companies,  very rare Libyans engaged in  the staff.  On 1/9/1969 Al  Fatah 

revolution  came  to  power  and  took  immediately  many  procedures  concerning 

insurance in order to protect the national interest.

5.2.2. Organization structure 

Libya insurance company consists of “top management “represents as the people 

committee”,  main branch “is the branch which supervision and control  the whole 

company” and 7 branches distributed in Libya to offer the company’s service to all 

citizens.

5.2.3. Choice of insurance product

From the consultation and the discussion with the top manager and my reading of 

the Productivity, Technology and Economic Growth of [Bart Van Ark, 2000] and the 

internal company’s journals he gave me [LIC, 2005]. I can describe this task of 

productivity as following:

5.2.3.1. Cargo Insurance

5.2.3.2. Marine Hull Insurance

5.2.3.3. Aviation Insurance

5.2.3.4. Fire Insurance

5.2.3.5. Motor Insurance
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5.2.3.6. Health insurance 

5.2.3.7. Miscellaneous Insurance

5.2.3.8. Liabilities Insurance 

5.2.3.9. Life insurance

5.3. Information Technology and Communication in Libya 

5.3.1. Libya for technical and Communication Company  LTC 

It is a public company and the responsible of communication and technology. 

Established in year 1997 when started to studying and searching to put the first  

block of Internet service provider and in year 1999 in the beginning of September 

started its project to become the main of Internet providers in Libya. [ITC, 2007]

5.3.2. Libya Insurance Company and IT

Evidenced Libya insurance company during last year’s a rise in size of business, 

which made a big coil in procedure of  process and that returned to the technical  

shortage, where operations prepared handily with  primary tools, that caused by UN 

Sanction  on the Libyan  technical  imports.  the  government  was  putting  in  their 

primary action increasing technology in all lives domain and started by taking taxes 

on technology over,  to  support  and help  people  and company to  increasing  the 

acknowledgment and skills.  From that  side the company implements  information 

technologies in all branches to follows the technology progress with their minimum 

knowledge of implementing and manage security. 
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6. Method Implementation

Here  I  will  describe  and  analyze  the  situation  in  the  organization  from  view 

of information security flowing the data life cycle, 

6.1. Existing System analyze

As I  said  in  the last  chapter  the company is  to  big  because of  that  I  will  focus 

in my work in the main branch.

6.1.1. Management structure in Tripoli branch 

In  this  part  I  was  consulting  managers  (the  top  manager  and  the  branches 

managers) that to get clear view of the management structure and I found that:

In  Libya  insurance  company  each  branch  become  look  like  a  small  privet 

organization,  includes  a  technical  devices,  users,  customers,  and  data  which 

corporate  together  to  give  service  to  customer  and  profit  to  company,  just  the 

general strategy will guide with the top management “people committee”. In Tripoli  

branch of LIC- there are 9 departments each department has usually 2 processors 

technically and one PC expert user, Where Departments of maintain, medical, life, 

fire  and  general  insurance  will  come  after  the  manager  of  the  communication 

department which consider also the bridge between all branches and the manager of 

Tripoli  branch,  but  the  other  connected  directly  to  the  branch  manager.  In  this 

process  I  discussed  with  the  PC-user  about  his  duty  and  I  found  out  the 

management structure in whole the company.

6.1.2. Scenario of business process analyze 

Here I visited the company and I got the acceptance from the manager to feel free 

entering  all  departments  and  I  made  a  list  of  questions  to  be  answered  from 

employee, following the daily scenario of work respecting the organization’s data life 

cycle and writing the notes to be reforms in specific reports. Look for the question’s 

list in appendix.

6.1.2.1. Collecting business’s data 

I  consulted all  users in the fire department of the main branch and I asked them 

some questions focusing in their scenario of work and the possibility of risk incident 

by analyzing the weakness point of each of them .:

 Risk analysis

Customer weakness points
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Entry data 

 Insecure environment

Using email 

Application form weakness

The Delivery weakness

The officer 

Password use

Entry data weakness

 Import & export procedure

6.1.2.2. Creating business‘s data 

 Risk analysis

In this process there are two user of  the system the officer which will  formulate 

the data with help of customer’s answer of queries to deliver for supporting by the 

other user the manager of the department which will receive the forms and make a 

decision if  will  accept  this  customer or  not  if  they will  produce a service  to  this 

customer or not. Delivery in this part is handle, which means no use of technical 

here. In this process there is low level  of  possibility  for  risk incident,  where it  is  

dependent on the first process “collecting data” if it is done correctly and in secure 

way this process will be correct too. The manager here is responsible for ensuring 

that  adequate  resources  are  available  and  allocated  to  maintaining  security 

standards with respect will also make decisions about the penalties for breaches of 

security rolls.

6.1.2.3. Processing business’s  data 

 Risk analysis

There is high level of risk rate caused by large number of steps and stages, which 

need by a production process and transform the last product to the customer’s order. 

To analyses the risk probability we have to study the user’s weakness points where 

can the risk come from, and in this stage there are two users.

PC-user (officer) weakness point.

Department manager.

6.1.2.4. Storing Data

 Risk analysis
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In The archive there is more than a million file, which make the work there more 

complex, here thee experience in archiving required to decreasing the time lose, 

also the data is written in papers which can be destroyed by fire or water and some 

bad animals like a mouse from that we found that the place has to be away from the 

water and the fire and it should be a good built to keep animals away from it. There 

is one point that the worker has to respect the policy related to that “no smoking in 

and no other person entering inside and closing the room when leave it ,and taking  

care  of  the  key  and  make it  secure  not  to be stolen”.  But  in  the  other  side  the 

technical way, the problem from the officer in one point that he have to insure that he  

saved the data and it  is the correct and the accepted data, the other points are  

technical weakness where it can be in uploading data by interrupt in the internet 

or some damage in any device of branch’s network. 

6.2. Implementing the model

6.2.1. Collecting security data required   

Here from my consultation and the questioners I did, I summarized the data in three 

forms in: block form of management structure of (whole company, main branch, and 

life insurance department),  processing scenario  of  life  department  as a standard 

department and in the end Threats and probability occurrence and outcomes. Look 

for the appendix stage no-A data no. 1, 2, 3, 4, and 5.

6.2.2. Creating security plan 

From analyzing the system and the probability of risk incident I came out with policy 

list has to be accepted by top manager and the list of IT requirements in the way of  

security management then I came with the last operation level agreement. Look for 

the appendix stage no-B data no. 1, 2, and 3.  

6.2.3. Processing security 

This process has three sub activities and each one has its sub process these steps 

have to be done carefully.

6.2.3.1. Implementation 

In  this  activity  I  have  some  steps  from  classifying  and  managing  applications, 

implementing  personal  security,  implementing  security  management  and 

implementing access control.

a.Classifying and managing application 
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Here  I  determined,  setup  and  install  from  the  basket  work  and  the  IT 

statement, the requirements of each user from (hardware, software) and the 

following table shows the devices and software needed and the process I did.
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IT Setup Statement

date: 

12/7/2010

to : 15/7/2010

place:
fire department of insurance 

company

installati

on 

agreeme

nt    Yes 

or NoDATA USER HARDWARE SOFTWARE

officer

PC with good 

features windows 7
YES

  ms-office 2007 YES
  Application Process with Data 

Base 

Handy Backup Professional 6.9

YES

  
 hp printer 3 in one identity software YES
 router identity software YES
 cables  YES

 
 telephone Express Talk VoIP Softphone YES

 internet modem  YES

 

server with good 

features 

operating system Linux 

"ubuntu server 10.10"

Handy Backup Server 6.9

YES

  

Dep-manager

PC with good 

features windows 7
YES

ESET NOD32 Antivirus 4 YES

  
ms-office 2007 YES

 

application process with data 

base 
YES

Handy Backup Professional 6.9 YES
  
 hp printer 3 in one identity software YES
 cables  YES

 
 telephone Express Talk VoIP Softphone YES

b.Implementing the personal security
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Here I set all devices to be in the security level by using the firewall of windows 

and router and installing antivirus. Also I teach the users how they can keep 

their pc secure.  

c.Security management 

Here I  distribute the security policy and display it  to users,  what is means 

and what they have to do and what they have not, and the consequences of  

violation the policy.

d.Implementing the access control

If we notes here are three type of access are: PC’s-operating system, Access 

Application  and  Access  Network,  where  I  identified  and  authenticate  all 

workstations and terminals. The following table shows that.

Identify and Authenticate all Workstations and Terminals.

date: 
12/7/2010

plac
e:

fire department of insurance company 
installatio

n 
agreemen
t    Yes or 

NoDATA USER Entity Type DATA
officer MAC address **.**.**.**.**.**.**.** YES

 IP address ***.***.101.102 YES
Dep-manager MAC address **.**.**.**.**.**.**.**

YES
 IP address ***.***.101.103

network 
details IP address ***.***.101.101

YES

 MASK address ***.***.101.100 YES
 BCAST address 255.255.255.0 YES
 PASSWORD LIBYAN2010 YES

RUTER FILLTER MAC YES
  IP

YES
  PASSWORD

SERVER FILLTER MAC YES
  IP YES

 PASSWORD
MANAG
ER

**********  
/Private YES

   
  USER ********** 

/Private 
YES

  YES
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6.2.3.2. Evaluation 

 Self Assessment

EXAMINATION REPORTS OF SECURITY AGREMENT

PLACE: FIRE INSURANCE DEPARTMENT 

DATE: 20/07/2010
Process type Minatory  Result

right Use of Passwords Allow OK-100%
Network Entry Allow OK-100%
Server entry Allow OK-100%
Backup data Allow OK-100%
Restore data Allow OK-100%
Uploading data Allow OK-100%
Wrong Use of Passwords Deny OK-100%
Wrong Network Entry Deny OK-100%
Wrong Server entry Deny OK-100%

EXAMINATION REPORT OF USERS
Careful OK-80%
Knowledge OK-90%
The consequences of 

violation of the laws

OK-100%

 The other points of internal audit, external audit and audit in base of security  

incident it will done by time where the audit cannot be in one time of use it  

need at minimum three months to get result of the security implemented 

value.

6.2.3.3. Maintenance

Here  depend  on  the  agreement  after  receiving  request  from  the  organization 

to change  the  level  of  security  agreement,  the  security  agreement  have  to  be 

changed and formulated To deal  with  flaws that  have emerged over  time,   then 

implementing the new security agreement.

7. Conclusion 

There  are  many practice  models  in  the  world  of  information  technology like  the 

British  Standard  and  ITIL Information  Technology  Infrastructure  Library,  but  they 

are not easy to  implement.  The objective  of  my work is  to  improvement  security 

management  model  which  can  be  understandable  for  any  organization  used 

technology and planed to implement a security to secure their Data Resources and 
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managed, also to be easy to implement and not to-much costly. The base of the 

model is the Data Life Cycle management from collecting, creating, processing and 

storage, where I was producing the security management steps following DLC steps 

and  formulating  the  security  management  as  main  DLC process.  Each  process 

include  some activity,  where  the  collection  include  the  organization’s  analyze  of 

existing situation to find out data needed to create the security plan for implement, 

these data include three types, the management structure diagrams,  scenario of 

business’s process analyze and diagrams also the threat and probability occurrence 

and outcomes.

The  management  structure  diagram  can  describe  the  type  of  communication 

and the responsibility  of  each  person.  And  from  the  scenario  analyze  should 

formulated  in diagrams  to  determine  the  devices  and  software  required,  also 

determining the weakness point in the strategic of processing data , in the end the 

determination of threat and probability occurrence and outcomes will be collected as 

list  of  history  incident  and weakness  point  determined  by  auditing  employee 

behavior .

Creation process is the part where the plan of implementing security and managed 

and also include sub activities in creating three lists list of existing technology used 

and  the  technology  required  ,list  of  responsibility   and  the  operational  level 

agreement 

Processes  process  is  to  implement  evaluate  and  audit  the  plan  as  described 

in the method in chapter 3. In my work I implemented the method on one Libyan 

company, named Libya Insurance Company LIC, and because the company is too 

big, I got agreement to implement the method on the main branch in Tripoli. And now 

is in action.

The implementation was too much difficult to me because they have no knowledge 

of security management, they were asking more than I could handle and I got a long 

time of teaching and training them but in the end, it was all done after a long time 

and it is in the action. Last two months I got report that my project is still in action 

without any problem which was good news but the real result should be presented 

exactly  after  finishing  one  year  in  action.  Then  we  can  decide  the  quality’s 

percentage of the model.
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My future plan is to introduce my model to the trading area of my country and in the 

same  time  to  improve  the  model  by  implementing  it  in  more  and  different 

organizations type, also I am thinking to go through Smart Data Encryption. 
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