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QUESTIONERS FIELDS Response severity risk score   

SECURITY POLICY  

YES.  
NO.  

High 
Medium 

Low. 

Calculated Risk 
Upper limit 

Have the Information Security Policies been issued to all 

employees, including third party personnel and contractors? YES 
 

  0 

Have all employees formally acknowledged adherence to the 

Information Security Policies? no 
 

  0 

Are employees required to annually re-acknowledge compliance 

with the Information Security Policies?  
YES.  

 
  0 

Are controls in place to restrict your ability to transmit customer 

data to unauthorized personnel outside your company?  no 
 

  0 

Has an organizational policy on copyright compliance been 

implemented and communicated to all users?  no 
 

  0 

Do you have a policy that prohibits generic logon account and do 

you follow the policy?  no 
 

  0 

Has your business issued an E-mail Usage Policy? 
no 

 
  0 

Do you take action against users who use e-mail in contradiction 

to the E-mail Usage Policy? no 
 

  0 
Are all users required to sign an internet usage and responsibility 

agreement that acknowledges compliance with the stated Internet 

Policy? no 
 

  0 

Are there comprehensive documentation standards for IT 

development and operational controls? no 
 

  0 

Is there a clear desk policy? 
no     0 

AWARENESS & TRAINING  

YES.  
NO.  

High 
Medium 

Low. 

Calculated Risk 
Upper limit 

Has a formal, on-going Security Training program been 

implemented? no 
 

  0 

Have you implemented a process to measure the Effectiveness of 

Security Training? no 
 

  0 
Does the on-going Security Awareness program include 

instructing users on how to detectand avoid 'social engineering' 

attacks as well as competitive intelligence probes? no 
 

  0 

Have users been educated on how to report suspected security 

violations or vulnerabilities? no     0 



 

 

Do you notify employees that customer sensitive data cannot be 

loaded on personal PC's? no     0 
Are users of systems containing sensitive information made 

aware of legal and company obligations associated with the use 

of the application? (e.g. through Logon Banner) no     0 

Have employees been instructed to challenge strangers or 

unescorted visitors in non-public areas? no     0 

Is there a process to notify system administrators when workers 

leave the business? no     0 
Is there an emergency program for immediate removal of 

employee's system access when the departing employee is 

identified as disgruntled or high risk? no     0 

CHANGE MANAGEMENT  

YES. NO.  
High 

MediumLow. 

Calculated RiskUpperlimit 

Do you have documented change control procedures to manage 

all modifications to the development environment (software, 

hardware, network)? no     0 

Is Physical Security (e.g. power control, locks, badges, entrance 

cards) part of your change control process? no     0 

Are Changes approved in change control documented and stored 

in a publicly accessible format? no     0 

Does the customer sign off on changes effecting them? 
no     0 

Is there a documented procedure for performing emergency 

changes outside the change control process? no     0 

NETWORK SECURITY  

YES.  
NO.  

High 
Medium. 

Low. 

Calculated Risk 
Upperlimit 

Do you maintain a current network diagram and who owns 

and maintains it? no     0 

Is the firewall(s) configured with a policy that all services are 

denied unless expressly permitted? no     0 

Do you have process/criteria to evaluate the risk of 

protocols/ports before implementing them on the firewalls? no     0 

Are all services forbidden except when specifically requested? 
no     0 

Is logging enabled on all firewalls, routers, and proxy servers? Is 

a process in place to review the logs regularly? no     0 
Is the firewall(s) and/or the proxy server(s) configured on a 

hardened platform, with limited functionality (e.g., all 

unnecessary applications removed)? no     0 

Is access to all firewalls, routers, and proxy servers restricted to 

only those people who need to manage these devices? no     0 

Do administrators remotely access the routers and/or firewalls?  
no     0 

For computers used for VPN remote access, have you 

implemented a Personal Firewall? no     0 



 

 

Do you only allow VPN access to computers that implement 

Antivirus Software and Personal Firewall? no     0 
Do you have a process in place in order to cancel anyone's VPN 

access rights as soon as their project is completed or their reason 

for having the VPN is invalidated? no     0 

APPLICATION SECURITY  

YES.  
NO.  

High 
Medium 

Low. 

Calculated Risk 
Upperlimit 

Does your system development methodology address 

information security during the discovery and development 

phase? no     0 

Do you perform a security code review during each phase of 

development? no     0 

Are there separate environments for each customer for 

development and testing of systems? no     0 
Are all the software developers working on the software given 

orientation in security requirements of the customer before they 

start work on the project? no     0 

Are all developed software tested for virus by running anti-virus 

on them before deliveringthem to the customer? no     0 

Are backups of business critical data done regularly (at least 

weekly)? no     0 

Do you have an on-line mechanism to verify that all backups 

complete successfully? no     0 

Do you periodically restore information from backup tapes to 

ensure data integrity? no     0 

Are backup tapes kept in an environmentally controlled and 

secured area? no     0 

Do you store tapes off-site? If yes, how is access to the tapes 

protected at the site? no     0 

Are backup tapes stored in location with physical access control? 
no     0 

Is there a regular audit conducted to account for all the backup 

tapes? no     0 

Are backup tapes ever destroyed if yes then what procedure is 

used to destroy them? no     0 

Does all critical business data have an owner? 
no     0 

Does access to sensitive customer data have to be authorized by 

the owners of the data? no     0 

SYSTEM SECURITY  

YES.  
NO.  

High 
Medium 

Low. 

Calculated Risk 
Upperlimit 

Is there a process to proactively obtain the latest security patches 

and updates? no     0 

Do you have a process to identify network, application and OS 

based systems vulnerabilities? no     0 

Do you use automated tools to assess system vulnerabilities? 
no     0 



 

 

Do you have a security checklist for each OS deployed at your 

company? no     0 

Are super user privileges regulated on systems in a written 

policy? no     0 

Are applications regulated from running as a super user 

privilege? no     0 

Do you require logon banners on systems? 
no     0 

Do you have Anti-Virus software running on all of your 

Microsoft Platforms(Servers, Workstations, PC's and Laptops)? no     0 

Have you rolled out Anti-Virus Software to all of your email 

servers? no     0 
Are all your Email servers configured to check all the incoming 

and outgoing emails for viruses, spam’s, Trojan horses and other 

threats? no     0 
Do you have a procedure to ensure that all the servers, users 

machines, laptops are configured to automatically install the 

latest Virus Definition Files. no     0 

Do you have a mechanism in place to check all FTP inbound and 

outbound file transfers for viruses? no     0 

IDENTITY MANAGEMENT 

YES. NO.  
High 

MediumLow. 

Calculated RiskUpperlimit 

Is each customer account owned or sponsored by the customer? 
no     0 

Does each account prohibit concurrent access (e.g. User cannot 

be logged in from two different machines)? no     0 

Are all user accounts deleted on the users' departure date? 
no     0 

Does the system disable user accounts after a period of 

inactivity? no     0 

Do you periodically reconcile system accounts to existing users? 
no     0 

Does the system lock user accounts after a number of failed 

attempts to login? no     0 

Do you have a consistent user ID for a single person in all 

platforms & instances? no     0 

Do you have a policy on privileged accounts? 
no     0 

Do you have a compiled list of personnel with root or admin 

privileges? no     0 
Do you disable all the default account in all your server 

applications (e.g. Oracle's default DBA account and Oracle's 

default scot-tiger account, Windows default remote assistant 

accounts etc.)  no     0 

Are users forced to change their passwords at first sign-on? 
no     0 

Do passwords expire periodically (e.g. every XX days)? 
no     0 



 

 

Are users prohibited from frequently re-using passwords (e.g. 

password cannot be reused within six months) ? no     0 

Do you periodically run password cracking software to identify 

weak passwords? no     0 

Do you have a process which notifies employees with weak 

passwords and forces a change? no     0 

EVENT MANAGEMENT 

YES.  
NO.  

High 
Medium 

Low. 

Calculated Risk 
Upperlimit 

Is security auditing enabled on business critical systems (e.g. all 

servers configured to log any unsuccessful login attempt etc.)? no     0 
Do you have a process to review security audit logs in a timely, 

consistent manner and act upon any threats identified by these 

reviews? no     0 

Is there an automated alerting/notification process that is initiated 

when defined security thresholds are exceeded? no     0 

Do you periodically perform network penetration studies either 

using internal audits or through external consultants? no     0 

Is your business critical networks configured with Switches so 

that sniffer software is ineffective? no     0 

Is the intrusion detection system's network placement frequently 

reviewed to ensure appropriate coverage? no     0 

Is there a process for users to report to IT when they have 

identified a potential virus on theirsystem? no     0 

Do you have a documented Security Incident Response 

procedure? no     0 

Have you communicated the Security Incident Response 

procedure to all employees? no     0 

Do you conduct drills to verify the readiness of the company to 

any security incident? no     0 
Are there business mandated formal written Disaster Recovery 

Plans (DRPs) covering the partial or full loss of Servers, Critical 

Applications, Physical facilities? no     0 

Are there disaster recovery facilities for critical systems located 

in a geographically independent area? no     0 

Have employees been trained on and are DRPs tested and 

updated on at least an annual basis? no     0 

Is there an owner responsible for devising and maintaining the 

DRPs? no     0 

Have DRPs been reviewed and approved at the managerial level? no     0 

Has a business impact analysis been conducted on all customer 

applications and systems? no     0 

Have you identified and documented your business critical 

applications and applied Business Impact Analysis? no     0 

Are training sessions conducted for all relevant personnel on 

backup, recovery, and contingency operating procedures? no     0 



 

 

PHYSICAL SECURITY 

YES.  
NO.  

High 
Medium 

Low. 

Calculated Risk 
Upperlimit 

Are personnel required to display their ID badges? 
no     0 

Do ID badges have to be periodically renewed? 
no     0 

Do you have visitor control procedures (i.e. are they logged in 

and out, and are they escorted within computer areas)? no     0 

Are fire detection / suppression systems required in your 

buildings? no     0 

Are your premises protected by intrusion detection systems e.g. 

CCTV? no     0 

Do you require security guards on all of your sites keeping 

business and customer critical data? no     0 

Do guards at entrances / exits randomly conduct spot checks to 

prevent unauthorized items from entering / leaving the building? no     0 

Are physical security breaches logged and investigated? 
no     0 

Are there random out of hours security inspections of the work 

place? no     0 

Are results of security inspections of the work place reported to 

senior management? no     0 

Is there a preventive maintenance program in effect for all 

environmental and protection systems? no     0 

Are firewalls kept in physically secure areas? 
no     0 

Is there a process to restrict access to computer centers only to 

people who have a business 

need? no     0 

Do you periodically review the list of people who have access to 

the computer center? no     0 

Do outside signs and building directories avoid making reference 

to computer centers or their locations? no     0 

Are servers kept in protected areas with restricted access? 
no     0 

Are there established guidelines detailing what security is needed 

in areas where servers are(e.g. access control logs)? no     0 

Do you have documented procedures for removing equipment 

from your facility? no     0 

Do you have an inventory of authorized modems and their phone 

numbers, and are these inventories regularly reviewed? no     0 

Is there a process in place to ensure that inventory for all 

computer equipment is maintained for accuracy and currency? no     0 

Do you have methods for the secure disposal of unwanted 

equipment and documents? no     0 

      
security level is in  22.2% 



 

 

 

 

policies statement  

IT Administrators responsibility  

        An administrator is nominated for each system including desktop workstations, wireless 

devices and laptops. The administrator must follow the guidelines set out for the operating 

system used on that machine.

        Administrators will be contacted by monitoring inelegance program to control   and by an 

e-mail periodically (at least annually) to ensure their awareness of their responsibilities with 

regard to this policy and the accuracy of Departmental records.

     Also will be responsible for auditing the Department’s computing resources .and maintain 

records of these audits. Audits on major Departmental servers will occur at least once a year.

  

     Responsibilities for passwords 

      Each individual user should have his own account and keep passwords secret to maintain 

accountability.

      Change passwords at regular intervals. For average usage, it should be sufficient to change 

passwords every month.

      The minimum length of passwords should be six characters. Choose passwords which 

include numeric, alphabetic and other characters.

      Avoid using temporary passwords unless absolutely necessary but if used change them at 

first Login.

      The user should log off when leaving the equipment for some period of time.

      In any case, encourage the use of (automatic or user-initiated) screen blanking and 

keyboard locking.

      The user should take specific precautions when equipment, such as laptops, is used in 

insecure circumstances, e.g. where equipment can easily be stolen. Physical locks may be 

useful.

      The same applies for data carriers such as floppy disks.
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      Responsibilities for following import and export procedures: 

  

      The user has a responsibility for virus-prevention and detection. End-users must check data 

carriers against viruses when importing them. Users should check data carriers and laptops on 

import for viruses and malicious software.

      Software should not be imported by the users but only through the appropriate channels, 

which is the Release Management process (software release and roll out).

      If users import and export, the backup-procedures cannot fully be controlled by the IT 

service provider. The users therefore have a responsibility, e.g. in backing up their laptop.

      Make users aware of the specific risks in teleporting situations.

  

Responsibilities in the use of external communications and services 

      Make users aware of the dos and don’ts on the Internet.

      The same applies to the use of electronic mail and other forms of electronic data 

interchange.

      Do not leave external data communication facilities open for remote access (remote access 

should only be possible through authorized channels).

      The user should disconnect his PC from the LAN prior to accessing the Internet. When 

downloading files, check for viruses. Do not use software from the Internet.

      Users should understand that facilities are provided for business purposes only.

  

  Responsibilities in security incidents 

      Report security incidents as soon as possible through the right channel: the Incident 

Control/Help Desk function through which incident management takes place.

  



 

 

 

 

Access to the computer resources  

             Computer access control 

        Identify and authenticate all workstations and terminals.

        Enforce a standard Logon procedure in which the minimum of information is 

provided

        Always identify and authenticate the end user. Identification can be based on, for 

example, passwords, smart cards or tokens.

        Duress alarm, consider the installation of a duress alarm on the basis of a risk 

analysis. This enables authorized users to indicate if they are being forced to carry 

out an action.

        Automatic time-out, after a fixed period of inactivity, an automatic time-out 

facility cuts off a workstation or user, or the user is logged off.

        Time slots, limit the use of IT resources to normal office hours

        Lock-out after a fixed number of failed access attempts.

        Implement more stringent log-in checks for off-site access including dial back, 

and authentication based on a token or smart card and/or a challenge and response 

mechanism.

  

             Network access control 

        Control access rights and restrictions to network services for internal as well as 

external users, for both ‘incoming’ and ‘outgoing’ services.

        Networks should be separated and facilities are possible for access control 

between these ‘network domains’.

        As far as is technically possible, identify and authenticate computer systems, 

workstations and PCs in the network.

        Control securely remote management, particularly in relation to diagnostic ports.

        It is necessary to take appropriate security measures if network services are used 

for exchanging information, such as EDI (electronic data interchange) or e-mail.
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             Application access control

        Achieve a more precise form of security by using ‘roles’ and ‘functions’ in the 

applications themselves

  

             Anti-virus control

When chose the anti-virus you need to include regular updating at both the server and the 

client and take care to ensure that it is appropriate to the operating system(s) in use, and 

we need to: 

        determine how frequently the various levels of software need to be

   Updated

        ensure that you purchase the correct number and type of licenses not forgetting 

the special needs of the Internet/e-mail

        monitor the receipt of the updates

        Manage the updating process for both the networked and stand-alone systems.

        Auditing, audit trail, warning: Record exceptional or suspicious events (possible 

security incidents) in an audit trail; which may be combined with a direct warning to 

the system manager or Security Officer

        monitoring system use: Monitor system use and consider the possibility of 

generating a warning when established limits are exceeded

        clock synchronization: It is advisable to synchronize system clocks from the point 

of view of interpreting audit data and collecting evidence

        Virus attacks: Set up a procedure for staff to pass on reports from the anti-virus 

software that it has blocked attempts at virus infection, including, if possible, an 

indication of the source for remedial action.

   Operating System 
       This section applies to all machines both servers and workstations/desktops.

      All users with accounts must be entitled to their accounts by being in the relevant 

research, project or administrative group. Guests and visitors must be sponsored by a staff 

member willing to take some responsibility for the actions of the guest or visitor.

      Only services and applications which are necessary should be installed unnecessary 

services and applications should be disabled or removed.

      Use of host-based firewalls is strongly encouraged. If you need configuration 

assistance please consult the Security Officer.

      If a service is being provided to the general Internet (public), the same server and 

service should not be used to host confidential or sensitive information.

      Unauthorized proxy software or other software designed to bypass network restrictions 

is not allowed.

      Only machines administered by Technical Services are a part of the general 

Departmental backup scheme. You will need to make your own arrangements to ensure 

that your data is backed up. We encourage users to save all data they deem important to 

network drives on Departmental servers. The hard drive on Windows systems is backed up 

nightly

 



 

 

Back-up and Recovery 
      Written disaster recovery plan with continual updating

      Designing hot site or cold site

      Obtain the Ability to recover data and systems

      Applying Processes for frequent backup of systems and data

      Tests and drills of disaster procedures

      Confirm Data and system backups stored off site

      Appointing  disaster recovery committee and chairperson

      Visibly listing  emergency telephone numbers

      determine the adequacy of the company’s Insurance

       the team should have Disaster Recovery Procedures which allowing effective 

communication

      Updating  system and operation documentation confirmation

  

   Compliance Measurement 
      A warning consisting of actions to be taken to remedy the breach and a time frame in 

which these actions must be undertaken

      Revocation, restriction or suspension of access to Departmental and/or company 

computing resources

      Application of fines (especially if breach resulted in demonstrable cost to the 

Department)

      Instigation of legal proceedings and/or referral to proper authorities for consideration 

of criminal Charges

  

Physical Security 
      Define the location(s) that have to be physically secured. This may include, for 

instance, segmenting (compartmentalizing) buildings and possibly fitted security rings. 

Physical security is particularly important for computer centers and rooms used for 

important business processes.

 

  



 

 

 

 

A. PC-User’s Policy  

These guidelines are found to help you using the computer resources in the best way at your 

disposal. You should understand that: 

 You are individually responsible for protecting the data and information in your 

hands.  

 Recognize which data is sensitive. If you do not know or are not sure, ask.  

 Even though you cannot touch it, information is an asset, sometimes a priceless asset.  

 Use the resources at your disposal only for the benefit of the Organization.  

 Understand that you are accountable for what you do on the system.  

 If you observe anything unusual, tell your supervisor. 

 

When you use the organization’s computer systems, you have to respect and comply 

with the following guideline. 

DO.  

 DO-chooses a password that would be hard to guess.  

 DO- log off or lock your PC before you leave your workstation. This is important if 

you are working on sensitive information or leaving your workstation for any length 

of time.  

 DO-asks peoples their business in your area, if they look as though they do not belong 

there.  

 DO-protects equipment from theft and also from food and drinks.  

 DO-ensures that all important data is backed up regularly. Contact the I.T. 

Department if you require assistance.  

 DO- make sure that on every occasion floppy disks, CD’s, DVD’s and USB sticks are 

brought in to the Organization that they are checked for viruses before use.  

 DO-informs the I.T. Department immediately if you think that your workstation may 

have a virus.  
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DO NOT. 

 DO not write down your password.  

 DO not share or disclose your password.  

 DO not give others the opportunity to look over your shoulder if you are working on 

something sensitive.  

 DO not use shareware (software downloaded from the Internet or on PC magazine 

covers).  

 DO not duplicate or copy software.  

 DO not install any software on your machine or alter its configuration, this work may 

only be undertaken by the I.T. Department.  

 DO not use your machines in out of the organization’s business target. 

Note 

Your PC will be audited periodically.  

Logins to, and use of the Organization’s network are monitored and audited.  

Failure to comply with the organization’s security policy may lead to disciplinary 

action. 

 

  



 

 

B. IT-Manager’s Policy 

These guidelines are found to help you guide and manage your department and using the 

computer resources in the best way at your disposal. You should follow that guideline: 

 You are individually responsible for protecting the data information and devices in 

your hands.  

 Recognize which data is sensitive. If you do not know or are not sure, ask.  

 Even though you cannot touch it, information is an asset, sometimes a priceless asset.  

 Use the resources at your disposal only for the benefit of the Organization.  

 Understand that you are accountable for what you do on the system.  

 If you observe anything unusual, tell your supervisor. 

 

When you use the organization’s computer systems, you have to respect and comply 

with the following guideline. 

DO. 

 DO-Enforce a standard Logon procedure in which the minimum of information 

is provided  

 DO- identifies and authenticates the end user. 

 DO- Duress alarm, consider the installation of a duress alarm on the basis of a risk 

analysis.  

 DO- Automatic time-out, after a fixed period of inactivity, an automatic time-out 

facility cuts off a workstation or user, or the user is logged off. 

 DO- Lock-out after a fixed number of failed access attempts. 

 DO-Implement more stringent log-in checks for off-site access including dial back, 

and authentication based on a token or smart card and/or a challenge and response 

mechanism. 

 DO-control of access rights and restrictions to network services for internal as well 

as external users 

 DO- separate networks, each department have his network where facilities 

are possible for access control between these ‘network domains’ 

 DO-Identify and authenticate computer systems, workstations, terminals and PCs 

in the network. 

 DO-Control securely remote management, particularly in relation to diagnostic ports. 

 DO-take appropriate security measures. 



 

 

 DO- use ‘roles’ and ‘functions’ in the applications themselves 

 DO-ensure that you purchase the correct number and type of licenses not forgetting 

the special needs of the Internet/e-mail 

 DO-monitor the receipt of the updates 

 DO-Manage the updating process for both the networked and stand-alone systems. 

 DO- audit trail, warning: Record exceptional or suspicious events (possible security 

incidents) in an audit trail; which may be combined with a direct warning 

to the system manager or Security Officer 

 DO- Monitor system use and consider the possibility of generating a warning when 

established limits are exceeded 

 DO- clock synchronization: It is advisable to synchronize system clocks from 

the point of view of interpreting audit data and collecting evidence 

 DO- Set up a procedure for staff to pass on reports from the anti-virus software that 

it has blocked attempts at virus infection, including, if possible, an indication 

of the source for remedial action. 

 DO- use an original operating system with a regularly update   

 DO- delete unnecessary services and applications if found. 

 DO-Use of host-based firewalls is strongly encouraged.  

 DO-makes your own arrangements to ensure that your data is backed up. 

 DO- makes arrangements to ensure that users save all data they deem important 

to network drives on Departmental servers. The hard drive on Windows systems 

is backed up nightly 

 DO-Written disaster recovery plan with continual updating 

 DO-Apply Processes for frequent backup of systems and data 

 DO-Tests and drills of disaster procedures 

 DO-Confirm Data and system backups stored off site 

 DO- determine the adequacy of the company’s Insurance 

 DO- Updating  system and operation documentation confirmation 

 DO- A warning consisting of actions to be taken to remedy the breach and a time 

frame in which these actions must be undertaken 

 DO-Revocation, restriction or suspension of access to Departmental and/or company 

computing resources 



 

 

 DO- Application of fines (especially if breach resulted in demonstrable cost 

to the Department) 

 DO-Instigation of legal proceedings and/or referral to proper authorities 

for consideration of criminal Charges 

DO NOT. 

 DONOT- install any unnecessary application or services   

 DONOT-use the server and service to host confidential or sensitive information, 

if a service is being provided to the general Internet (public). 

 DONOT-take any device out the organization. 

 DONOT- employs any person in the organization without technical training. 

Note 

Your will be under audit periodically.  

Logins to, and use of the Organization’s network are monitored and audited.  

Failure to comply with the organization’s security policy may lead to disciplinary 

action. 


