
 

Chapter 1: 

1.4 Kinds of network attacks 

 

Reconnaissance attacks  

Those kinds of attacks are used from the hackers to collect data that will be used to 

compromise networks. Software tools like packet sniffers or port scanners are used to map the 

actual network resources and reveal possible vulnerabilities on target networks, hosts or 

applications 

Access attacks: They are used to exploit vulnerabilities in network areas as authentication 

services and file management protocol (ftp) so it will be possible to gain access to email 

accounts databases and other private and confidential information. 

Botnets: it’s a collection of robots or bots that run autonomously and automatically 

It can be a collection of system that has been compromised with works, Trojan horses or 

backdoors. 

Dos and DDOS Attacks: Dos and attacks prevent access to a part or all of the computer system. 

They don’t try to gain access in a network but focus on making a service unavailable. This is 

achieved by exhausting some resource limitation on the network or system/application.DDos 

attacks generate higher level of flooded traffic by using the combination of bandwidth of 

multiply machines to target a single machine or network 

Top Syn flood attacks: 

It takes advantage of the flaw in how most hosts implement the TCP three way handshake. 

When host B receives a Syn request from A.it must keep track of the partially opened 

connection in a listen queue for at least 75 seconds. Most implementations can keep track of a 

very limited number of connections. 

A malicious host can exploit the small size of the listen queue by sending multi Syn requests to a 

host but never reply on the Syn-ACK the other host sends back. The others hosts listen queue is 

quickly filled up in this way, and it will stop accepting new connections, until a partially opened 

connection on the queue is completed or timed-out. This ability of removing the host from a 



network for at least 75 seconds can be used for DDOS and Dos attacks as well as IP spoofing

 

 

ICMP FLOOD/SMURF ATTACKS 

Icmp is used by the ip layer of osi layer to send one-way informational message to a host. There 

is no authentication on icmp,this can lead to attacks using ICMP with result attacks like denial of 

service or allowing the attacker to intercept packages. 

The attacks that are associated with icmp are: 

ICMP Dos attack: 

An attacker can use ether the ICMP time exceeded or destination unreachable messages. Both 

of those messages can cause a host to drop immediately a connection. If an attacker force one 

of those messages to the communicating hosts it can lead to break the connection. Icmp 

redirect message is used by internet gateways(router.firewall) when a host assumes that the 

destination is not on the local network, an attacker can take advantage f this and redirect the 

packets of a host to the attackers host 

Icmp packet mitigation (icmp smurf)An attacker can send imp echo packages to the targets 

network broadcast address.all hosts on these networks will send icmp echo replies to  target 

network so target available resources and bandwidth will be  consumed, leading to a denial of 

service(service unavailable) 



Icmp ping flood attacks:  

a broadcast storm of pings exhaust the resources of the target machine so it can response even 

to legitimate traffic 

Icmp nuke attack: 

 nukes send a packet with information that the target os/machine is not able to handle, his 

leads in system crash/unavailability. 

 

 

 

 

SQL injection 

Sql injection is a technique used to take advantage of vulnerabilities of sql platform, so it will be 

able to pass sql commands through a web application for execution by a database: 

Attackers often take advantage of the fact that often programmers put together sql commands 

with user provided parameters. this results  that attackers are able to execute arbitrary sql 

queries or commands to the sql database server through the web application. 

 



Teardrop attack: 

This type of attack is related with the fragmentation and reassembly of ip packet 

This information is contained on the ip header on how to handle fragmentation issues, the 

options are: 

 Not fragment bit 

 More fragment bit 

 Fragment offset 

The fragment offset is used to indicate the starting position of each fragment relative to the 

original unftragment packet. An attacker can transmit fragmented ip packets containing 

overlapped fragment offsets,this lead the target machine not to be able to reachable them 

back.exchausting resources or even crashing  a whole system 

 

 

 

Ping of death: 

There is a specific ICMP echo variation that can cause a system to crash: RFC 791 specifies that 

the maximum size of a packet can be 65.535 bytes, a imp echo request (ping) larger than this 

value can lead on crashing the remote system while trying to reassemble suck a large segment 



 

Man in the middle attack: 

This kind of attack can be implemented from somebody who works in your  isp and is able to 

gain access to all the traffic that is originated from one network towards to another one,if 

security protocols aren’t proper implemented attacker is able to examine and analyze traffic in 

order to obtain information regarding networks and resources 

 

Port redirection: 

Ip redirected traffic is a big security problem, attackers that are familiar with the target 

networks can install specific application on user’s computers and redirect traffic to users 

though a hacked user.this can be done without violation firewall rules in a network. 
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Chapter 2: 

Host-Based Firewalls and Personal Firewalls  

Host-based firewalls for servers and personal firewalls for desktop and laptop personal 

computers (PC) provide an additional layer of security against network-based attacks. These 

firewalls are software-based, residing on the hosts they are protecting—each monitors and 

controls the incoming and outgoing network traffic for a single host. They can provide more 

granular protection than network firewalls to meet the needs of specific hosts. 

Host-based firewalls are available as part of server operating systems such as Linux, Windows, 

Solaris, BSD, and Mac OS X Server, and they can also be installed as third-party add-ons. 

Configuring a host-based firewall to allow only necessary traffic to the server provides 

protection against malicious activity from all hosts, including those on the same subnet or on 

other internal subnets not separated by a network .firewall. Limiting outgoing traffic from a 

server may also be helpful in preventing certain malware that infects a host from spreading to 

other hosts. 

Host-based firewalls usually perform logging, and can often be configured to perform address-

based and application-based access controls. Many host-based firewalls can also act as 

intrusion prevention systems (IPS) that, after detecting an attack in progress, take actions to 

thwart the attacker and prevent damage to the targeted host.  

A personal firewall is software that runs on a desktop or laptop PC with a user-focused 

operating system such as Microsoft Windows Vista or Macintosh OS X. A personal firewall is 

similar to a host-based firewall, but because the computer being protected is meant for end 

users, the interface is usually different (and presumably easier for the typical user to 

understand). A personal firewall provides an additional layer of security for PCs located both 

inside and outside perimeter firewalls (e.g., mobile laptop users), because it can restrict 

inbound communications and can often limit outbound communications as well. This not only 

allows personal firewalls to protect PCs from incoming attacks, but also limits the spread of 

malware from infected PCs and the use of unauthorized software such as peer-to-peer file 

sharing utilities. Personal firewalls are often packaged with antimalware programs, intrusion 

detection software, and other security utilities. 

Some personal firewalls allow creation of different profiles based on location, such as a profile 

for use inside the organization’s network and a different profile for use when at a remote 

location. This is particularly important when a computer is used on an untrusted external 

network, because having a separate firewall profile for use on such networks can restrict 

network activity more tightly and provide stronger protection than having a single profile for all 



networks.  Some personal firewalls allow creation of different profiles based on location, such 

as a profile for use inside the organization’s network and a different profile for use when at a 

remote location. This is particularly important when a computer is used on an untrusted 

external network, because having a separate firewall profile for use on such networks can 

restrict network activity more tightly and provide stronger protection than having a single 

profile for all networks.   

In addition to traditional state full filtering, many personal firewalls can be configured to allow 

communications based on lists of authorized applications—such as web browsers contacting 

web servers and email clients sending and receiving email messages—and to deny 

communications involving any other applications. These are referred to as application-based 

firewalls. Access control is based on the applications or services launched, and not on the ports 

or services.   

 

 

Chapter 3 IPS: 

 

 

There are several detection methodologies that an ips uses we will describe them above: 

 

 

Common Detection Methodologies 

IPs systems use many methods to detect incidents, those methods can be, signature based, 

anomaly based and stetefull protocol analysis, most of ips use multiple detection 

methodologies either separately or integrated to be able to provide more accurate detection. 

Signature Based detection 

A signature is a pattern that corresponds to a know threat, signature based detection is the 

process of comparing existing signatures against observed events that could be possible 

incidents. 

above are some example of signatures: 



 A telnet attempt with a username as root can be a violation of a security policy 

 An email with a subject of " free photos" and an .exe attachment  are characteristic of a 

known form of malware 

 a log entry with a status code of 645,this can indicate that auditing capabilities are 

disable for that host. 

Signature based detection is very effective on detecting known treats but not efficient on 

detecting unknown threats, threats that can be masked with some techniques or many variants 

of known threats 

for example if we change the name of the freephotos.exe attachment to frephotos2.exe, ips 

sensor wont generate an alert cause it doesnt have a signature for it. 

Signature based detection is the simplest detection method because it just compares the given 

activity such an ip packet to a list of signatures, signature based technologies have little 

understanding of many network or application protocols and cannot track and understand the 

state of a complex network communication, this has a result that an ips is not able to detect 

attacks that compromise multiple events if none of those events contains a clear indication of 

an attack 

Anomaly-Based Detection 

Anomaly-based detection is a process of comparing definitions of what activity is considered 

normal against observed events to identify security attacks.An IPS that uses anomaly detection 

has profiles that represent the normal behavior that users,hosts,network connection or even 

application uses, this is achieved by monitoring the characteristic of a typical activity over a 

time frame, for example a network profile can show that web activity needs an average of 10% 

of overall network bandwidth during normal operations, the ips after can compare those 

characteristics to a current activity and if it exceed this average it can inform the network 

administrator for this network anomaly. Profiles can be created for many cases for example, 

number of mails  sent by a user, number of failed logins from a host or even level of cpu 

utilization for a host in a given time frame. This capability can be very effective cause it gives 

the possibility to detect threats that previously were unknown.An example can be a malware 

that is new, this code can consume cpu resources, send large number of mails or even 

compromise the system. 

An initial profile is generated over a period of time,profiles can be either static or dynamic, a 

static profile cant be changed,but a dynamic one can be adjusted constantly according the 

events that pass through the IPS,A problem with building profiles is that sometimes is very 

difficult to create  an accurate profile,because network activity can be very complex, for 



example if it is schedule backup of large files in a timeslot of 1 month, it is possible that is not 

observed in the training period that ips collects info for this network activity, so when this 

backup will occur IPS will assume is a violation and trigger an alarm or even drop the traffic 

.Another problem with used of anomaly based detection techniques it can be that some time is 

difficult to determine why a particular alarm was generated and to validate that this alarm is an 

actual alarm and not a false positive condition. 

STATEFULL PROTOCOL ANALYSIS 

Stateful protocol analysis is the process of comparing predetermined profiles of generally 

accepted definitions of benign protocol activity for each protocol state against observed events 

to identify deviations.  

Unlike anomaly-based detection, which uses host or network-specific profiles, stateful protocol 

analysis relies on vendor-developed universal profiles that specify how particular protocols 

should and should not be used. The “stateful” in stateful protocol analysis means that the IPS is 

capable of understanding and tracking the state of network, transport, and application 

protocols that have a notion of state. For example, when we issue  a File Transfer Protocol (FTP) 

session, the session is initially in the unauthenticated state. Unauthenticated users should only 

perform a few commands in this state, such as viewing help information or providing 

usernames and passwords. An important part of understanding state is pairing requests with 

responses, so when an FTP authentication attempt occurs, the IPS can determine if it was 

successful by finding the status code in the corresponding response. Once the user has 

authenticated successfully, the session is in the authenticated state, and users are expected to 

perform any of several dozen commands. Performing most of these commands while in the 

unauthenticated state would be considered suspicious, but in the authenticated state 

performing most of them is considered benign. 

Some vendors that produce IPS  use the term “deep packet inspection” to refer to performing 

some type of stateful protocol analysis, often combined with a firewall capability that can block 

communications determined to be malicious. This Diploma  uses the term “stateful protocol 

analysis” because it is appropriate for analyzing both network-based and host-based activity, 

whereas “deep packet inspection” is an appropriate term for network-based activity only. 

Stateful protocol analysis can identify unexpected sequences of commands, such as issuing the 

same command repeatedly or issuing a command without first issuing a command upon which 

it is dependent. Another state tracking feature of stateful protocol analysis is that for protocols 

that perform authentication, the IPS can keep track of the authenticator used for each session, 

and record the authenticator used for suspicious activity. This is helpful when investigating an 

incident. Some IPSs can also use the authenticator information to define acceptable activity 



differently for multiple classes of users or specific users. The “protocol analysis” performed by 

stateful protocol analysis methods usually includes reasonableness checks for individual 

commands, such as minimum and maximum lengths for arguments. If a command typically has 

a username argument, and usernames have a maximum length of 20 characters, then an 

argument with a length of 1000 characters is suspicious. If the large argument contains binary 

data, then it is even more suspicious. 

 

The primary drawback to stateful protocol analysis methods is that they are very resource-

intensive because of the complexity of the analysis and the overhead involved in performing 

state tracking for many simultaneous sessions. Another serious problem is that stateful 

protocol analysis methods cannot detect attacks that do not violate the characteristics of 

generally acceptable protocol behavior, such as performing many benign actions in a short 

period of time to cause a denial of service. Yet another problem is that the protocol model used 

by an IPS might conflict with the way the protocol is implemented in particular versions of 

specific applications and operating systems, or how different client and server implementations 

of the protocol interact.   

 

 

 

 

 

 

 

 

Chapter 4: Laboratory simulation: 

 

 



Ddos attack:this is printscreen of how we fire up the ddos sim script:

 



Seansor health-ddosim-Sensor was overloaded 100% not able to 

access the web server:

 



capture in wireshark for ddosim 

 



Dos attack using Loic(udp flood

 



Sensor Health with option to block the ip of attacker: 

 



SSH BRute force attack(issuing attack and specifing wordlist

 



Password found from hydra brute force tool:

 



SQL INJECTION ATTACK:absorving database info with sql map: 

 

 



database capture: 

 

 

  



table capture:

  



XSS attack 

jav a script commands issued:



info about cookie observed: 

  



Manipulate cookie 

  



proof of changed cookie

  



cookie1(username) before in browser: 

  



cookie 2(username after manipulation): 

  



cookie 2 before manipulation(password cookie)\ 

 



cookie 2 after manupulation

 

  



CSRF ATTACK 

normal bank transaction: 

  



corfirm of payment

 

  



Succesfull transfer:



Http get sniff from attacker

 

  



creation of CSRF modified http page for social engineering of 

victim(with Pinata): 

 

  



Victim recieves link in mail that thinks originates actually from the 

bank: 

 

  



transaction was made to attackers account overriding victim's active 

session with bank:

  



 


