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Abstract

The doctoral thesis deals with social network analysis with the focus on users’ behavioural
patterns. The main goal is to propose a new methodology for analysis of users’ behaviour
in the systems, which store users’ activities into log files. The aim is to find user groups
with similar behaviour and latent ties between them to clearly present their behaviour in
the system.

The proposed approach consists of several steps; each of them required a solution of
specific problems. The solutions were done using principles from business process analysis,
log mining, complex network analysis, data mining, artificial intelligence and graph theory.
The proposed methodology has been tested through several experiments performed within
three spheres: e-learning systems, website analysis and simulation modelling.

The proposed methodology can be used in several spheres for the optimisation of
system structures, in recommended systems, for student/user management, for marketing
purposes, etc.
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Abstrakt

Dizertačńı práce pojednává o analýze sociálńıch śıt́ı, která je zaměřená na vzory chováńı
uživatel̊u. Hlavńım ćılem práce je navrhnout novou metodologii pro analýzu chováńı
uživatel̊u v systémech, které zaznamenávaj́ı aktivity uživatel̊u ve formě log̊u. Záměrem
bylo nalézt skupiny uživatel̊u s podobným chováńım v systému a jejich jasná a přehledná
vizualizace včetně skrytých vazeb mezi nimi.

Navrhovaný postup se skládá z několika krok̊u, přičemž každý z nich vyžadoval řešeńı
specifického problému. Pro jejich řešeńı bylo použito princip̊u z r̊uzných oblast́ı, jako
je analýza business proces̊u, analýza log̊u, analýza komplexńıch śıt́ı, data mining, umělá
inteligence, teorie graf̊u a daľśı. Postup byl testován na několika experimentech s reálnými
daty ze tř́ı oblast́ı: e-learningové systémy, website analýza a modelováńı a simulace.

Metodologie může být využita v r̊uzných oblastech, např. pro optimalizaci struktury
analyzovaných systémů, v recommended systémech, pro ř́ızeńı a správu uživatel̊u nebo
student̊u, pro marketingové účely apod.
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analýza sociálńıch śıt́ı, komplexńı śıtě, vzory chováńı, uživatelské profily, chováńı uživatel̊u,
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CHAPTER I

Introduction

Modern applications like information systems, enterprise systems or e-commerce systems,
as well as monitoring applications, web applications, and other systems produce a large
amount of data collections. These data collections are usually stored in various forms,
from text-based data sources e.g. logs (pure text), through HTML, XML and other for-
mats to semi-structured data sources, i.e. multimedia sources (images, audio or video
files). These data collections are usually kept in databases, data warehouses, or simply in
data or log files. This doctoral thesis deals with the log files suitable to extract valuable
information about users and their behaviour in the systems. Such information, presented
in a transparent way, can be used as support for the administration of systems, for systems
optimisation, for personalisation in recommended systems, to help with learning processes,
to support in decision making for management, or in other areas (e.g. marketing).

A standard log file typically consists of records with information about recorded events
that have occurred in the system. These records may contain various attributes such as
information about the date and time when the event happened, an originator, the type of
event and additional information. The originator can be a person, a device, or software.
This depends on the type of log file. In the case of a person, we can extract the relevant
records and obtain information about their behaviour. For example, it is possible to
extract information such as a user’s behaviour on a website, shopping behaviour at an e-
shop, an employee’s behaviour in an enterprise system (ERP) or other similar information
in other monitored systems using relevant information and timestamps.

Large, mostly time-dependent data collections generated from real-world applications
are often used by large groups of originators (e.g. devices, users). Moreover, this type
of information is recorded continuously and the storage of such large data collections (in
active memory, in databases and in log files) is time and space consuming. Therefore, the
effective extraction and transparent presentation of behavioural information from these
data collections is a non-trivial problem. This is especially true for cases where we would
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like to extract not only statistical information, but also user behaviour in the context as
a whole.

The main issue being addressed by researchers within the data collection process and
the data pre-processing fields is the manipulation of large amounts of data obtained from
logs and their clear and understandable visualisation and interpretation. This suggests the
need for the use of mathematical tools and the development of data reduction procedures
specialised in large-scale network manipulation and visualisation. Extraction of social
networks from log files and social network analysis then requires the usage of data mining
methods focused on areas such as data clustering or pattern mining.

This doctoral thesis is focused on log files where one log file attribute is an originator
of the recorded activity and the originator is also a person. Hence, based on the similar
attributes of people, we are able to construct models which explain certain aspects of a
person’s behaviour [132]. Moreover, we can extract user profiles based on behaviour and
find latent ties between different user groups with similar behaviours. We will accomplish
this by using the methods from social networks analysis and graph theory.

The main goal of this doctoral thesis is to propose a methodology for the analysis of
users’ behaviour within systems which store their activity in log files and the visualization
of latent ties among groups of users with similar behaviours, using their profiles, based on
behavioural patterns.

 a)

Log File

 d)

Change Sequences 
in User Profiles by 

Behavioural Patterns

Extraction of 
Users with Sequences

 b)

Base 
User Profiles

Reduced 
User Profiles

 c)

Finding Behavioural Patterns 
by Sequence Reduction

 e)

Network of Users with Similar 
Behaviour Described by

Base User Profiles

Network of Users with Similar 
Behaviour Described by
Reduced User Profiles

?
  ͌  

Figure 1.1: Proposed Approach

The main concept of the proposed approach is described in Figure 1.1. User profiles are
constructed using sequences of events performed by users in the system (part a). However,
in many systems we usually extract very large amounts of sequences, often very similar.
In such cases, user profiles (part b) described by such large dimensions are not trivial to
compare and to find out which groups have similar behaviours by using common methods
for data clustering. As a result, this is the reason for finding behavioural patterns (part c),
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which are a base for the construction of newly reduced user profiles (part d). Finally, the
reduced user profiles enable the creation of a user network (part e) and the finding of user
groups with similar behaviours. Additionally, the behavioural patterns and the finding of
communities of users with similar behaviours can be used for automatic classification. This
can be done by using user profiles on the basis of their common behavioural attributes.

The proposed approach described in Figure 1.1 requires the solution of the following
sub problems:

a. The definition of user behaviour in the system

b. The creation of user profiles based on their behaviour within the system

c. The finding of user behavioural patterns

d. The construction of user profiles based on user behavioural patterns

e. The finding of user groups with similar behaviours by using the behavioural patterns
and the transparent visualisation of latent ties between them

This evokes the hypothesis of whether the network of user groups with similar be-
haviours described by reduced user profiles is able to expose us groups of users and latent
ties between them which may not be apparent in the network of user groups with similar
behaviours described by base user profiles.

This presented approach is described in closer detail in the Chapter 5. The hypoth-
esis was verified through several experiments performed within three spheres: e-learning
systems, website analysis and simulation modelling.

This doctoral thesis is organised as follows: the next three chapters contain a theoret-
ical background with the appropriate state of the art (in the reduced extent and with the
relation to the presented approach). Chapter 2 is focused on social network analysis and
describes how it links to user behaviour. Chapter 3 mentions a process mining area, which
is very important for the analysis of user behaviour within the systems. In Chapter 4,
relevant datamining methods of pattern mining are described, in relation to the presented
approach and experiments. Chapter 5 contains the explanation of the proposed approach
with a detailed description of the differences among selected experimental spheres. The
main experiments, and their achieved outputs, are described in Chapter 6. Finally, a
discussion and conclusions are presented in Chapter 7.
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CHAPTER II

Social Networks

Social network is a set of people or groups of people who have similar patterns of contacts
or interactions, such as friendship, co-working, or information exchange [108]. Modern
approaches extend this definition to a set of social entities, where we do not work only
with people, but we can study more complex structures like companies or organisational
units as well.

The study of social networks is quite an old discipline. The first contributions in this
area were made in the 1940s by sociologist Mark Granovetter and mathematician Linton
C. Freeman. The basic theory ’The Strength of Weak Ties’ was identified in 1973 [50, 49].
Here Granovetter argued that within a social network, weak ties are more powerful than
strong ties. Another significant principle was published in 1979 by Linton C. Freeman
[43], where he defined the basic metrics for social networks. From this, other researchers
followed with their own research.

Social networks are usually represented by using graphs, where nodes represent the
actors, or groups of actors, and lines represent the relationship between them. Mathe-
maticians and some computer scientists usually describe such networks by means of the
graph theory [95]. These types of graphs can be either directed or undirected, depend-
ing on the type of the relations between the linked nodes. Furthermore, weights can be
assigned to the relations (links, edges) between the nodes in order to designate different
interaction strengths.

A relationship between the actors in a social network can be very complex, often making
them multidimensional. This fact leads to the formation of various types of social networks.
Amongst others, we can mention multi-layered social networks (with homogeneous nodes,
but with multiple relations), bipartite social networks (with two types of nodes), multi-
modal social networks (with many types of nodes), temporal social networks (which reflect
the network evolution), or multidimensional social networks, in which are combined a
hierarchy of relations with a group hierarchy of nodes, and a time dimension [67].
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Typical social networks, where the relations are defined by one of the types of inter-
action between the actors (or by their personal knowledge of one another), are commonly
quite small. These are often described using a Dunbar’s number, which is a cognitive limit
of the amount of individuals with whom any one person can maintain ’stable’ relationships
with [59]. Initially, many studies focussed on the analysis of social networks have been
performed by using questionnaires to obtain the datasets for such analysis. In contrast to
the previous approach to this area, modern research is more structured and is based on
more automated methods of data collection.

With the development of informational technologies and data storage, researchers can
now extend traditional approaches into investigating virtual social networks [92]. The
World Wide Web, citation networks, human activity on the Internet (email exchange,
consumer behaviour in e-commerce) and physical and biochemical networks are just some
examples of such types of social networks. Modern systems enable researchers to construct
large-scale networks using the data collections stored in e-mail logs [33], phone records [32],
information system logs or by web search engines.

However, the amount of data stored in this automatic way, from what can be quite large
data sets, is required to describe even small social networks [119]. This makes the analysis
of such data collections very complicated and produces the need for the application of
graph theory and discrete mathematics, whilst using mathematical and graphical tools.

2.1

Analysis of Social Networks

Social network analysis (SNA) is a collection of methods, techniques and tools which aim is
to analyse social structures and the relations between these structures in the social network
[113]. Actors and their actions are viewed as autonomous units and relations between
these actors can be viewed as channels for the transfer of resources (e.g. information,
material, or other). Network models conceptualise these structures by the patterns of
relations between the actors. A unit of the analysis can be an individual or a group,
or a subgroup of the individuals with a certain level of connections amongst them [144].
However, researchers are not only interested in describing different social structures; they
put emphasis on investigating the consequences of the variations in members’ behaviours.

Discovering the basic characteristics of a network (graph) consists of various metrics
[113, 144]. For example, size and density, all categories of centralities (degree, between-
ness, closeness, eigenvector), clustering coefficient, path analysis (reachability, reciprocity,
transitivity and distance), flow, cohesion and influence, and other useful information ob-
tained by various types of analysis like a small-world phenomenon, scale-free networks,
the findings of clustering coefficient, connected components or community structures.

Finding communities is an important aspect in discovering the complex structure be-
hind social networks. A community is defined as a group of nodes within the network,
such that the connections between them are denser than their connections to other nodes
in other communities (to the rest of the network) [108]. The community structure can be
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defined using modules (classes, clusters or patterns) and is generally intended for mapping
the network often using complicated hierarchies.

Creating relations on the basis of contacts or interactions, such as friendship, co-
working, or information exchange, is characteristic for natural social networks [108]. Phys-
ical locality, such as geographical proximity and organisational locality play a significant
role in governing new relations. The construction of new relations in the physical world
is often regulated by social status or class. In the real-world, natural networks can be
found in spheres such as friendship, committee networks, departmental organisation of
large companies or institutions and classes in the education sphere, etc.

With the growing development of information and communication technologies, social
networks are now also detected in other spheres. Amongst others we can mention: VoIP
networks [21, 34], web social networks [142] and phone social networks [34]. In this virtual
world, and in such virtual social networks, the interactions between individuals span all
geographical barriers across different time zones [92]. The geographical or organisational
proximity do not govern the construction of the relations. Additionally, the construction
of relations in the virtual world is beyond social status and class. Usually, there is a
problem with unambiguous and reliable correlation between the users’ identity in the
virtual world and in the real world. Such networks deal with the possibility of multi-
modal communication among users, and the simplicity of the interruption of the contacts or
relationships. The analysis of virtual social networks is used to study problems such as new
generation search engines, content filtering, automatic classification, and recommender
systems. The results are used for key person extraction, directed marketing, collaborative
knowledge management, information retrieval, gathering hidden knowledge, establishing
teams for various tasks, web personalisation and organisation evaluation [102], etc. A
more detailed state of the art of this area can be seen in the following subsections.

2.1.1 Mobile Communication

The increasing amount of people using mobile phones made the social network analysis
research in this area one of the spheres of the virtual networks. For example, information
achievement of a social network obtained from call logs was presented in [105]. In this work,
the authors proposed an end-to-end system for inferring social networks based on call logs
using kernel-based naiive Bayesian learning. The relation between interaction strengths
and the network’s local structure of mobile communication networks was studied in [101].

The recent development of telephone technologies has provided users with the possi-
bility of an easy connection to on-line social networks via their Internet connection. An
example of recent research into this area can be a similarity management algorithm for
the effective finding of friends in a newly joined network using phonebook-centric social
networks, as described in [34]. Another problem, the investigation into dynamic aspects
of mobile phone networks, was solved in [61].

2.1.2 E-mail Communication

Social networks can also be created by analysing the history of the e-mail traffic recorded
by e-mail servers to mail logs. The analysis of a user’s e-mail interactions with relation to
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social networks has been being developed for over ten years. Nardi et al developed one of
the first social network tools called ContactMap [93]. Other examples of similar tools are
Buddy Graph and MetaSight. Using the mail log analysis, we can obtain meaningful busi-
ness (or organizational) patterns as a valuable issue for further analysis, which is described
in many works [100, 93, 38, 42]. The graph theoretical and spectral analysis techniques
were applied for example to Enron email data set to discover structures within the orga-
nization [14]. Evaluation of user position in the network based on e-mail communication
was discussed in [68].

2.1.3 Web Analysis

Another wide research area into social network analysis focuses on the World Wide Web
and the Internet. The main fields of web mining research include web searching, infor-
mation retrieval from the World Wide Web, scientific collaboration networks and citation
networks, web applications and on-line social network applications, etc.

Substantial research has proposed several algorithms in order to define a community
structure of the complex networks using web information, for example [47, 78, 130, 98, 108].
As the internet rapidly grows, these algorithms were redefined for large-scale networks
[18, 142]. These methods were used for the analysis of various types of social groups and
weighted networks.

Recently, many researchers have concentrated on the analysis of the growing social
communities on the web and throughout the internet world. We can observe this event
and the great expansion of various social bookmarking systems that are based on the
recommendation and sharing of various types of information like URLs (del.icio.us), mul-
timedia files - photos, videos (Flickr, YouTube), music and blogs (MySpace, LiveJournal,
citation webs) etc. [29]. The structure behind these social systems (sometimes called folk-
sonomies) can be seen as a collection of users, tags and resource nodes. These collections
of data can be viewed using both graphs and visualisation software and can be analysed
in connection with the structural properties to show the growth and exploration of social
networks.

For example, a pattern match query in large graphs using distance-join operation in
Facebook network analysis was presented in [151]. An extension of Principal component
analysis to a large-scale social network was presented in [79]. The algorithm was tested
using data logs from the LiveJournal social network. Another approach, a graph clustering
algorithm SA-Cluster based on the structure and attributes similarities through a unified
distance measure, was tested in [149]. An interactive tool for exploring the significance of
authorship networks in DBLP data was presented in [63]. The co-authorship, based on
terms in DBLP data collection, was visualised using a Left-Right-Oscillate algorithm in
[139, 27].

Many works, which have been concerned with the extraction of social interactions from
the web, have been proposed. For example, an analysis of topological characteristics of the
tripartite hyper graph of queries, users and bookmarks on a large snapshot of del.icio.us
web site and on the query logs of two large search engines was described in [76].
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Data mining of log files available from search engines is another research area. Mod-
ern search engines have integrated social bookmarking services, individual search history
information and statistics of search activities (Google.com, Google Trends, Yahoo Buzz,
Ask IQ, and others). This research area is closely linked to the recommended system
application. The recommendation of related queries for the search engine users using past
queries stored in the web access logs and web page archives was presented in [83]. A
method for construction of weighted social networks based on information on the web and
search engines such as Google was described in [82].

2.1.4 Education

With the rapid development of internet and computer-based technologies, web-based ed-
ucation, especially e-learning, has become very popular in the education area. E-learning
is a method of education, which utilises a wide spectrum of technologies, mainly internet
or computer-based, within the learning process [109]. Contrary to a common educational
approach, this form of computer-aided education does not depend on the need for a specific
location or any special hardware platform [11].

Learning Management Systems (LMS) - also known as Course Management Systems
or Virtual Learning Environment Systems - provide the effective maintenance of particular
courses and assist in the communication between educators and students, and within the
student community. These systems usually support the distribution of study materials to
students; content building of courses, preparation of quizzes and assignments, discussions
and distance management of classes. In addition, these systems provide a number of
collaborative learning tools such as forums, chats, news and file storage etc. [28].

Many approaches into data analysis in learning management systems have been pub-
lished. Most researchers use data mining techniques which concentrate on various types
of statistics [150, 99], grouping methods such as clustering [54, 125] and classification
[147, 55], often combined with visualisation tools. Social structures in learning collabo-
rations were discovered in [42]. A detailed summarisation of data mining techniques in
e-learning is described in [110, 12].

In collaborative learning, students are engaged in an open-ended effort to improve
their collective understanding. They are encouraged to rely on one another as sources of
information and assistance. In addition, interactions among the students contribute to
the learning process directly by encouraging them to explain the subject matter to one
another. This then reveals, in a constructive way, the inconsistencies and limitations to
their knowledge. This participation, which takes place in a meaningful social context,
enables a group of students to acquire the skills of the e-tutor and play his roles when
he/she is not available.

The area of SNA application using data mining techniques involves the collaborative
learning process within which the students create a community aimed at sharing informa-
tion about different criteria in order to complete the courses successfully. An evaluation
of on-line collaborative learning interactions was discussed, for example, in [22]. In [1],
the impact of learning styles on student grouping for collaborative learning was presented.
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The improvement of the quality of a learning process in virtual learning communities by
finding quality learning content and trustworthy collaborators was described in [146].

Another interesting research area is the building and optimisation of a learning content
in LMS. An important difference between user-generated content and traditional content
is the variance in the quality of the content. In social media, the distribution of quality
has a high variance: from very high-quality items to low-quality ones; this makes the
tasks of filtering and ranking in such systems much more complex than in other areas. In
that case, models of credibility which are used extensively on search engine research and
information retrieval can be used in order to evaluate the trustworthiness of the students’
knowledge.

Several graph theoretic models of credibility were used to extract the importance and
trustworthiness of the learning content. There are social activities (e.g. collaborative au-
thoring) which originate much of their credibility from their productions (e.g. authorship).
In such cases, several approaches from the graph theory (for example in-degree) and the al-
ternative evaluation were used [75]. For example, PageRank and HITS are the approaches
which use link analysis ranking. This means hyperlink structures are used in order to
determine the relative authority of a web page [10, 148]. An architecture for making rec-
ommendations to course authors using association rule mining and collaborative filtering
was proposed in [44]. The authors of [94] described an agent-based collaborative affective
e-learning framework.

A detailed description of SNA and the usage of other data mining techniques in e-
learning is described in our previous work; Computational intelligence methods for data
analysis and mining of e-learning activities [28].

2.1.5 Business Sphere

Business information systems and software applications have become more complex as a
result of being obliged to cooperate with a diverse range of software and hardware com-
ponents. Data mining and analysis concentrates on easier monitoring, management and
maintenance of such systems using data from recorded transactions and other information
maintained in event logs. Exploring information from these log collections is generally
included in process mining, which refers to methods for distilling a structured process
description from a set of real executions, see Chapter 3 for a detailed description.

Process mining solves many problems. One of the problems is checking whether the
explicit business model (or expected process model) is adequate to the process model ex-
tracted from an event log. In [104], the authors presented an automatic mining of the
system log files regarding the new aspects of log data as data complexity, short log mes-
sages and temporal characteristics of log data. They proposed that the mining methods
were specialised to an automated categorisation of messages in system logs, to incorpo-
rated temporal information, and the visualisation tools to evaluate interesting temporal
patterns for system management. The problems of comparison between process models
and quantification of process equivalence, based on observed behaviour using genetic pro-
cess mining, was presented, for example, in [88]. A conformance checking to an expected
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process model and the behaviour extracted from the real-life event log was described in
[111].

Process mining - focused on aspects such as organisational setting and interactions
among co-workers is known as organisational mining. Organisational mining is focused on
understanding and improving organisational and social structures. Human behaviour is
essential for the performance of business processes. The techniques developed for discov-
ering organisational models and social networks were described in [124]. The discovering
of social networks on event logs oriented to business process and process mining was well-
described in [132].

2.2

Social Networks with Focus to Users’ Behaviour

A typical social network is as a set of people, or groups of people, who socially interact
among themselves [97]. In these networks the relations are usually defined by one of the
types of interaction between the actors, e.g. personal knowledge of one another, friendship,
membership, etc. However, in the area of virtual social networks (described in Section 2.1),
we can explore the extended definition of social networks. This can be done by exploring
social network as a set of people, or groups of people who have similar patterns of contacts
of interactions, or generally with similar attributes [108].

(a) Natural SN (b) Complex (Synthetic) SN

Figure 2.1: Different Approaches to Virtual Social Networks

This approach can then be extended to the analysis of complex networks. Complex
networks, especially in the web sphere and internet areas, are often called synthetic, or
derived, social networks [92]. This type of social network differs from natural social net-
works due to the relationship between the nodes. They are generated on the basis of the
common attributes of the nodes [9, 19]. These attributes do not necessarily represent the
physical communication or the interaction among objects like in the natural social net-
works [7], but other attributes representing the personal similarity, see Figure 2.1. The
approach presented in this doctoral thesis is based on these types of networks and the
relations between actors based on similar behaviour.
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In this approach, the social network is constructed using user profiles. A user profile
is a vector which describes a user’s behaviour in the analysed system. In some cases, the
user profiles were constructed using behavioural patterns. A more detailed description of
this presented approach can be seen in Chapter 5.



CHAPTER III

Process Mining

For the purpose of this doctoral thesis, a user’s behaviour is described as a process of
activities performed by a user in a system. Therefore, the analysis of user behaviour in a
system was carried out using the principles of process mining.

Process mining is a research discipline that combines approaches from typical data
mining and machine learning as well as approaches from process modelling. This technique
allows for the analysis of business processes based on event logs [131].

Process mining is commonly used for the analysis of system data collections in the
commercial sphere. Business information systems such as Enterprise Resource Planning
(ERP) systems, Customer Relationship Management (CRM) systems, business to business
(B2B) systems, business to customer (B2C) systems, call centre applications, and etc., and
recorded transactions and other information in a systematic way onto files called event
logs. However, process mining is not necessarily restricted only to the commerce; we can
also see such data being saved in systems in other areas of human activity. Such types of
information systems and software applications have become more complex and are obliged
to cooperate with a diverse range of software and hardware components.

Exploring information from these log collections is generally integrated into process
mining. This refers to the methods used in distinguishing a structured process description
from a set of real executions [131]. Data collections in log files consist of various types
of information. Process mining and process analysis are focused on easier monitoring,
management and maintenance of systems or to the discovery and optimisation of a real
structure of the organisation or system itself.

Typically, the main goal of process mining is to extract process-related information
using data from events performed in the system. A typical example of a process mining
output is an automatically discovered process model. The purpose of this is to exploit
recorded data in a meaningful way, which can then be used for more transparent visuali-
sation, identification of bottlenecks, problem identification, process optimisation, and etc.
Process mining is often used to complement various approaches within business process
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management or can be seen as an extension of workflow management. Process mining
is not only used for design and diagnosis, but also for the enactment, monitoring and
adjustment phases of a business process, management life-cycle. However, this approach
can be applied to other areas as well. More generally, process mining techniques may be
applied to other areas where the logs contain recorded events performed in the system.

3.1

Log Analysis

Log analysis is a data mining process focused on the analysis of computer-generated records
(also called audit trail records, event logs or transaction logs) [133].

Log file analysis has gained growing attention in all areas of human activity. This do-
main is very interesting not only for researchers, but for commercial software developers
as well. There are various disciplines considered in the analysing of data sources with
the intention of achieving worthy information, often represented as knowledge. Obtained
information (or knowledge) is then used for management, system maintenance, and sys-
tem optimisation, marketing campaigns, recommender systems or other purposes such as
discovering a company’s structure or the structure of social networks.

A log file is usually a simple text file generated by a device, software, application or
system. It consists of messages, which are represented by records of events performed in
the system. Usually, event log files are created from other data sources such as databases,
flat files, message logs, transaction logs, spread sheets, and etc.

A log typically consists of activity information and an event (or process instance), but
mostly of a timestamp, originator (performer) and other necessary data. For example, a
typical web log is stored by web server software to record the requests of the web client
to the web server and its responses (we can assume the activities of visitors on a web site
from recorded information). This type of log file commonly uses a standardised format
and includes the following information: IP address of the client accessing the web page,
user name, date and time of request, resource requested size in bytes of the data returned
to the client and URL that referred the client to the resource. However, the web activities
stored in logs may contain additional information. This depends on the system or the
application making the records.

Although log files are rich in information, quantifiable and scalable, researchers still
argue about their credibility. For example, the authors in [37] and [51] reported a number
of limitations of the data stored in web log files, which, if not interpreted precisely, makes
any results obtained by analysing this data misleading. Some limitations are:

• The log entries do not include demographic data about the user (only vague infor-
mation obtained from the IP address).

• The IP address recorded in the web log file does not represent the identity of the
user; it is the IP address of the host machine that the user was connected to whilst
accessing the website.
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• The log files record only requested transactions; there are other tools used on the web
servers (or web clients), but they are not recorded on log files (such as Macromedia
Flash, Java applets), so need to be recorded separately.

• The average time of a viewed statistic does not accurately gauge the time spent by
the user on the web page.

Generally speaking, these limitations should also be kept in mind in other areas of
log mining applications. Regardless of their limitations, these log files have been used
extensively by data miners and researchers. A number of studies have been conducted
in order to gather information about the visitors of e-commerce web sites, explore the
behaviour of e-learning students, detect web site security threats and detect or optimise
system performance.

Let us assume that an event log purely contains data related to a single process. Each
event in the log file refers to a single process instance, called a case. Aalst et al. [132, 131]
provided the following assumptions about event logs:

• A process consists of cases.

• A case consists of events such that each event relates to precisely one case.

• Events within a case are ordered.

• Events can have attributes.

Definition 3.1 (Event, attribute)
Let E1 be an event universe, i.e. the set of all possible event identifiers. Events may

be characterized by attributes. Let AN be a set of attribute names. For any event e ∈ E
and name n ∈ AN : #n(e) is the value of the attribute n for the event e. If the event e
does not have the attribute named n, then #n(e) =⊥ (null value).

As a standard attribute is usually used #activity(e) as the activity associated to the
event e, #time(e) as the timestamp of an event e, #resource(e) as the resource (originator,
performer) associated to an event e, #trans(e) as the transaction type associated to an
event e, and others depending on the type of system.

Events are labelled using various classifiers. A classifier is usually a function that maps
the attributes of an event to its label. Depending on the type of system, events can be
classified by a name of activity, transaction type or by their resource.

An event log consists of cases, whilst cases consist of events. In a case, the events are
represented in the form of a trace, i.e. a sequence of unique events [132, 131].

Definition 3.2 (Case, trace, event log)
Let CA2 be a case universe, i.e. the set of all possible case identifiers. Cases can have

attributes. For any case ca ∈ CA and name n ∈ AN : #n(ca) is the value of attribute

1There are two assignments for E in this text: set of events in a log file and set of edges in a graph. In
each case it is clearly defined, which term is used. We decided to keep this marking due to the standard
terminology in both areas process mining and graph theory.

2CA refers to C in the marking of Aalst [131] due to using C for a set of clusters in our presented
approach.
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n for a case ca, and #n(ca) =⊥ if a case c has no attribute named n. Each case has a
special mandatory attribute trace: #trace(ca) ∈ E∗.

A trace is a finite sequence of events σ ∈ E∗ such that each event appears only once,
i.e. for 1 ≤ i < j ≤ |σ| : σ(i) ̸= σ(j).

An event log is a set of cases L ⊆ CA such that each event appears, at most, once in
the entire log.

If an event log contains timestamps (a time when the event was performed in the
system) then the ordering in a trace respects this attribute #time(e).

3.2

Social Aspect in Process Mining

There are techniques, generally known as organisational mining, which are focused on the
organisational perspective of process mining. Alongside typical information such as event,
case, activity or the time when an event was performed, we can also find information
about the originator (device, resource, person) who initiated the event (activity). Such
information is determined as the #resource(e) attribute. These events from the log file
can be projected onto their resource and activity attributes. By using this approach, we
can learn about people, machines, organisational structures (roles, departments), work
distribution and work patterns.

Social network analysis is one of many techniques used in organisational mining [131].
Event logs with #resource(e) attributes are used in order to either discover real process
and work flow models of the organisation, or just to generally allow us to construct models
that explain some aspects of an individual’s behaviour.

The nodes in a social network relate to their organisational entities (persons, groups of
persons) within organisational mining. In some cases, the nodes can be assigned multiple
organisational entities such as roles, groups or departments. The ties in a social network
correspond to relationships between such organisational entities. Social networks can
be weighted, as both nodes and ties can have their weights assigned to represent their
importance in the network or the intensity of the relation.

The intensity of the relations can be interpreted as the similarity of two resources.
To quantify this type of similarity, resource profiles are extracted. A profile is a vector
indicating how frequently each activity has been performed by the resource [132]. It is
usually determined by the rows in the resource-activity matrix that represents how many
times each resource has worked on each activity. However, such an approach is based only
on statistical information from the log. In this doctoral thesis a new approach is presented
taking into consideration the real behaviour of the users (persons, resources) within a
system. The author proposes a new point of view into the extraction of an individual’s
profile, based on process mining, with the focus on the sequences of activities provided by
the person in the system. A more detailed description can be seen in Chapter 5.
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3.3

Comparison of User Profiles

Similarities between two profiles can be quantified by several methods. The selection of the
method depends on the type of data [25]. For Boolean data, Hamming distance, Jaccard
dissimilarity or Rogers-Tanimoto dissimilarity may be used. In the case of numerical data,
Euclidean distance, Manhattan distance, cosine measure or correlation distance may be
used. If we use string data, then Edit distance, Levenshtein distance or Hamming distance
are the potential options.

In the proposed methodology described in this doctoral thesis, the similarity between
user profiles was determined by using Euclidean similarity [36] and cosine measure [127].
However, the construction of the user profiles in some cases was more complicated. For
example, when using data from an e-learning system, it was necessary to extract the
behavioural patterns as a first step. Then, the user profiles were constructed using these
patterns. A detailed description is provided in Chapter 5.

Behavioural patterns were extracted by defining the relationship between the sequences
of actions performed by the user in the system. Several approaches were tested in order
to determine the relationship between these sequences, including cosine measure [86, 30],
edit and Levenshtein distance. However, the authors found that common measures are
not suitable enough to sufficiently determine the relationship, even after working with a
large amount of long and often very similar sequences. Additionally, we need to respect
the order of the activities within the sequence. One solution may be to use the methods of
string alignment, where the similarity is defined by a score (not by a metric) [20, 53, 13].
Selected methods of sequence alignment for the comparison of sequences were tested. A
more detailed discussion about the characteristics of selected methods for the measurement
of sequence similarity is presented in Section 3.4.4.

3.4

Comparison of Sequences

Sequence comparison is widely used in information retrieval and in molecular biology
for calculating sequence alignments of proteins [53] where several algorithms and their
modifications are presented. However, we can use these methods in other areas as well.

There are two main basic groups of algorithms known for the comparison of two or more
categorical sequences. The first group divides the algorithms by the fact of whether or not
the sequences consist of ordered or unordered elements. The second group of algorithms
focuses on the comparison of the sequences with different lengths and with possible error
or distortion. In this proposed approach and in the experiments, methods representing
each group were selected.
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3.4.1 The Longest Common Substring

The basic approach to the comparison of two sequences, where the order of elements is
important, is The longest common substring method (LCS). This is used in exact matching
problems [53]. It is obvious from the name of the method that its main principle is to find
the length of the common longest substring. Given the two sequences x = ⟨x1, x2, . . . , xm⟩
and y = ⟨y1, y2, . . . , yn⟩, we can find such substring z = ⟨z1, z2, . . . , zp⟩, where zk =
xi+k−1 = yj+k−1 ∀k = 1, . . . p and p ≤ m,n.

The LCS method respects the order of elements within a sequence. However, the main
disadvantage of this method is that it can only find the identical subsequences, which
meet the characteristics of substrings. See examples in Table 3.1. Precisely speaking, this
means that the elements in the subsequence must be contiguous. For some domains, where
a large amount of different sequences typically exist, this fact gives too strict a limitation
to solved problems.

3.4.2 The Longest Common Subsequence

Unlike substrings, the objects in a subsequence might be intermingled with other objects
that are not in the sequence. The longest common subsequence method (LCSS) allows us
to find the common subsequence [62]. Given the two sequences x = ⟨x1, x2, . . . , xm⟩ and
y = ⟨y1, y2, . . . , yn⟩, we can find the subsequence z = ⟨z1, z2, . . . , zp⟩, where zk = xik = yjk
∀k = 1, . . . p and ik < ik+1 and jk < jk+1.

Contrary to the LCS method, the LCSS method allows (or ignores) these extra elements
in the sequence and, therefore, it is immune to slight distortions. See examples in Table
3.1.

3.4.3 The Time-Warped Longest Common Subsequence

Where the similarity between compared sequences is defined as a function using a length
of common subsequence, one characteristic of this method can be found. The length of
the common subsequence is not immune to the recurrence of the identical elements that
may occur only in one of the compared sequences. We can find such situations as a result
of inappropriate sampling or any kind of distortion. In some applications it is suitable (or
sometimes even required) to eliminate such type of distortions and to work with them like
with the equivalent elements.

The solution is in another method, The time-warped longest common subsequence (T-
WLCS) [52]. This method combines the advantages of the LCSS method with dynamic
time warping [91]. Dynamic time warping is used for finding the optimal visualisation of
elements in two sequences to match them as much as possible. This method is immune
to minor distortions and to time non-linearity. It is able to compare sequences, which are
for standard metrics, evidently not comparable. See examples in Table 3.1.

This method emphasises the recurrence of elements in one of the compared sequences.
Due to this fact, the length of the common subsequence can be, in some cases, longer than
the shorter length of the compared sequences.
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3.4.4 Determination of Relation between Sequences

The behaviour of methods for comparing sequences is mentioned in Section 3.4.1, Section
3.4.2 and Section 3.4.3 and is presented in Table 3.1. From the three examples of selected
sequence pairs [x, y] we can see that the LCS method considers only the longest common
substring (all the examples), whilst the LCSS method is immune to slight distortions
(Example 1 and Example 2). Contrary to both methods, the T-WLCS method emphasises
the recurrence of elements in one of the compared sequences (Example 3).

Examples

1 2 3

Sequence x EABCF EAEBCE ABBCC
Sequence y ZABCT FABCF EABCE

LCS – Longest Common Substring ABC BC AB
LCSS – Longest Common Subsequence ABC ABC ABC
T-WLCS – Longest Common Subsequence ABC ABC ABBCC

Table 3.1: Subsequence Detection for Methods LCS, LCSS and T-WLCS

The relation between the sequences has been defined by using several methods in order
to compare their characteristics and suitability for the concrete analysed data collections.

The methods LCS and LCSS used for the comparison of sequences find the longest
common subsequence z of compared sequences x and y, where (z ⊆ x) ∧ (z ⊆ y). The
relation weight wseq(x, y) between the sequences x and y was counted by Equation 3.1:

wseq(x, y) =
l(z)2

l(x)l(y)

Min(l(x), l(y))2

Max(l(x), l(y))2
, (3.1)

where l(x) and l(y) are lengths of the compared sequences x and y, and l(z) is a length
of a subsequence z. Equation 3.1 takes account of the possible difference between l(x)
and l(y). Due to this reason, z is adapted so that wseq(x, y) is strengthened in the case
of similar lengths of sequences x and y, and analogically weakened in the case of higher
difference of l(x) and l(y). For the methods LCS and LCSS, wseq meets all the similarity
conditions: wseq ≥ 0, wseq(x, x) = 1, wseq(x, x) > wseq(x, y) and wseq(x, y) = wseq(y, x).

It is obvious from Section 3.4.3, that the output z is only the sequence which char-
acterizes the relation between the sequences x and y for T-WLCS method. Therefore,
wseq(x, y) does not meet all the similarity conditions due to its characteristics. Respec-
tively, it is possible that wseq(x, y) > wseq(x, x). Although we know that wseq(x, y) is not
a similarity for T-WLCS method, due to a simplification, the ’sequence similarity’ will be
used as a relation weight wseq(x, y) between the sequences x and y for all the methods of
sequence comparison in the following text of the doctoral thesis.

Table 3.2 shows examples of the weight values used to describe the relation between
the sequences x and y for each of the selected methods. To demonstrate the importance of
using the methods for the comparison of sequences which respect the order of the elements
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E
x
am

p
le Cosine Levenshtein

LCS LCSS T-WLCS
Sequences Measure Distance

wcos(x, y) wlev(x, y) wseq(x, y)

1
x 1 2 3 4 5

1.000 1.000 1.000 1.000 1.000
y 1 2 3 4 5

2
x 1 1 1 1 1

0.000 0.000 0.000 0.000 0.000
y 2 2 2 2 2

3
x 1 1 1 2 2 2

1.000 0.000 0.250 0.250 0.250
y 2 2 2 1 1 1

4
x 1 2 3 5 6 7

1.000 0.000 0.250 0.250 0.250
y 5 6 7 1 2 3

5
x 1 1 1 1 1

1.000 0.400 0.064 0.064 0.400
y 1 1

6
x 1 3 8 2 3

0.926 0.800 0.128 0.512 0.512
y 1 3 2 3

7
x 1 1 2 1 1 2 1

0.930 0.857 0.280 0.630 0.857
y 1 1 2 2 1 1 2 2 1

Table 3.2: Weight Determination of Relation between Sequences – Examples for Selected
Methods

in the sequence, the table contains the values of other common methods used for similarity
measurement: cosine measure [127] wcos(x, y) and Levenshtein distance wlev(x, y).

Levenshtein distance [116] is a special type of edit distance used in order to measure
the degree of matching between query strings. It is defined by a set of edit operations,
and a cost for each operation, which are necessary in order to transform one query string
into the other. As a result of this, the distance is conveyed by the sum of the costs in
the cheapest chain of edit operations. In our approach we need to determine the relation
between two sequences (in this case considered as strings) defined as a similarity, not a
distance. Therefore, the relation between the two sequences x and y, computed by the
Levenshtein distance, wlev(x, y) was defined as Equation 3.2:

wlev(x, y) = 1 − Leven(x, y)

Max(l(x), l(y))
, (3.2)

where l(x) and l(y) are lengths of compared sequences x and y, and Leven(x, y) is function
for computation of Levenshtein distance between sequences x and y.

In Table 3.2, sequences x and y are comprised of the elements represented by numbers.
A space has been used as a separator between elements. As we can see, all of the methods
represent the complete identity of the two sequences by the value 1.000 (example 1); and
the complete difference of the two sequences by the value 0.000 (example 2). However,
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if we have the sequences where the elements are the same, but with a different order,
the relation weight determined by cosine measure still has the value 1.000, although the
weight determined by other methods does not have this value (examples 3 and 4). This is
the main reason as to why the cosine measure is not suitable for the determination of the
relation weight between the sequences. Additionally, this example shows the unsuitability
of the Levenshtein distance. Levenshtein distance is based on the number of the edits of
elements required to change the sequence x into the sequence y. However, in this case
(examples 3 and 4) the first half of the sequence x is the same as the second half of the
sequence y. More generally, a part of the sequence x is included in the sequence y, which
frequently occurs whilst comparing sequences. Levenshtein distance determines that all
of the elements of the sequence should be edited, resulting in the reason behind the finite
weight value 0.000. Whilst comparing similar sequences in our experiments, which very
often have similar elements, we need to take this into consideration. Due to this reason, we
decided to use the methods LCS, LCSS and T-WLCS. Another problem of cosine measure
is that it does not respect the different lengths of similar sequences (example 5).

Example 6 from Table 3.2 shows that the LCS method requires the exact matching of
each element in each compared sequence. The relation weight w(x, y) is decreased due to
the third element in the sequence x, which is not presented in the sequence y, whilst the
other methods LCSS and T-WLCS ignore this small distortion. This characteristic is very
important for the comparison of long sequences. The difference between the methods LCSS
and T-WLCS is presented in example 7. As we can see, T-WLCS method emphasises the
recurrence of elements in one of the compared sequences whilst LCSS does not.

Table 3.2 describes the basic characteristics of the selected methods for the comparison
of sequences using several examples. From the description it is evident that methods LCS,
LCSS and T-WLCS are suitable for the comparison of sequences, even if each method
has its own characteristics. A selection of the concrete method depends on the type of
data collection used for the analysis and on the type of sequences extracted from the data
collection, see Chapter 6.
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CHAPTER IV

Pattern Mining

This chapter contains a brief introduction to pattern mining, focused on the methods used
in the experiments described in Chapter 6. Data mining, in the area of social networks,
covers the analysis of (often large) observational data sets to find any unsuspected rela-
tionships and to summarise the data in novel ways which are both understandable and
useful to the data owner [56]. Data mining is commonly a multi-stage process involving
extracting previously unanticipated knowledge from large data collections and applying
the results to make decisions [5]. Data mining tools detect patterns from data and gather
associations and rules from them. Next, extracted information may be applied to pre-
diction or classification models by identifying relations within data records or between
data collections. In social network analysis (SNA) such information may be represented
as patterns of groups (or communities) in the social network structure, may guide network
visualisation and may facilitate the study of network evolution.

Pattern mining , or pattern recognition, is a scientific discipline which is focused on
object classification into categories or classes [127]. In a contemporary epoch of post-
industrial society, there can be found several applications of pattern mining methods where
automation in industrial production and information retrieval and handling becomes very
important. Among others, applications in machine intelligence systems, character recog-
nition (optical character recognition systems, handwriting), computer-aided diagnosis (to-
mography, ultrasound, EEG, ECG), speech recognition, face (image) recognition, office
automation, automatic personalisation and recommendation based on similar behaviour
etc. can be mentioned.

Finding patterns is one of the data mining processes used to describe the structure
of networks. Patterns can be defined as structures that make statements only about
restricted regions of the space spanned by variables of data [56]. In the classification
process, we can use several measurements for the object classification, generally known
as features (variables). More generally, n features xi, i = 1, 2, . . . , n form a feature vector
x = (x1, x2, . . . , xi). The feature vector then identifies a single object [127].
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There are two basic approaches to pattern recognition: supervised and unsupervised.

Supervised pattern mining is an approach used when we have a set of training data
with the feature vectors, for which the class is known a-priori. Those vectors, generally
known as training feature vectors (training patterns), are used for a design of the classifier.

Unsupervised pattern mining is used for pattern recognition tasks where training fea-
ture vectors with known class labels are not available. In this type of problem, a set of
feature vectors x is used, and the main goal is to achieve clusters (groups) of vectors on
the basis of their similarity (or proximity measure). This process is generally known as
clustering. Unsupervised pattern recognition is usually used in many applications of SNA.

In the experiments, selected pattern mining methods were used in order to find pat-
terns of similar behaviour of users and to find groups of users with similar behaviour. A
comparison of the selected methods is described in Chapter 6. The following subsections
are oriented only to the selected methods, used in the experiments.

4.1

Cluster Analysis

Cluster analysis covers the techniques that allow a researcher to separate objects, with the
same or similar properties, into groups that are created using specific issues. These groups
of objects, called clusters (and also called patterns), are characterised by their common
attributes (properties, features) of entities that they contain [31].

Clustering can be applied in various research areas such as biology (genetic engineer-
ing, neural networks), information retrieval (web pages, text documents, terms, search
engines), climate (patterns in the atmosphere and ocean), psychology and medicine (types
of depression, spatial and temporal distribution of disease), business (customer segmenta-
tion, viral marketing, product recommendation) and others. In SNA we can think of the
term cluster as a group of persons with similar attributes (based on their interaction) or
with similar behaviour.

The results of clustering depend on the selected algorithm and the criteria used. Due
to the type of analysed data collections where the training feature vectors with known
class labels are not available, and where the main goal is to discover the structure of the
data set, the following subsections are focused on the algorithms of unsupervised pattern
mining related to the author’s work and to the presented approach.

4.2

Hierarchical Clustering

Hierarchical clustering is characterised by a process involving a hierarchy produced by
several clusterings [70]. The algorithm involves N steps which correspond to the number
of feature vectors. There are two main categories of hierarchical clustering: agglomerative
and divisive.
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The main goal of Agglomerative clustering is to create a cluster hierarchy (tree cluster).
Let g(Ci, Cj) be a function defined for all possible pairs of clusters of X, which is a set of l-
dimensional vectors that need to be clustered. The function is used as a proximity measure
between Ci and Cj . The method can usually be based on one of two main concepts. These
stem from either the matrix theory or the graph theory. In the first concept, the matrix
D(X) is a pattern matrix N× l where the rows are feature vectors (transposed) of X. The
second concept works with the similarity matrix (dissimilarity matrix) P (X), which is a
N×N matrix, where pij elements equals the similarity s(xi,yj) (or dissimilarity d(xi,yj))
between vectors xi and yj . The matrix P (X) is also called proximity matrix, see Equation
4.1.

P =


p11 p12 . . . p1l
p21 p22 . . . p2l
...

...
. . .

...
pl1 pl2 . . . pll

 (4.1)

The representation of the sequence of clusterings produced by the agglomerative clus-
tering algorithm can be visualised by a dendrogram. After cutting the dendrogram at a
selected level (clustering criterion or threshold), we can obtain the result of the clustering
algorithm.

Divisive clustering is the reverse algorithm from the agglomerative clustering. The
clustering begins with a whole set X (one cluster), and during each phase of the algorithm
the clusters are divided into smaller parts (clusters). The final clustering then consists of
N clusters; each cluster contains only one vector xi.

Hierarchical agglomerative clustering was used in the third phase of the proposed
approach for finding the behavioural patterns by clustering similar sequences, see Figure
1.1 (part c). A detailed description of using hierarchical clustering, combined with our
proposed algorithm for finding the clusters with similar sequences, is described in Section
5.2.

4.3

Competitive Learning in Context of Clustering

Competitive learning is a type of unsupervised learning used in artificial neural networks.
The main principle of this method is based on the competitiveness of the nodes for the
right to respond to a subset of the input data.

Artificial neural networks (ANN) are the mathematical models inspired by the struc-
ture and functionality of the biological neural systems capable of parallel and distributed
computation [58]. The ANN can be thought of as the non-linear statistical data modelling
tools used to find and visualise complex relationships between input data collections and
an output map. Additionally, ANN can be used as an adaptive system, which is able
to change its structure through the learning phase, in relation to the external input or
internal information in the network.
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The model typically consists of interconnected groups of neurons which are organised in
layers of the system. The basic system of ANN has three layers (input neurons, a second
layer of neurons and an output layer of neurons). All of the layers are interconnected
through synapses. These have assigned weights used for the calculation of a network
function f(x). The network function is then defined as a composition of other functions,
appropriate to the neurons, on each layer of the network.

ANN is typical of its possibility to learn. Given a class of functions, F , learning is a
process of finding the optimal solution f∗ ∈ F for a specific task using a set of observations.
To measure efficiency a cost function is used C : F → R such, that for the optimal solution
f∗ is C(f∗) = minC(f), ∀f ∈ F .

There are known two basic approaches to the learning phase of ANN. These are super-
vised learning and unsupervised learning and their extensions or combinations. Supervised
learning is the approach where the network function is inferred from the supervised train-
ing data collection. The set of training examples consist of pairs of input vectors and
appropriate output values. The network function is then typically used for pattern recog-
nition or classification (for discrete output) or for regression (for continuous output). As an
example of a commonly used supervised algorithm, we can mention multilayer Perceptron
with Backpropagation method.

Usupervised learning is used for solving problems focused on the discovery and deter-
mination of the data structure. Among commonly used algorithms we can include Vector
quantization or Self organizing maps, and their extensions. ANN, with unsupervised
learning, is commonly used for tasks like clustering, estimation of statistical distributions,
filtering or compression problems.

4.3.1 Self Organizing Maps

Self organizing maps (SOM), also called Kohonen maps, is a type of artificial neural
network invented by Professor Teuvo Kohonen in 1982 [72]. The input space of the training
samples is represented in a low dimensional (often two-dimensional) space, called a map.
The model is capable of projecting a high-dimensional space into a lower-dimensional space
[74] and is efficient in structure visualisation due to its feature of topological preservation
using a neighbourhood function. The obtained low-dimensional map is often used for
pattern detection, clustering, or for characterisation and analysis of the input space [136].

SOM techniques have been applied in many spheres such as speech recognition [89, 45],
image classification [71, 4], document clustering [69, 46] etc. A detailed description of SOM
application is provided in [45].

The model of SOM consists of two layers of nodes: an input layer, for receiving and
transmitting the input information, and an output layer, called the map, represents the
output characteristics. The output layer is commonly organised as a two-dimensional map
of nodes, however there are known extensions (for example hexagonal grid of output layer).
Both layers are feed-forward connected. It is known that maps with smaller grid of output
layer have a behaviour similar to K-means clustering [2]. Larger output maps have the
ability to describe the topological characteristics of the input data collection (often by
using U-Matrix for the interpretation of the distance between nodes).
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The SOM input layer is given by the input vectors x ∈ Rn. Each node of this layer is
then connected with one of the output nodes K by means of a weight of reference vector
wk ∈ Rn, k = 1, . . . ,K. During the learning phase, the weight vector wk(t) is computed for
the network at the time t, where t = 0, 1, . . . is a discrete time index for each input vector
x(t). The passage through the network at t time is an epoch. The learning (training)
phase is performed through competitive learning. Here, for each training example, x(t)
is a computed similarity to all of the weight vectors wk(t). The output neuron with the
most similar vector is then called a best matching unit (BMU). The weights of the winning
neuron, and the neurons in the closest neighbourhood, are then updated and adjusted for
the appropriate input vector.

The initialised weight vector is usually assigned using a random function, or by using
other data mining methods. The concrete implementation of the SOM depends on the
method used for the weight vector actualisation during the training phase.

Several variants of the SOM algorithm interpretations are known [73, 80]. Depending
on to the implementation we can use serial or parallel algorithms. Among conventional
variants of the serial algorithm interpretations are considered On-line SOM, Batch SOM
(Off-line) or Sparse batch SOM.

A parallelisation of SOM learning algorithms can be implemented by network parti-
tioning or data partitioning [8].

The SOM algorithm was used in the last phase of proposed approach. It was used for
the clustering of users with the similar behaviour in the system, see Figure 1.1 (part e).
Several variants of the SOM algorithm were tested in previous experiments, including their
parallelisation [135]. The parallelised on-line SOM algorithm was used in the presented
approach (see Section 5.3) and in the experiments described in Chapter 6.

4.4

Spectral Clustering

Spectral clustering is one of the divisive clustering algorithms which can be applied in the
graph theory. The spectral clustering algorithm uses eigenvalues and eigenvectors of a
similarity matrix derived from the data set to find the clusters. In this section, spectral
clustering based on the second smallest eigenvector of the Laplacian matrix, is described.

Given the set of data points {x1, . . . xn} ∈ Rl and similarity (cosine measure) aij ≥ 0
between all pairs of the data points xi and xj .

Each vertex vi in this graph represents the data point xi. Two vertices are connected,
if the similarity aij between the corresponding data points xi and xj is positive, and the
edge is weighted by aij .

The weighted adjacency matrix of the graph is the matrix A = (aij) i, j = 1, . . . , n. If
aij = 0 than (vi, vj) /∈ E(G). It is given that A is symmetric in the undirected graph. A

degree of the vertex vi ∈ V is defined as di =
n

j=1
aij . A degree of the matrix D is defined

as the diagonal matrix with the degrees of d1, . . . , dn on the diagonal. The unnormalized
graph of the Laplacian matrix is defined as L = D−A. In[39], Fiedler defines the second
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smallest eigenvalue a(G) of the of Laplacian matrix L(G) as an algebraic connectivity of
the graph G. In his honour the corresponding eigenvector is called the Fiedler vector. The
Spectral Partitioning Algorithm which uses the Fiedler vector, is summarised in[106]. The
other properties of the algebraic connectivity are in [40].

The usage of spectral algorithm was studied in [66] by Cheng et al. The practical
implementation of the clustering algorithm is presented in [17]. In [26] Ding et al. pro-
posed a new graph partition method. It is based on the min-max clustering principle.
In this principle, the similarity between two subgraphs (cut set) is minimised, while the
similarity within each subgraph (summation of similarity between all pairs of nodes within
a subgraph) is maximised. Shi and Malik [115] treated image segmentation as a graph
partitioning problem and proposed a global criterion, the normalised cut, to segment the
graph. They showed that an efficient computational technique, based on a generalised
eigenvalue problem, can be used to optimise this criterion.

The spectral clustering method optimised by our proposed Left-Right Oscillate al-
gorithm [85, 27] was used in two parts for the proposed approach. Firstly, to find the
behavioural patterns (see Figure 1.1, part c) and secondly, for a better visualisation of the
users’ network based on their similar behaviour in the system (see Figure 1.1, part c). A
more detailed description can be seen in Chapter 6.



CHAPTER V

Proposed Approach

The proposed approach proceeds from the original social network approach with a mod-
ification focused on users’ behaviour. The modification is based on a definition of the
relationship between users. As mentioned in Section 2.2, the original approach into the
analysis of social networks deals with the assumption that the social network is a set of
people (or groups of people) with social interactions among themselves [97]. Social in-
teraction is commonly defined as an interaction between actors, such as communication,
personal knowledge of each other, friendship and membership etc.

The modification extends the original approach of social network analysis by the per-
spective of the complex networks, see Section 2.2. This type of view differs from the
original approach due to the description of the relations between nodes (users, actors).
The relation between the users is defined by their common attributes, characterising their
behaviour in the system. More specifically, user behaviour in the system is defined by user
profiles.

The user profiles are extracted using the methods from process mining, see Section 3.2,
especially the methods from log mining, see Section 3.1. Let us assume that an event log
from the analysed system contains data related to activities executed by the users in the
system. Therefore, in accordance with the Aalst definitions (Section 3.1), we can extract
the following information from the log file:

• events - an event e ∈ E, where E is a set of all events, is represented by the row
in the log file. Events can be characterised by attributes like #resource(e), #time(e),
#activity(e), and others. Each event appears in the event log only once.

– resources - a resource (performer) of an event #resource(e) is an originator which
performs the event e in the system. The resource can usually be a device,
software or a person. In the proposed approach, the main focus is aimed towards
users as a resource (students in LMS, agents in multi-agent system, users of the
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website). Resources can have additional attributes, for example the ability to
sell (agents in multi-agent system).

– time - each event in the presented approach should have an attribute #time(e),
which is the timestamp of the event e. This attribute represents the date
and time when the event was executed. This information is essential for the
extraction of traces (sequences of events).

– activities - an activity #activity(e) is an action associated with an event e. An
activity is also called a labelled event in business processing. Activities may
have additional attributes, for example concrete study material, quiz, type of
contribution in a forum (LMS) or concrete material, URL address and website
(web analysis).

• cases - an event log consists of cases ca ∈ CA, while cases consist of events. Each case
has a special mandatory attribute trace #trace(ca) and other optional attributes. In
the presented approach, the cases can be related to a concrete performer #resource(ca)
(student, agent, web user), to a concrete study course #course(ca) (LMS), to an
agent negotiation #neg(ca) (multi-agent system) or to a web session #session(ca)
(web analysis). Cases are uniquely identifiable. Other attributes (for example in
multi-agent system) can be a price, an amount of items etc.

• traces - a trace #trace(c) is a finite sequence of unique events σ ∈ E such that for
1 ≤ i < j ≤ |σ| : σ(i) ̸= σ(j). The extraction of the traces from the log file depends
on the system generated the analysed log and on the type of data collection. In
process mining and the analysis of business processes, traces are usually related to a
business case during their construction (for example negotiation). However, in the
proposed approach, a trace is related to a performer as well. This is due to the aim
to construct the users’ network on the basis of their behaviour in the system. In
the presented approach, and in the following text of this doctoral thesis, a trace is
named as a sequence of events which are more suitable for the data domain they are
dealing with, see Definition 5.1 in Section 5.1.

The main goal of this doctoral thesis is to propose a methodology for an analysis of
users’ behaviour in the systems that store their activity in log files and the visualisation of
latent ties among the groups of users with similar behaviour. This is done by using their
profiles based on behavioural patterns.

The main concept of the proposed approach was described in Figure 1.1, see Chapter
1 and is shown with more details in the following text. User profiles are constructed using
extracted sequences of events performed by users in the system from the log files (Figure
5.1, part a).

However, in some systems, the amount of extracted sequences can be very large (for
example in LMS or in web server up to tens of thousands). Moreover, the sequences are
often very similar. In such cases, user profiles described by a large amount of sequences
(Figure 5.1, Base User Profiles, part b) are not trivial to compare in order to find the
groups of users with similar behaviour using common methods for data clustering.
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This suggests the need for the use of mathematical tools and the development of data
reduction procedures by string alignment. Therefore, one step of the approach is focussed
on the construction of reduced user profiles using these methods and the methods for
sequence comparison. This step is focused on finding behavioural patterns (Figure 5.1,
Sequence Reduction, part c), which are a base for the construction of new reduced user
profiles (Figure 5.1, Reduced User Profiles, part d). Finally, the reduced user profiles
facilitate the construction of a user network (Figure 5.1, part e) and the finding of user
groups with similar behaviours.

The hypothesis is: ’Is the network of user groups with similar behaviours, described by
reduced user profiles, able to show us groups of users, and latent ties between them, which
may not be apparent in the network of user groups with similar behaviours described by
base user profiles?’.

The discussion which leads to finding the answer to this hypothesis is presented through
experiments with the three data collections from the three different spheres: agents’ be-
haviour during a business process simulation in the multi-agent system (Section 5.4.3),
students’ behaviour in an e-learning system (Section 5.4.2) and users’ behaviour on the
web (Section 5.4.1).

Figure 5.1 shows a detailed approach with a view to the sequence reduction and dis-
covering the behavioural patterns. The process of sequence reduction is described in part
c. The large set of extracted sequences S is mapped into a set of behavioural patterns R,
where |S| << |R|.

The proposed approach described in Figure 5.1 requires the solution of the following
sub problems:

a. The definition of user behaviour in the system

b. The creation of user profiles based on their behaviour within the system

c. The finding of user behavioural patterns

d. The construction of user profiles based on user behavioural patterns

e. The finding of user groups with similar behaviours by using the behavioural patterns
and the transparent visualisation of latent ties between them

The basic steps of the presented approach are common for all areas of application,
except the first step (Figure 5.1, part a) - extraction of the set of users U and of the set of
sequences S. This phase includes the solution of the first problem - The definition of user
behaviour in the system. This first phase, including the data pre-processing, depends on
the characteristics of the used data collection and on the system. A detailed description
of the differences in the first step of the presented approach are presented in the following
subsections, with the focus on the concrete spheres of the experiments: users’ behaviour
on the web (Section 5.4.1), students’ behaviour in e-learning system (Section 5.4.2) and
agents’ behaviour in simulation model (Section 5.4.3).

A detailed description of the common steps of the proposed approach is discussed in the
following text: creation of base user profiles (Section 5.1), finding of behavioural patterns
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Figure 5.1: Detailed Approach

by sequence reduction and creation of reduced user profiles (Section 5.2), and the creation
of users’ network based on their similar behaviour in the system (Section 5.3).

5.1

Base User Profiles

The second problem of the proposed approach is The creation of user profiles based on
their behaviour within the system. This problem corresponds to the second phase of the
proposed approach (see Figure 5.1, Base user profiles, part b). This step requires a set of
users U and a set of event sequences S performed in the system by the users. Both sets
were extracted during the first step (see Figure 5.1, part a) and are discussed with more
details in Section 5.4.
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Definition 5.1 (Base user profile, sequences)

Let U = {u1, u2, . . . , un}, be a set of users (denoted as resources #resource(e)), where
i = 1, 2, . . . , n is a number of users u. Then, sequences of events σij =


eij1, eij2, . . . eijmj


(denoted as traces #trace(e)), are sequences of events executed by the user ui in the system,
where j = 1, 2, . . . , pi is a number of that sequences, and mj is a length of j-th sequence.
Thus, a set Si = {σi1, σi2, . . . σipi} is a set of all sequences executed by the user ui in the
system, and pi is a number of that sequences.

Sequences σij extracted with relation to certain user ui are mapped to set of sequences
σl ∈ S without this relation to users: σij =


eij1, eij2, . . . , eijmj


→ σl = ⟨e1, e2, . . . , eml⟩,

where eij1 = e1, eij2 = e2, . . . , eijmj = eml.

Define matrix B ∈ N |U |×|S| where

Bij =


frequency of sequence σj ∈ S for user ui if σj ∈ Si

0 else

A base user profile of the user ui ∈ U is a vector bi ∈ N |S| represented by row i from
matrix B.

Example 5.1 shows base user profiles, which were created to focus on agents behaviour
during a business process simulation, in the multi-agent system. Base user profiles were
generated by our application SN agents1 and developed for processing log files from the
multi-agent system, see Section 5.4.3.3. In Example 5.1 we can see a part of the output file
profileBase.csv. The file contains the agents and their sequences of events, extracted from
the log file. Each sequence has its unique ID and has assigned its frequency, of which the
sequence has been performed, by the agent in the system during the analysed simulation.
The activities inside the sequences are labelled; each activity has its unique ID.

Example 5.1 (Example of Base User Profiles – Simulation Model)

#user:sa0028

0|1|ability_generated;|0;

1|253|sent_proposal;sent_proposal;sent_proposal;sent_proposal;sent_proposal;sent_proposal; ...

3|1|sent_proposal;sold;|6;11;

#user:ca0209

12|1|starting_work;got_info;decided_buy_false;finished_turn;|1;2;9;10;

11|19|got_info;decided_buy_false;finished_turn;|2;9;10;

10|31|got_info;decided_buy_true;quantity_generated;sent_cpf_message;received_cpf_message;sent_rep ...

15|1|got_info;decided_buy_true;quantity_generated;sent_cpf_message;received_cpf_message;sent_rep ...

#user:manageragent

22|52|turn_result;|13;

#user:disturbanceagent

23|17|disturbance_value;|14;

1For more information, see http://sn.cs.vsb.cz/

http://sn.cs.vsb.cz/
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5.2

User Behavioural Patterns and Reduced User Profiles

In [131], Aalst defines the event attribute transaction type #trans(e), see Section 3.1. In
the presented approach the transaction type is not known a priori. Therefore, it cannot be
used as a label for the events. However, one of the aims of the approach is to discover this
attribute. This is because finding the type of transaction (type of sequence) allows us to
obtain behavioural patterns of the users in the system, see Definition 5.2. For this purpose,
sequences σij extracted with relation to certain user ui are mapped to a set of sequences
σl without this relation to users: σij =


eij1, eij2, . . . , eijmj


→ σl ⟨e1, e2, . . . , eml⟩, where

eij1 = e1, eij2 = e2, . . . , eijmj = eml.

Definition 5.2 (Representative, behavioural pattern)

Let C be a set of clusters consisted of similar event sequences. Let R = {ρ1, ρ2, . . . , ρr}
be a set of representatives of clusters ρk, where k=1, 2, . . . , r. Then, a representative
ρk ∈ R of a cluster Ck is a sequence, which describes a similar event sequences σl =
⟨e1, e2, . . . eml⟩ in the cluster Ck (it has the maximal average similarity to the all sequences
in the cluster Ck).

Representatives ρk ∈ R are called behavioural patterns.

Next, behavioural patterns were used for the creation of reduced user profiles, see
Definition 5.3.

Definition 5.3 (Reduced user profile)

Let U be a set of users ui. Thus, a set Πi = {π1, π2, . . . πsi} is a set of all behavioural
patterns πk ∈ R for user ui to which is mapped a set of sequences Si executed by the user
ui in the system. A sequence σij is mapped into such behavioural pattern πk, which is a
representative of a cluster to which belongs the corresponding sequence σij.

Define matrix P ∈ N |U |×|R| where

Pij =


frequency of representative ρj for user ui ∈ R if ρj ∈ Πi

0 else

A reduced user profile of the user ui ∈ U is a vector pi ∈ N |R| represented by row i from
matrix P .

The solution of the third problem, The finding of user behavioural patterns, consists of
the three parts:

1. The determination of relation between sequences

2. The extraction of clusters with similar sequences

3. The determination of representatives for each cluster



41

The relation between sequences (1) was defined using methods for the comparison of the
sequences LCS, LCSS or T-WLCS. These methods find the longest common subsequence
(or the sequence which characterises the relation) z for comparing the sequences x and
y, see Section 3.4. Next, the relation weight wseq(x, y) between sequences x and y was
counted by Equation 3.1. A detailed comparison of the characteristics of each method, as
well as their comparison to the other common methods cosine similarity and Levenshtein
distance, was discussed in section 3.4.4, see Table 3.2.

Counting the weights between the sequences was performed by our application
SN GraphReweighting. As the input a .gdf file was used. This contained all of the
sequences extracted from the log file as graph nodes. This file was extracted during the
processing phase of the log file from the system, see Figure 5.1, part a. The construc-
tion of this file is described in more detail in Section 5.4. As the output was obtained
the undirected weighted graph G(V,E) represented vertices (graph nodes) V by set of
sequences S extracted from the log file. The edges, E, represented the relations between
the sequences. The output was influenced by two parameters. The first parameter was
the selected method (LCS, LCSS, T-WLCS, Levenshtein, cosine measure) which was used
for determining the weight wseq. The second parameter was the minimal weight between
the sequences which was used for the construction of the basic .gdf file (the basic graph
of sequences). If the weight was lower than this value then the relation between the two
sequences was not created in the graph.

The extraction of the clusters with similar sequences (2) was realized using selected
clustering methods. For the comparison, two methods were selected: hierarchical ag-
glomerative clustering (bottom-up clustering approach) and spectral clustering, using the
Fiedler vector via Left-Right Oscillate method (up-down clustering approach). Both clus-
tering methods were described in Section 4.2 and Section 4.4.

The spectral clustering method, which is hierarchically applied on weighted and undi-
rected graphs, leads to obtaining clusters which are often near to a complete graph. Due
to this fact it is possible, in some cases, that the sequences with the high value wseq may
appear in one cluster wseq. However, even the sequences, which are not similar at all, are
always similar to their neighbour sequences.

This problem was solved by the algorithm for finding the most suitable representative
sequence of the cluster. The algorithm allows an additional, and a more appropriate
division of the clusters, if it is necessary for a selected similarity threshold θ, see Algorithm
5.1.

The extraction of clusters with similar sequences, by spectral clustering using
Fiedler vector via the Left-Right Oscillate method, was performed using our applica-
tion SN Hierarchy. The output of this application consisted of files containing sets of
clusters, which represent subgraphs with the similar sequences, for each level of hierarchy.
Afterwards, further processing was done with the last level of hierarchy recorded in the
file graph@last@.gdf.cmp (but it is possible to use higher levels with rough division of
sequence clusters). Table 5.1 shows one of the clusters with similar sequences as found
by spectral clustering; the similarity of sequences was defined by LCS method. As we
can see, the cluster contains not only the similar sequences (ID 19, 21, 17), but even
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Algorithm 5.1 Determination of Representative in Cluster of Sequences

Goal: The determination of sequence representatives ρ (behavioural patterns) which will
be used for a description of the sequence clusters C, for selected similarity threshold θ.
Input:

• A cluster C, where a similarity between the objects inside the cluster is given by
values Sim(cl, ck).

• A selected threshold θ for a sequence similarity wseq in clusters.

Output:

• A set of representatives R = {ρ1, ρ2, . . . , ρr} and a set of clusters Cρ which correspond
to the appropriate representatives.

1. For each object, belonging into a cluster C, determine its average similarity to other
objects inside that cluster. Similarity between the objects cl and ck is given by the
condition Sim(cl, ck) > θ;∀cl, ck ∈ C, where θ is the selected threshold for the object
similarity.

2. Select the object with the maximum average similarity counted in Step 1. The
selected object is labelled ρ.

3. Create a new cluster Cρ, which contains the objects from cluster C, which meets the
condition Sim(cl, ck) > θ and contains the representative ρ.

4. Add a representative ρ into the set R and record the appropriate cluster Cρ, which
is created in Step 5.

5. C = C − Cρ.

6. If C ̸= ∅, then repeat to Step 1 with a new cluster C.
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the sequences which have a low weight of similarity wseq (ID 12 and 11) to the selected
representative of the cluster.

The next step of this application was the more precise division of the obtained se-
quence clusters Cρ and finding the representatives for these obtained clusters (3) using
our Algorithm 5.1. As a partial output of this algorithm a .txt file with clusters and their
representatives was generated.

In Example 5.2, there is shown a more appropriate division of the cluster presented in
Table 5.1. It was divided in smaller clusters of sequences using our proposed Algorithm
5.1 for threshold θ = 0.2. As we can see, each cluster contains an ID of its representative
sequence (best sequence) and a list of sequences in the clusters. Each sequence has its
sequence ID, its similarity wseq to the representative, and sequence description. As we can
see, the proposed algorithm has divided the founded cluster into four subclusters, where
the sequences have a higher similarity.

Example 5.2 (Sequence Clusters and Representatives – Simulation Model)

Best sequence: 19

Seq.: 21, lev: 1 sim: 0.813, data: 1 2 3 4 5 7 8 7 8 7 8 7 8 12 10

Seq.: 20, lev: 4 sim: 0.346, data: 2 3 4 5 7 8 7 8 7 8 7 8 7 8 7 8 12 10

Seq.: 19, lev: 0 sim: 1.000, data: 2 3 4 5 7 8 7 8 7 8 7 8 12 10

Seq.: 17, lev: 2 sim: 0.437, data: 2 3 4 5 7 8 7 8 7 8 12 10

Seq.: 15, lev: 4 sim: 0.233, data: 2 3 4 5 7 8 7 8 12 10

Seq.: 14, lev: 2 sim: 0.492, data: 2 3 4 5 7 8 7 8 7 8 7 8 7 8 12 10

Avrg. Levenshtein Distance: 2.600, Avrg. sim: 0.193

Best sequence: 10

Seq.: 9, lev: 1 sim: 0.903, data: 1 2 3 4 5 7 8 7 8 7 8 7 8 7 8 7 8 7 8 7 8 7 8 7 8 7 8 7 8 10

Seq.: 18, lev: 8 sim: 0.361, data: 2 3 4 5 7 8 7 8 7 8 7 8 7 8 7 8 7 8 7 8 12 10

Seq.: 10, lev: 0 sim: 1.000, data: 2 3 4 5 7 8 7 8 7 8 7 8 7 8 7 8 7 8 7 8 7 8 7 8 7 8 7 8 10

Avrg. Levenshtein Distance: 4.500, Avrg. sim: 0.211

Best sequence: 16

Seq.: 16, lev: 0 sim: 1.000, data: 1 2 3 4 5 7 8 12 10

Seq.: 13, lev: 1 sim: 0.702, data: 2 3 4 5 7 8 12 10

Avrg. Levenshtein Distance: 1.000, Avrg. sim: 0.234

Best sequence: 12

Seq.: 12, lev: 0 sim: 1.000, data: 1 2 9 10

Seq.: 11, lev: 1 sim: 0.422, data: 2 9 10

Avrg. Levenshtein Distance: 1.000, Avrg. sim: 0.422

Another output of the application SN Hierarchy is .cmp the file with the new clusters
Cρ and the information of sequences contained within these clusters. There is also a .gdf
file which represents the graph with the new clusters and the relations between them. This
file is important for visualisation of the obtained similar sequences in the system, and for
a better description of the found behavioural patterns and their relations. The example
of graph with clusters (behavioural patterns) with similar sequences of events performed
by agents in the multi-agent system from Example 5.2, are shown in Figure 5.2.

The weights used to describe relations between the new clusters could be re-calculated
from the original weights between sequences by the process used in the algorithm for the
calculation of modularity [96]. Consider the particular division of a network into k clusters.
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Figure 5.2: Visualization of Behavioural Patterns (Spectral Clustering) – Simulation
Model

Let us define a k × k symmetric matrix e whose element eij is the fraction of all of the
edges in a network that link the vertices in a cluster Ci to vertices in cluster Cj [98], where
eij =


(u,v)∈E,u∈Ci,v∈Cj

w(u, v) with each edge (u, v) ∈ E is included, at most, once in the

computation. We obtain a new graph Gclusters = (Clusters, Eclusters), where the weights
of the edges Ecluster are represented by the elements of the matrix e.



46

The extraction of clusters with similar sequences, by hierarchical agglomerative clus-
tering (HAC), was performed by our application SN HierarchicalClustering. This method
used a dendrogram, constructed during the previous phase of weighting the relations be-
tween sequences, as its input. The file graph@last@.gdf.cmp containing the clusters for
the selected input weight threshold was generated as the output.

However, the weights in the dendrogram do not correspond to the weight values of the
relations between the sequences wseq. Due to this reason we have developed the algorithm
for a further, and more appropriate, division of the clusters obtained by HAC for a selected
similarity threshold θ, see Algorithm 5.2.

The output of the application is the same as it is in application SN Hierarchy : the
.txt file with clusters and their representatives, the .cmp file with the new clusters Cρ

and information of the sequences contained within these clusters and .gdf the file which
represents the graph with coloured new clusters, and the relations between them, for the
visualisation of the found behavioural patterns.

An example of a graph containing behavioural patterns, and a description of clusters
with similar sequences of events performed by agents in a multi-agent system, are shown
in Figure 5.3. The weight of the edges represents the similarity between sequences as
computed by the LCSS method. Clusters were found by HAC with the threshold θ = 0.2.

Figure 5.3: Example of Visualization of Behavioural Patterns – Simulation Model

The last output for the both of the methods is the .csv file containing the reduced
user profiles generated on the basis of the .gdf file created in the previous step, and on
the basis of the base user profiles. This file is in the same format as the .csv file for the
Base user profiles, see Example 5.1.
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Algorithm 5.2 Finding Clusters with Similar Sequences after Hierarchical Clustering

Goal: A more appropriate division of clusters CHAC , obtained by hierarchical agglomer-
ative clustering (HAC), using a selected threshold θ for the object similarity.
Input:

• A set of objects O = {o1, o2, . . . , on} of size n, a set of clusters CHAC =
{C1, C2, . . . , Cn−1} of size n − 1 and a binary tree which represents a linkage be-
tween clusters and objects. It holds true that leave nodes of the binary tree ol ∈ O
are individual objects. Non-leave nodes ck ∈ CHAC represent clusters (or sets of
clusters) of similar objects Ci = {oi1, oi2, . . . , oim} from the set O.

• A selected threshold θ for object similarity in clusters.

Output:

• A set of clusters CSeq.

1. The definition of two empty sets:

• Sused = ∅ - a set of used objects oi ∈ O,

• CSeq = ∅ - a set of found clusters Cj consisting of objects oj i ∈ O which meet
the condition Sim(Ci, Cj) > θ.

2. Select a cluster with the least amount of objects from the set CHAC and label it
Cactual, Cactual ∈ CHAC . If more than one cluster with the same amount of objects
exist then select the first cluster.

3. CHAC = CHAC − {Cactual} - Revoke the cluster Cactual from the set CHAC .

4. Ctest = Cactual − Sused - A cluster Ctest consists of all the objects within the cluster
Cactual which have not been matched with any cluster from the set CSeq.

5. Find a set Cresult, which is an output from Algorithm 5.1 ’Determination of Repre-
sentative in Cluster of Sequences’. The algorithm has the cluster Ctest and threshold
θ at its input. If θ leads to the division of the cluster Ctest into more clusters, then
|Cresult| > 1.

6. If |Cresult| > then CSeq = CSeq


Cresult and Cused = Sused

Ctest.

7. If CHAC ̸= ∅ then return into Step 2.

8. If Cresult = 1 then CSeq = CSeq

Cresult.
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5.3

Network of User Groups with Similar Behaviour

The network of user groups with similar behaviour was created using the graph theory
approach. This approach is suitable for the clear and understandable visualisation of
relations between users. Additionally, we can discover and visualise latent ties, between
obtained groups of users with similar behaviour, by using reduced user profiles. In this
phase of the presented approach (see Figure 5.1, part e), a weighted and undirected graph
was constructed G(V,E), where vertices (graph nodes) V are the users ui and the relations
(edges) E express the similarity between the user profiles.

The creation of users’ network was performed by our application SN UsersGraph. The
output graph can be obtained by the comparison of base user profiles or of reduced user
profiles. It is possible to count the edge weights (similarity) by cosine measure or Euclidean
similarity [36]. As the output we obtained a graph of users (a .gdf file). Another output
was a file containing a set of users U and their vectors consisted of sequences (behavioural
patterns) and their frequency.

In this last phase of the proposed approach, two methods for the construction of a
network of groups with users were compared. The first method proceeded from graph of
users (a .gdf file), as mentioned before. The groups of users with similar behaviour (similar
user profiles) were found using spectral clustering by Fiedler vector using the Left-Right
Oscillate algorithm. The final .gdf file containing a graph of users was obtained using the
application SN Hierarchy, as mentioned before. The graph was only constructed from the
edges, whose weight was higher than a selected threshold. The graph also contained the
isolated users (nodes) as they are just as important as the other connected nodes. They
created a separate component in the graph, see example graph of groups of agents with
similar behaviour in the multi-agent system in Figure 5.4.

The second method used for the construction of users’ network containing groups of
users with similar behaviour was the Self organizing map (SOM), see a detailed description
in Section 4.3.1. This method used a file containing users and their vectors, which consisted
of sequences (behavioural patterns) and their frequency as the input for SOM.

The goal of this method was to obtain such output SOM map, in which each neuron
of the output map consisted of users with similar behaviour (with similar user profiles).
However, the output SOM map has its predefined structure (in our case lattice), which is
not suitable for the visualisation of a social network. In Figure 5.5, we can see an example
of a smoothed data histogram used for cluster visualisation in SOM map by SOMToolbox
[103]. The example shows the visualisation of agents with similar behaviour. The white
colour represents neurons with the higher amount of agents and blue colour represents
empty (or almost empty) neurons.

Therefore, we have used further steps to transform the SOM output lattice into graph
of groups with users. This transformation was performed by removing the empty neurons
(neurons to which none of users were assigned). The rest of the nodes from the output SOM
lattice were considered as graph nodes with groups of users. Due to information about
the distance between the neurons, we obtained the weights for the relations between the
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Figure 5.4: Example of Users’ Network (Spectral Clustering) – Simulation Model

Figure 5.5: Example of Clusters with Users Visualized by SOM – Simulation Model

nodes. It is common that some neurons may be very close, which means that the users
in such neurons may be very similar, and may create one group in the users’ network.
Therefore, a further clustering and colouring of the obtained clusters in a graph of users
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was performed using the spectral clustering method by Fiedler vector and the Left-Right
Oscillate algorithm.

The computation of the SOM map was executed by our application SN SOM. The ap-
plication allows us to configure the dimension of the SOM map and the amount of iterations
during the computation. This algorithm contained optimisation techniques published in
our article [87].

The transformation of the output SOM map to the graph of users was performed in
two steps. The first step was removing the empty neurons. Then, as already mentioned,
the obtained .gdf file was used as the input for further clustering by our application
SN Hierarchy. The transformation of the SOM neurons to the graph nodes, with similar
users, was performed by our application SN SOMPostProcess. In Figure 5.6, we can see
a network of agents which have been transformed from the SOM map to the graph. The
different colours represent the different clusters of agents with similar behaviour.

Figure 5.6: Example of Users’ Network (SOM) – Simulation Model

Additionally, the graph of users can be reduced by our application SN GraphReduction
into a graph of user clusters, where clusters contain users with similar profiles. This
approach is suitable for better visualisation in cases with a large amount of users, see
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example in Figure 5.7. The results obtained from data of simulation model were published
in our work [138].

Figure 5.7: Example of Reduced Users’ Network (SOM) – Simulation Model

5.4

Areas of Application

The proposed approach, focused on finding and analysing users’ behaviour in the system,
was tested on data collections from three different areas. These areas were selected inten-
tionally. This is because, in real systems, data collections recorded into log files are often
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very different and may have different characteristics. Therefore, it is necessary to select
the most appropriate methods suitable for each step of the approach. The most critical
step is the first one - the extraction of the event sequences (see Figure 5.1, part a). This
step is necessary for the whole process of the users’ behaviour analysis and visualisation.
In this section, the process of data pre-processing and the extraction of a set of users U
and a set of sequences S performed by the users in the system for each selected area are
described.

The analysis of users’ behaviour on the web site was selected as the first area of ap-
plication, see Section 5.4.1. It can be helpful for the effective optimisation of the website
structure, the personalisation of websites, optimisation of the processes within e-shops and
recommended systems. Additionally, having users’ groups with similar behaviour may be
useful for marketing purposes. For example, it can make easier the identification of the
right groups of potential or recent customers for marketing campaigns. It is supposed that
mentioned systems (e-shops, e-commerce systems or simply websites) are based on web
structure and the behaviour of users is recorded into the log files, see Subsection 5.4.1.1.

In this sphere, two problems need to be solved. Firstly, it is the identification of the
users, and secondly, it is the identification of users’ sessions. In the cases when we don’t
have a login system, it is not possible to identify the users properly. We can only work
with limited information about the users, for example, he/she can be identified only by
the IP address of the users’ client. The credibility of the web log files was discussed by
many researchers and various alternative methods should be used. This was mentioned
with more details in Section 3.1. Although the priority of this work is not focused on this
problem, it must be taken into consideration. This is due to the sequence extraction phase.
It must also be explained while interpreting the outputs. A description of the Apache log
file, and the available information used in the experiments from this type of log file, are
discussed in Subsection 5.4.1.2. Then, in Subsection 5.4.1.3, the sequence extraction is
described. It involves the identification of the beginning and the end of the sequences on
the basis of web sessions.

It is typical that users, in such systems that record log files, perform a large amount of
different sequences of events, which are often very similar. The extracted sequences from
web log files are often very long and consist of many types of events. Furthermore, the
sequences are often different only in small parts, usually in extra events inserted into the
sequence. The main purpose of the experiments with data collections from this area was
to be able to process this type of data collection and to tailor the proposed approach to
this type of systems.

The second area of application is e-learning systems, see Section 5.4.2. The analysis
and visualisation of students’ behaviour in the education sphere may be used, for example,
for the optimisation of courses in learning management systems, the effective management
of e-learning courses or in collaborative learning. A more detailed state of this research
area is presented in Subsection 5.4.2.1.

Learning management systems are usually focused on the management and controlling
of distance education (e-learning), and are usually based on a web environment. Therefore,
log files recorded by these systems are similar to web logs. However, there are some
differences we can encounter. For example, the problem with users’ identification is solved
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due to students logging into the analysed courses. Additionally, the log files generated
by these systems usually have the content of the courses (web sites, materials, quizzes)
labelled. This makes the pre-processing phase much easier than it is in the analysis of
a basic web log file from the Apache server. A more detailed description of a log file,
from the learning management system Moodle, which was used in the experiments, can
be seen in Subsection 5.4.2.2. However, there are other similar problems which need to be
solved during the sequence extraction. For example, finding the end of the sequences, see
Subsection 5.4.2.3.

The third area, business process simulation, was used in order to verify the correctness
of the implementation of used methods in the proposed approach. In these experiments,
the behaviour of agents in a multi-agent system during the simulation of business processes
was analysed, see Section 5.4.3. The simulation model was proposed and developed using
software modelling [137]. As the behaviour of agents is influenced by the initialisation
of their input parameters (see more details in Subsection 5.4.3.1), we can estimate the
groups of the agents with similar behaviour. Also, we can select only one module from the
simulation model, which leads to a simpler log file and to a smaller amount of extracted
sequences, which is ideal for testing of the proposed methods. A detailed description of the
log file from the simulation model can be seen in Subsection 5.4.3.2. Next, the extraction
of the set of agents and the sequences of events performed by these agents are described
in Subsection 5.4.3.3.

The definition of a user behaviour in the system, the first step of the presented approach
(Figure 5.1, part a) includes the extraction of the set of users U and of the set of sequences
S. This first phase, including the data preprocessing, depends on characteristics of the
used data collection and on the system. A detailed description of the differences in the
the first step of the presented approach are presented in the following subsections with the
focus on the concrete spheres of the experiments: users’ behaviour on the web (Section
5.4.1), students’ behaviour in an e-learning system (Section 5.4.2) and agents’ behaviour
in a simulation model (Section 5.4.3).

There are other spheres of application where the proposed approach, or its parts with
some modifications, was tested. For example, finding of terrorist groups with similar
behaviour [48, 48], or the analysis of students’ behaviour in the education system Edison
[77].

5.4.1 Users’ Behaviour on Website

Web site community analysis is one of the most valuable tools which can be used for
user segmentation in webmarketing sphere. The user segmentation is successfully used in
marketing campaigns, for web/product/service recommendation, or for web usage opti-
mization. Additionally, this type of analysis may be helpful in web performance analysis,
web usability or accessibility analysis. Web log analysis is helpful in gaining information
about the usability of a web site, web performance, for marketing purposes, or for devel-
opment of business intelligence tools in e-commerce systems. User segmentation is one of
the problems solved in marketing and e-commerce sphere.
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Various software was developed for the analysis of web logs (upon GNU GPL license
or commercial). However, most of them provide only information through the tools based
on statistics like web traffic, user demographic and others. User behaviour and interaction
with the web site is usually presented by measurement of click through rates, identification
and sometimes visualization of popular paths only. User segmentation for further analysis
(e.g. campaign analysis in marketing, web recommendation, web usage optimization) is
usually allowed with the manual selection (often with variable setting).

The software tools, which enables clickstream analysis (user path navigation analysis)
are, for example: Pathalizer, Visitors, Apache2GDL or StatViz. Processing access web
server log can be viewed in the form of a network graph, which illustrates the behaviour
patterns of Web users. Available tools usually convert a list of hits (with referrer field)
into a collection of pairs. Then, those pairs are used to generate the resulting graph.
The tools does not search for the common behaviour of individual users, followed by
segmentation into groups with similar behaviour when browsing the web. The result is
only a visualization of web browsing by all users when the network chart can be seen to
move between different sections of the website for all users.

As we can see, user segmentation for further analysis is usually allowed with the manual
selection (often with variable setting). The automatic user segmentation and its visual-
ization using principles from graph theory and community analysis in terms of complex
networks based on the users’ similar behaviour on the web site is presented in the following
sections.

5.4.1.1 Analysis of Activities on Web

Many researches propose algorithms to define the community structure in complex net-
works using web information, for example [78, 130, 98, 108]. As the internet rapidly grows,
these algorithms were redefined for large-scale networks [18, 142]. These methods were
used for analysis of various types of social groups and weighted networks.

User segmentation based on their behaviour on a website can be done through analysis
of users’ navigation sessions. A user navigation session is the group of activities performed
by the user from the moment of entering the web site to the moment of leaving it. There
were several methods presented for the web sessions clustering (similarity based, proba-
bilistic, or model based). Similarity based session clustering, where sessions were defined
as unordered sets of events (clicks) were proposed in several previous works, for example
[114, 90]. The automatic identification of web navigation behavioural patterns on the basis
of ADP method was described in [128]. Soft Computing Paradigms used for discovering
web access or usage patterns from statistical data of web server log files were presented
in [143]. The sequence alignment method based on web pages similarity and usage of
dynamic programming method for the definition of scoring function was presented in [57].
Authors of [129] described unexpected browsing behaviour to improve web design. Web
usage interference and analysis of user-sessions characteristics extracted by clustering was
studied in [6]. In [24] was presented multiobjective evolutionary clustering of web user
sessions for web page recommendation.
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The related work is oriented to clustering of the user behaviour on the web site, or
to clustering of the user navigation paths. Proposed approach differs from these works
by focusing on user segmentation using user profiles and the visualization of the relations
between the web users (or groups of users) with similar behaviour.

5.4.1.2 Log File Description

There are various types of web logs. Their structure depends on a type of web server or
software used for recording the activity and on the setting of record parameters. In the
experiments, analysis of users’ behaviour on the website was processed on the web log
from the most spread Apache web server2. It consists of requests of web clients to the
web server and of its responses to them including the details about requested information,
about client, and about errors. Example of standardised format which includes information
like IP address of the client accessing the web page, user name, date and time of request,
resource requested size in bytes of the data returned to the client and URL that referred
the client to the resource is presented in Example 5.3. However, the web activities stored
in logs may contain additional information. This depends on the type of web server or
the application making the records (for example content management systems or e-shop
applications).

Example 5.3 (Example of Log File – Apache Web Server)

"SourceOfRequest" "Login" "Password" "TimeStamp" "ClientMethod Resource Protocol" "StatusCode Object

Size Referrer"

ppp-mia-30.shadow.net - - [01/Jul/1995:00:00:27 -0400] "GET / HTTP/1.0" 200 7074

205.189.154.54 - - [01/Jul/1995:00:00:29 -0400] "GET /shuttle/countdown/count.gif HTTP/1.0" 200 4031

0

alyssa.prodigy.com - - [01/Jul/1995:00:00:33 -0400] "GET /shuttle/missions/sts-71/sts-71-patch-small

.gif HTTP/1.0" 200 12054

ppp-mia-30.shadow.net - - [01/Jul/1995:00:00:35 -0400] "GET /images/ksclogo-medium.gif HTTP/1.0" 200

5866

dial22.lloyd.com - - [01/Jul/1995:00:00:37 -0400] "GET /shuttle/missions/sts-71/images/KSC-95EC-0613

.jpg HTTP/1.0" 200 61716

smyth-pc.moorecap.com - - [01/Jul/1995:00:00:38 -0400] "GET /history/apollo/apollo-13/images/70HC314

.GIF HTTP/1.0" 200 101267

205.189.154.54 - - [01/Jul/1995:00:00:40 -0400] "GET /images/NASA-logosmall.gif HTTP/1.0" 200 786

The standard data preprocessing methods were applied to obtained data collection.
During this process, records from search engines and spiders were removed, and only web
site browsing was leaved (without download of pictures and icons, stylesheets, scripts etc.).

A record from Apache log file represented an event e, which consisted of event attributes
like #time(e), denoted as TimeStamp, #resource(e), denoted as SourceOfRequest,
#activity(e) denoted as ClientMethod and activity attributes (Resource, StatusCode,
ObjectSize, etc.) for a detailed description of a recorded activity. A detailed description
of selected event and activity attributes is presented in Table 5.2.

2http://news.netcraft.com/archives/category/web-server-survey/
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Event or
Description

Activity Attribute

TimeStamp Date and time when the event was performed.

SourceOfRequest IP address or domain name of client requesting the web
server.

ClientMethod Method of request (GET, POST, HEAD).

Resource URL address of requested resource (web page, image, file
or other resource).

StatusCode Web server response code (200 – Successfull, 206 – Partial
content, 304 – Not modified, 4xx – Client error, 4xx –
Server error, and others).

ObjectSize Size of requested object (file).

Table 5.2: Event and Activity Attributes – Web Log

Each event was identified by event attribute ClientMethod and activity attribute
Resource in our experiments. Hovewer, a more detailed resolution using other activity
attributes is possible.

5.4.1.3 Analysis of Users’ Behaviour

Exploring user behaviour on the web site through navigation paths from the web log is
generally integrated to process mining, which refers to methods for distilling a structured
process description from a set of real executions, see Chapter 5.

For the web mining analysis, we can consider the typical web log with its records of
client requests and server responses as an event log in context of definition from Aalst
et all 3.1. A user behaviour on a web can be defined by construction of user profiles,
which are consisted of the user’s sessions (navigational paths). The user’s session can be
defined as the sequence of events (user requests) performed by the user. The user’s session
typically consists of an entering page (usually/but not necessary the index file or a login
page), sequence of pages followed by the user, and a page from which the user left the web
site. The user’s behaviour may include other activities like data supplement as a part of
web interaction (e.g. web forms), downloading the multimedia and other files from the
web site, etc.

There are several limitations, which must be taken into account while analysing web
log files, e.g. user identification by host name (due to absence of login, shared comput-
ers), record of incomplete transactions and actions, dynamic naming of the web pages,
time spent on web page by user which is not exactly identifiable etc., see Section 3.1.
Although the priority of this work is not to discuss these limitations, they must be taken
into consideration while interpreting the outputs. For our purposes, the event performer
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(user) identification was simplified and substituted by the SourceOfRequest (IP address
or domain name of the host).

The first step of the presented approach 5.1 (part a) was focused on extraction of set of
users and set of sequences performed by them on the website. The both steps, extraction
of users (hosts) and their activities on the web site (1) and extraction of sequences (2),
were processed by our application IR Web.

Using presented terms, we obtained a set of users U , defined by the host identifica-
tion during the first step of the preprocessing phase of the presented approach (1). A
user’s sessions were considered as the sequences s ∈ S, which consisted on user activities
(user requests to the web server) during the second step of the first part of presented ap-
proach (2). User activities were defined using the ClientMethod, and additional activity
attributes like Resource and StatusCode. Example 5.4 shows an example of extracted
set of activities from the Apache web log.

Example 5.4 (Example of Activities – Apache Web Log)

get|/shuttle/countdown/

get|/shuttle/missions/sts-73/mission-sts-73.html

get|/shuttle/countdown/countdown.html

get|/facts/about_ksc.html

get|/shuttle/missions/sts-71/images/ksc-95ec-0916.jpg

head|/software/winvn/winvn.html

Due to the lack of the user login, there occurred another problem with the accurate
identification of the end of the sequence (user’s session). This problem was solved by
using at least 30 minutes of user inactivity as an end of the users’s session. This method
of sequence identification is based on our previous experiments [117] inspired by Zorrilla
et al. in [150]. A more detailed description of this problem is presented in Section 6.2.

The output of the first phase of the proposed approach was a gdf file with set of users
(hosts) U , and set of sequences S performed by them on the website, see Example.

Example 5.5 (Example of Extracted Sequences – Apache Web Log)

nodedef>name VARCHAR,label VARCHAR,color VARCHAR, width DOUBLE,meta0 VARCHAR,meta1 VARCHAR

0,3;54;85;6;27;,’128,128,128’,10,3;54;85;6;27;,3;54;85;6;27;

1,3;0;,’128,128,128’,10,3;0;,3;0;

2,18;3;0;,’128,128,128’,10,18;3;0;,18;3;0;

3,3;,’128,128,128’,10,3;,3;

4,18;2;,’128,128,128’,10,18;2;,18;2;

5,18;,’128,128,128’,10,18;,18;

6,4;,’128,128,128’,10,4;,4;

Each activity in the sequences was assigned by its unique ID (number) due to the length
of their names. The name of activity was partially constructed from the URL address of
the requested resource, which was significantly unclear, as can be seen in Example 5.4.
Additionally, the annonymisation of user names (hosts) was performed; they were replaced
by the unique ID as well.
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Next steps of the presented approach (see Figure 5.1): creation of base user profiles,
finding behavioural patterns, creation of reduced user profiles and construction of users’
network, were described in Section 5.1, in Section 5.2, and in Section 5.3.

5.4.2 E-learning

E-learning is a method of education which utilizes a wide spectrum of technologies, mainly
internet or computer-based, in the learning process. It is naturally related to distance
learning, but nowadays is commonly used to support face-to-face learning as well. Learning
management systems (LMS) provide the effective maintenance of particular courses and
facilitate the communication within the student community and between educators and
students [28].

Unlike conventional face-to-face education methods, computer and web-based edu-
cation environments provide storage of large amount of accessible information. These
systems record information about students’ actions and interactions into the log files or
into the databases. Within these records, data about students learning habits can be
found including favoured reading materials, note taking styles, tests and quizzes, ways
of carrying out various tasks, communication with other students in virtual classes using
chat, forum, etc. Other common data, such as personal information about students and
educators, student results and user interaction data, is also available in the system logs
[12]. Such collected data are essential for the analysis of students’ behaviour and can
be very useful to provide a feedback both to the students and to the educators. For the
students, the potential benefit can be achieved through various recommended systems and
through course adaptation based on the students’ learning behaviour. For the teachers,
the benefits include the ability to evaluate the courses and the learning materials, to de-
tect the typical learning behaviour or the learning deviation, and to find possible students
suitable for collaborative learning [30, 123].

Regardless of its benefits, the huge amount of information generated by learning man-
agement systems (LMS) is often too difficult to manage. It may be complicated to ef-
fectively process stored data collections and to extract useful information from them. To
overcome this problem, LMS offer basic reporting tools, but in such large amounts of in-
formation the outputs become quite obscure and unclear. In addition, they do not provide
specific information of student activities while evaluating the structure and content of the
course and its effectiveness for the learning process [150].

5.4.2.1 Analysis of Activities in LMS

Several authors published contributions focused on mining data from e-learning systems to
extract knowledge that describe students’ behaviour. Among others, we can mention for
example [60], where authors investigated learning process of students by the analysis of web
log files. A ’learnograms’ were used to visualize students’ behaviour in this publication.
Chen et al. [16] used fuzzy clustering to analyse e-learning behaviour of students. El-
Halees [35] used association rule mining, classification using decision trees, E-M clustering
and outlier detection to describe students’ behaviour. Yang et al. [145] presented a
framework for visualization of learning historical data, learning patterns and learning
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status of students using association rules mining. The agent technology and statistical
analysis methods were applied on student e-learning behaviour to evaluate findings within
the context of behaviour theory and behavioural science in [15].

However, the contributions focused on the analysis of the students’ behaviour in the
e-learning systems describe the behaviour using statistical information, for visualization
and representation of obtained information are mostly used only common statistical tools
like figures or graphs. They do not provide information about behavioural patterns with
effective visualization, nor information about relations between students based on their
behaviour.

Most LMS are Web-based. They are developed using various platforms, like Java/J2EE,
Microsoft .NET or PHP. A data storage of events provided by the users in the system is
usually done through databases like MySQL, Microsoft SQL Server or Oracle as back-end.
However, it is not problem to export stored data into log files.

Various systems are used for support and management of learning process, commer-
cially developed (Blackboard, Desire2Learn) and with an open-source licence (Moodle,
Sakai). For example, LMS Moodle (the most used non-commercial software in US in-
stitutions3) offers only the limited tools to analyse students’ behaviour in the e-learning
system. We can install several plug-ins that support this area4. They provide statistical
information about the students’ activities in the system like frequency of each activity in
the course, some of them provide visual presentation of the obtained data and in some
cases we can obtain simple recommendations to students or teachers based on the compar-
ison with the best student. Plug-ins like ’Analytics and Recommendations’ which provides
comparison of student’s activities with the best student based on statistics, ’Engagement
Analytics’ with selection of the students without activities, ’Recommender’ provided rec-
ommendation services based on statistics, ’Statistics (Graph Stats)’ with detailed statistics
about users and their activities can be mentioned as the examples. However, no plug-in
provides information about students’ behaviour based on process mining, or simple visu-
alization of groups of students with similar behaviour. This information can be valuable
for managing courses with high amount of students, where leading by only one teacher
can be very difficult.

The experiments presented in the following part of the doctoral thesis are focused on
an analysis of the students’ behaviour in LMS Moodle, to finding behavioural patterns
and to finding groups of students with the similar behaviour in LMS Moodle. The groups
of students and relations between them based on their similar behaviour are presented
using the tools of social network analysis.

5.4.2.2 Log File Description

LMS Moodle is web-based learning management system, which stores data in MySQL
database. Logging of events performed in the system is done into several tables in the
database. Example 5.6 shows an event log file exported from LMS Moodle database, which
was used in the experiments. Data preprocessing was applied to the log file, during which

3http://www.deltainitiative.com/bloggers/author-phil-hill/new-mentality-enters-lms-market
4http://moodle.org/plugins/browse.php?list=category&id=2&p=9

http://www.deltainitiative.com/bloggers/author-phil-hill/new-mentality-enters-lms-market
http://moodle.org/plugins/browse.php?list=category&id=2&p=9
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events of course tutors and system administrators were removed, and an anonymisation
process was done, where the students’ full names were replaced by the general StudentID.

Example 5.6 (Example of Log File – LMS Moodle)

"CourseID";"TimeStamp";"IPAddress";"StudentID";"Activity";"ActivityInformation"

"OPF-ZS-08/09-KCJK/E020S-E";19.9.2008 12:52:59;"10.7.15.209";"Student1";"course enrol";"Business Rea

ding [OPF-ZS-08/09-KCJK/E020S-E]"

"OPF-ZS-08/09-KCJK/E020S-E";19.9.2008 12:52:59;"10.7.15.209";"Student1";"course view";"Business Read

ing [OPF-ZS-08/09-KCJK/E020S-E]"

"OPF-ZS-08/09-FIN/E203S-E";19.9.2008 12:52:59;"193.84.213.184";"Student2";"resource view";"14556"

"OPF-ZS-08/09-FIN/E203S-E";19.9.2008 12:52:59;"10.7.7.223";"Student3";"resource view";"14541"

"OPF-ZS-08/09-PRA/E004M-E";19.9.2008 12:53:02;"193.84.213.193";"Student4";"resource view";"13828"

"OPF-ZS-08/09-PRA/E004M-E";19.9.2008 12:53:07;"193.84.213.193";"Student4";"course view";"Financial

Law [OPF-ZS-08/09-PRA/E004M-E]"

"OPF-ZS-08/09-PRA/E004M-E";19.9.2008 12:53:13;"193.84.213.193";"Student4";"assignment view";"810"

"OPF-ZS-08/09-FIN/E203S-E";19.9.2008 12:53:25;"193.84.213.191";"Student5";"quiz view";"1875"

"OPF-ZS-08/09-PRA/E004M-E";19.9.2008 12:53:34;"10.7.15.209";"Student1";"course enrol";"Financial Law

[OPF-ZS-08/09-PRA/E004M-E]"

"OPF-ZS-08/09-PRA/E004M-E";19.9.2008 12:53:34;"10.7.15.209";"Student1";"course view";"Financial Law

[OPF-ZS-08/09-PRA/E004M-E]"

"OPF-ZS-08/09-FIN/E203S-E";19.9.2008 12:53:42;"193.84.213.191";"Student5";"resource view";"14549"

"OPF-ZS-08/09-PRA/E004M-E";19.9.2008 12:53:48;"193.84.213.193";"Student4";"course view";"Financial

Law [OPF-ZS-08/09-PRA/E004M-E]"

"OPF-ZS-08/09-PRA/E004M-E";19.9.2008 12:53:52;"193.84.213.193";"Student4";"resource view";"14560"

"OPF-ZS-08/09-FIN/E203S-E";19.9.2008 12:54:03;"193.84.213.182";"Student6";"quiz view";"1876"

"OPF-ZS-08/09-PRA/E004M-E";19.9.2008 12:54:06;"193.84.213.193";"Student4";"course view";"Financial

Law [OPF-ZS-08/09-PRA/E004M-E]"

"OPF-ZS-08/09-PRA/E003S-E";19.9.2008 12:54:08;"10.7.15.209";"Student1";"course view";"International

Business Law [OPF-ZS-08/09-PRA/E003S-E]"

"OPF-ZS-08/09-PRA/E003S-E";19.9.2008 12:54:08;"10.7.15.209";"Student1";"course enrol";"International

Business Law [OPF-ZS-08/09-PRA/E003S-E]"

"OPF-ZS-08/09-PRA/E004M-E";19.9.2008 12:54:11;"193.84.213.193";"Student4";"resource view";"14560"

"OPF-ZS-08/09-FIN/E203S-E";19.9.2008 12:54:15;"193.84.213.181";"Student6";"resource view all";" "

"OPF-ZS-08/09-FIN/E203S-E";19.9.2008 12:54:17;"193.84.213.198";"Student7";"resource view";"14542"

"OPF-ZS-08/09-FIN/E203S-E";19.9.2008 12:54:19;"193.84.213.194";"Student8";"resource view";"14541"

"OPF-ZS-08/09-FIN/E203S-E";19.9.2008 12:54:28;"193.84.213.181";"Student6";"resource view";"14546"

"OPF-ZS-08/09-FIN/E203S-E";19.9.2008 12:54:37;"193.84.213.191";"Student5";"resource view";"14555"

One record in the log file represented an event, and consisted of following event at-
tributes: #time(e), denoted as TimeStamp, #resource(e), denoted as SudentID, #activity(e),
denoted as Activity, and other additional attributes like CourseID, and IPAddress.
Moreover, there may be activity attribute ActivityAttr used for a detailed description of
a recorded activity. A more detailed description of the all attributes is presented in Table
5.3.

Students may perform various activities in LMS Moodle. Because each web page and
each component of LMS Moodle is labelled, it is possible to use additional information for
each activity. Table 5.4 shows a description of selected activities and related additional
information to them, which can be recorded into a log file. A level of additional informa-
tion, which will be available in the log file can be set during the export from the LMS
database.
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Event or
Description

Activity Attribute

TimeStamp Date and time when the event was performed.

StudentID Each student had assigned its unique ID. Students are per-
formers of analysed events in LMS Moodle. StudentID is
used for their identification.

CourseID Each study course in LMS Moodle has its unique ID.
CourseID is used for a sequence construction, see Sec-
tion 5.4.2.3.

IPAddress Additional attribute. IP address of a client, from which a
student entered LMS Moodle.

Activity Name of activity performed in LMS Moodle by a student.
A description of selected activity types is presented in Ta-
ble 5.4.

ActivityAttr A detailed description to a concrete Activity. Each value
is related to a concrete activity type, and for some activities
is not necessary, see Table 5.4.

Table 5.3: Event and Activity Attributes – LMS Moodle
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Activity
Additional

Description
Information

assignment view ID of assignment View of a concrete assignment.

assignment view all View of a list of all submitted
assignments.

course enrol Course name and
CourseID

Course enrolment.

course unenrol Course name and
CourseID

Course unenrolment.

course view Course name and
CourseID

View of a course homepage.

forum add discussion ID of a discussion
topic

Adding a new discussion topic
into a forum.

forum add post ID of a discussion post Adding a new post into a forum
discussion.

forum update post ID of a discussion post Editing of a discussion post in
a forum.

forum view discussion ID of a discussion
topic

View of a forum discussion.

choice choose ID of a choice answer Selection of an answer in a
choice.

choice view ID of a choice answer View on a choice answer.

choice view all ID of a choice View on a choice results.

quiz attempt ID of a quiz attempt Attempt of a concrete quiz.

quiz close attempt Quiz name and ID of a
quiz

Closing and assessment of a
concrete quiz.

quiz continue attempt ID of a quiz attempt Continuing in a concrete by a
new quiz attempt.

quiz review ID of a quiz View of a concrete quiz result.

quiz view ID of a quiz View of a quiz homepage (infor-
mation about a quiz).

Continued on next page. . .

Table 5.4: Activity Description – LMS Moodle
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Activity
Additional

Description
Information

quiz view all View of a list of all quizzes in a
course.

resource view ID of a study material View of a concrete study mate-
rial.

resource view all View of a list of all study mate-
rials in a course.

user update Student’s name and
StudentID

Update of a concrete user (stu-
dent or tutor) profile enrolled in
a course.

user view View of a concrete user (stu-
dent or tutor) profile enrolled in
a course.

user view all View of a list of all users (stu-
dents) in a course.

Table 5.4: Activity Description – LMS Moodle (continuation)

As we can see from Table 5.4, the activity attribute ActivityAttr may be used
for a more appropriate analysis of students’ behaviour. It is common to create courses
with various study materials and various quizzes, and it is very important to distinguish
them. In further experiments, the event attribute Activity was used in conjunction with
ActivityAttr to uniquely identify a concrete activity performed by a student.

5.4.2.3 Analysis of Students’ Behaviour

As mentioned in Section 5.4.2.1, LMS Moodle is a web-based system. Therefore, the
construction of sequences was based on similar principles as in web sphere, see Section
5.4.1.3. The identification of the end of sequences by a time period of students’ inactivity
was used, but with a combination to other aspects specific to the environment of LMS.
Creation of sequences is described with more details in the following text of this section.
Moreover, another problem with the user (student) identification was solved in this type
of experiments, because of a login system in LMS. It was not necessary to use the user
identification by IP address, because in the log file is available StudentID. However, the
attribute IPAddress may be used as additional information for a further analysis.

The main subject of interest in the experiments is the students’ behaviour in LMS,
which is recorded in form of events and stored (or exported) in the log files. Thus, we can
define the students’ behaviour with the terms of process mining which are used commonly
in business sphere, see Chapter 3. The first step of the presented approach, described in
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Figure 5.1 (part a) was focused on extraction of set of users U and set of sequences S
performed by them in the system. In this case, users u ∈ U were denoted as students in
the learning management system. Each student was identified by its unique StudentID.
The preprocessing phase of the presented approach contained two steps: extraction of
courses and activities performed by students in the system (1), and creation of sequences
(2). All the steps were processed by our application IR Moodle.

The first step, extraction of courses and activities performed by students in the system
(1), required the log file as the input. An example of used log file exported from LMS
Moodle database was presented in Example 5.6. As the output of the first step we obtain
set of courses and set of activities performed by students, which were contained in the
processed log file. Both sets will be used in the second step for filtering purposes.

Creation of set of sequences (2) is the second step of the first part of the presented
approach. In this phase, it is possible to filter a concrete course, and even to filter selected
types of activities, for further processing. It is important to be able to filter processed data
from the log file, because it allows to tailor the outputs to the users’ (tutors’) individual
needs. During this phase, it is performed the students’ annonymisation as well. Each
student had assigned its own StudentID. The annonymisation is done due to research
purposes. In the case of implementation of this approach into real usage by tutors, the
real names of students will be available. The sequence creation was performed in relation
to a concrete user and to a concrete course. The begin of a sequence was identified
by a students’ enrolment into a course; the end of a sequence was identified when the
student enrolled into another course, or using a principle of a time period of inactivity (this
principle was discussed in area of application focused on analysis of web users’ behaviour,
see Section 5.4.1.3.

As the output of this phase is obtained set of users (students) U , for research purposes
annonymized, and set of sequences S recorded into a gdf file. An example of such sequence
is presented in Example 5.7.

Example 5.7 (Example of Sequence – LMS Moodle)

SequenceID|Frequency|SequenceOfActivities_TextFormat|SequenceOfActivities_ID

104|1|quiz view^1889;resource view^14750;forum view discussion^3602;|12;22;4;

An example of file in .gdf format, which contained the extracted sequences, can be
seen in Example 5.8.

Example 5.8 (Example of Extracted Sequences – LMS Moodle)

nodedef>name VARCHAR,label VARCHAR,color VARCHAR, width DOUBLE,meta0 VARCHAR,meta1 VARCHAR

0, 0; 1; 3; 1; 4; , ’128, 128, 128’, 10, forum view forum^1256; forum view discussion^3596; forum

add post^10404; forum view discussion^3596; forum view discussion^3602; , 0; 1; 3; 1; 4;

1, 2; 0; 271; 0; 205; 277; 205; 0; 271; 0; 18; 100; 4; 5; 190; 56; 175; 30; 233; 0; 229; 1; 220; 100;

18; 271; 205; 25; 2; , ’128, 128, 128’, 10, course view^mikroeconomy a [opf-zs-0809-ekemia-e]; forum

view forum^1256; forum view discussion^3624; forum view forum^1256; forum view discussion^3615; forum

add post^10545; forum view discussion^3615; forum view forum^1256; forum view discussion^3624; forum
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view forum^1256; forum view discussion^3590; forum view discussion^3610; forum view discussion^3602;

forum view discussion^3576; forum view discussion^3612; forum view discussion^3608; forum view discu

ssion^3611; forum view discussion^3607; forum view discussion^3621; forum view forum^1256; forum vie

w discussion^3619; forum view discussion^3596; forum view discussion^3617; forum view discussion^361

0; forum view discussion^3590; forum view discussion^3624; forum view discussion^3615; forum view

forums^ ; course view^mikroeconomy a [opf-zs-0809-ekemia-e]; , 2; 0; 271; 0; 205; 277; 205; 0; 271;

0; 18; 100; 4; 5; 190; 56; 175; 30; 233; 0; 229; 1; 220; 100; 18; 271; 205; 25; 2;

2, 2; 16; 12; 21; 16; 2; 0; 381; 25; 0; 330; 2; 2; , ’128, 128, 128’, 10, course view^mikroeconomy

a [opf-zs-0809-ekemia-e]; quiz view all^ ; quiz view^1889; quiz review^1889; quiz view all^ ; course

view^mikroeconomy a [opf-zs-0809-ekemia-e]; forum view forum^1256; forum view discussion^3641; forum

view forums^ ; forum view forum^1256; forum view discussion^3632; course view^mikroeconomy a [opf-zs

-0809-ekemia-e]; course view^mikroeconomy a [opf-zs-0809-ekemia-e]; , 2; 16; 12; 21; 16; 2; 0; 381;

25; 0; 330; 2; 2;

3, 2; 0; 205; 32; 0; 4; 0; 205; 0; 414; 0; 392; 0; 175; 0; 9; 0; 4; 0; 25; 0; 233; 0; 7; 0; 8; 49;

68; 2; 0; 6; 0; 79; 28; 0; 392; 0; 18; 0; 2; , ’128, 128, 128’, 10, course view^mikroeconomy a [opf-z

s-0809-ekemia-e]; forum view forum^1256; forum view discussion^3615; forum view discussion^3606; foru

m view forum^1256; forum view discussion^3602; forum view forum^1256; forum view discussion^3615;

forum view forum^1256; forum view discussion^3645; forum view forum^1256; forum view discussion^3643;

forum view forum^1256; forum view discussion^3611; forum view forum^1256; forum view discussion^3569;

forum view forum^1256; forum view discussion^3602; forum view forum^1256; forum view forums^ ; forum

view forum^1256; forum view discussion^3621; forum view forum^1256; forum view discussion^3584; forum

view forum^1256; forum view discussion^3551; user view^Student21; user view all^ ; course view^mikroe

conomy a [opf-zs-0809-ekemia-e]; forum view forum^1256; forum view discussion^3593; forum view forum^

1256; forum view discussion^3527; forum view discussion^3580; forum view forum^1256; forum view discu

ssion^3643; forum view forum^1256; forum view discussion^3590; forum view forum^1256; course view^mik

roeconomy a [opf-zs-0809-ekemia-e]; , 2; 0; 205; 32; 0; 4; 0; 205; 0; 414; 0; 392; 0; 175; 0; 9; 0;

4; 0; 25; 0; 233; 0; 7; 0; 8; 49; 68; 2; 0; 6; 0; 79; 28; 0; 392; 0; 18; 0; 2;

...

edgedef>node1 VARCHAR,node2 VARCHAR,weight DOUBLE,directed BOOLEAN,color VARCHAR

As we can see from Example 5.8, sequences extracted from LMS Moodle may be very
long and different. However, several sequences differ only in small parts, sometimes even
in particular activities. This leads into a problem, that base user profile of one student
may be very large. Therefore, it makes a comparison of base user profiles created from
these sequences non-trivial. The proposed approach applied on data from LMS Moodle
log was published in our work [120].

Other steps of the presented approach, creation of Base user profiles, finding the be-
havioural patterns, creation of reduced user profiles, and construction of students’ network
on the basis of their similar behaviour in LMS Moodle were described in Section 5.1, in
Section 5.2, and in Section 5.3.

5.4.3 Business Process Simulation

The main motivation for the research in the field of business process simulation was to
investigate agents’ behavioural patterns and to find groups of agents with similar behaviour
during the agent-based simulation in a model of virtual company. Used multi-agent system
(MAS) operate with randomly (resp. pseudo randomly) generated parameters, and is able
to deal with any unpredictable phenomena surrounding the company. To achieve the
suitable design of the proposed system a mechanism for verification is needed. In the case
of simulations, especially in models of company business processes, it is very important to
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analyse and evaluate obtained outputs and behaviour of the whole system with the focus
on input parameters of the system. It is difficult to simply observe the outputs of the
agents’ behaviour, especially in the models with a large amount of agents representing the
real situations on the market.

The used approach deals with a lot of influences that are not able to be captured by
using any business process model (e.g. the effects of the collaboration of the business
process participants or their communication, experience level, cultural or social factors).
The statistical methods only have limited capabilities of visual presentation while running
the simulation. Finally, an observer does not actually see the participants of a business
process dealing with each other.

Agent-based simulations dealing with a company simulation can bring several crucial
advantages [23, 65]. They can overcome some of the problems identified above. It is
possible to involve unpredictable disturbance of the environment into the simulation with
the agents.

The analysis and visualisation of agents’ behaviour lead to facilitate the verification
of the simulation model and to effectively observe the reaction of the model in relation
to the initialisation of its input attributes, or in relation to the influence of the model
environment.

5.4.3.1 Simulation Model

The agent-based simulation model, from which were analysed data outputs, is described in
[84]. The focus is on Business Process Management (BPM). Usual business process simula-
tion approaches are based on statistical calculation, as can be seen for example in [112, 64].
However, only certain problems can be identified while using the statistical methods. The
model uses the advantages of the agent technology (communication, cooperation, social
behaviour) to describe some of the core business processes within a typical business com-
pany. The authors in [126] developed a business process simulation framework in order
to simulate the real behaviour of the company on the market. JADE platform was used
for the implementation of the proposed model. This provides the running and simulation
environment, allowing distribution with thousands of software agents.

The core of the experiments was the analysis of the agent-based simulation outputs.
To ensure the outputs, the framework mentioned above was used to trigger simulation
experiments. The simulation framework covered business processes supporting the selling
of goods, by company sales representatives, to the customers. It consisted of five types of
agents: sales representative agents, customer agents, an informative agent and a manager
agent. All of the agent types were developed according to the multi-agent approach. The
interaction between agents was based on the FIPA contract-net protocol [41].

The amount of customer agents was significantly higher than the amount of sales rep-
resentative agents in the model. This is because the reality on the market used to be the
same. The behaviour of agents was influenced by two randomly generated parameters us-
ing normal distribution (amount of requested goods and a sellers’ ability to sell the goods).
Information about the business company was substituted by randomly generated different
parameters (e.g. company market share for the product, market volume for the product
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in local currency, or quality parameter of the seller). The influence of randomly generated
parameters, on the simulation outputs while using different types of distributions, was
presented in [140]. Then, the simulation used random values instead of real data.

The customer agents randomly generated the requests to buy some random pieces of
goods. The sales representative agents reacted to these requests according to their own
internal decision functions and followed the contracting with the customers. A production
function was used to define the value of the negotiated price. The purpose of the manager
agent was to manage the requests exchange. The contracting resulted in the sales events.
More indicators of sale success like revenue, amount of sold goods, incomes, and costs
were analysed as well. Each action running in the simulation framework was recorded in
the log file. The log file which was served as a dataset for further analysis is described in
Section 5.4.3.2.

Actually, only one part of the model was used for the experiments, but it is supposed
that the proposed methodology will be used for the whole system verification in the future.
A tested part consisted of sales representatives and customers trading with stock items,
as mentioned before. One stock item simplification was used in the used implementation.
Participants, of the contracting business process in the system, were represented by the
software agents - the seller and customer agents interacting by quotation, negotiation
and contracting. The behaviour of the customer agents in the system was characterised
by a sales production function [141], which determines for the m-th sales representative,
relating to i-th the customer, the price that i-th the customer accepts, see Equation 5.1:

cmn =
τnTnγρm

ZMymi
n

(5.1)

where cmn is a price of the n-th product quoted by m-th sales representative, τn is a
company market share for the n-th product, where 0 < τn < 1, Tn is a market volume
for the n-th product in local currency, γ is a competition coefficient lowering the sales
success, where 0 < γ < 1, ρm is a quality parameter of the m-th sales representative,
where 0.5 < ρm < 2, Z is number of customers, M is number of sales representatives in
the company, and ymi

n is a requested number of the n-th product by the i-th customer at
m-th sales representative.

Customer agents were organised into groups and each group has been served by a
concrete seller agent. Their relationship was given; none of them were able to change the
counterpart. The seller agent was responsible to the manager agent. With each turn the
manager agent gathered data from all seller agents and made the state of the situation
of the company. The data was the result of the simulation and served to understand the
company behaviour at a time - depending on the agents’ decisions and behaviour. The
customer agents needed to know some information about the market. This information was
given by the informative agent. This agent was also responsible for the turn management
and represented the outside or the controllable phenomena from the agents’ perspective.

5.4.3.2 Log File Description

Each activity performed by agents in the simulation model was recorded into a log file.
The log was a simple text file where each row represented one event, see Chapter 5. The
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main row structure, which was valid for all agents, consisted of the following event at-
tributes: #time(e), denoted as TimeStamp (date and time when the event was performed),
#resource(e), denoted as AgentID (each agent had its unique ID), #activity(e), denoted as
TypeOfAction, and other additional attributes like AgentClassName or ActionAttribute.
An example of the log file is presented in Example 5.9.

Example 5.9 (Example of Log File – Simulation Model)

2012/03/26 01:14:14 : SA0022 bpm.selling.SellerAgent SENT_PROPOSAL CA0223, 12, 5.0006104, 73

2012/03/26 01:14:14 : CA0223 bpm.selling.CustomerAgent RECEIVED_CPF_MESSAGE SA0022, 11, 5.0006104,

73

2012/03/26 01:14:14 : CA0088 bpm.selling.CustomerAgent SENT_REPLY SA0008, false, 0.2738822970939912,

5.0195312, 31

2012/03/26 01:14:14 : SA0008 bpm.selling.SellerAgent SENT_PROPOSAL CA0088, 8, 5.0097656, 31

2012/03/26 01:14:14 : CA0088 bpm.selling.CustomerAgent RECEIVED_CPF_MESSAGE SA0008, 7, 5.0097656, 31

2012/03/26 01:14:14 : CA0156 bpm.selling.CustomerAgent SENT_REPLY SA0015, false, 0.7704121634270904,

5.0024414, 47

2012/03/26 01:14:14 : SA0015 bpm.selling.SellerAgent SENT_PROPOSAL CA0156, 11, 5.0012207, 47

2012/03/26 01:14:14 : CA0156 bpm.selling.CustomerAgent RECEIVED_CPF_MESSAGE SA0015, 10, 5.0012207,

47

2012/03/26 01:14:14 : CA0386 bpm.selling.CustomerAgent SENT_REPLY SA0038, false, 0.47025788195456925,

5.004883, 70

2012/03/26 01:14:14 : SA0038 bpm.selling.SellerAgent SENT_PROPOSAL CA0386, 10, 5.0024414, 70

2012/03/26 01:14:14 : CA0386 bpm.selling.CustomerAgent RECEIVED_CPF_MESSAGE SA0038, 9, 5.0024414, 70

2012/03/26 01:14:14 : CA0103 bpm.selling.CustomerAgent SENT_REPLY SA0010, false, 0.3858664502276958,

5.078125, 58

2012/03/26 01:14:14 : SA0010 bpm.selling.SellerAgent SENT_PROPOSAL CA0103, 6, 5.0390625, 58

2012/03/26 01:14:14 : CA0103 bpm.selling.CustomerAgent RECEIVED_CPF_MESSAGE SA0010, 5, 5.0390625, 58

2012/03/26 01:14:14 : CA0048 bpm.selling.CustomerAgent SENT_REPLY SA0004, false, 0.0962278804883908,

5.0390625, 36

2012/03/26 01:14:14 : SA0004 bpm.selling.SellerAgent SENT_PROPOSAL CA0048, 7, 5.0195312, 36

2012/03/26 01:14:14 : CA0048 bpm.selling.CustomerAgent RECEIVED_CPF_MESSAGE SA0004, 6, 5.0195312,36

2012/03/26 01:14:15 : CA0183 bpm.selling.CustomerAgent SENT_REPLY SA0018, false, 0.5369975780361158,

5.0097656,53

2012/03/26 01:14:15 : SA0018 bpm.selling.SellerAgent SENT_PROPOSAL CA0183, 9, 5.004883, 53

2012/03/26 01:14:15 : CA0183 bpm.selling.CustomerAgent RECEIVED_CPF_MESSAGE SA0018, 8, 5.004883, 53

2012/03/26 01:14:15 : CA0170 bpm.selling.CustomerAgent SENT_REPLY SA0017, false, 1.0462701894732744,

5.0006104, 29

2012/03/26 01:14:15 : CA0170 bpm.selling.CustomerAgent FINISHED_TURN

In the multi-agent model used, there were five types of agents which were monitored,
see Table 5.5.
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Type of Agent Description

SellerAgent A sales representative who sells goods to customer
agents.

CustomerAgent A customer who sends requests to buy goods. The
final buying decision depends on the negotiation pro-
cess with the sales representative.

ManagerAgent A manager who manages the negotiation between the
customer agents and sales representatives .

InformativeAgent An agent which is used for sending information about
the simulation process, controlling, for example, the
initialisation of agents, management of turns, etc.

DisturbanceAgent An agent who sets up disturbances to the simulation
from an outside environment.

Table 5.5: Types of Agents – Simulation Model

There were two activities that are common for all agents: IS_SETUP (the agent is
set up and ready to work) and TERMINATING (the agent is taking down, his instance is
being freed). Additionally, each agent performed its specific types of actions during the
simulation. A more detailed description of information from log file row can be seen in
Table 5.6.

CustomerAgent
Activity Description Additional Information

DECIDED BUY A result of a decision,
whether an agent wants to
buy the offered item

and true/false

STARTING WORK An agent starts working
HAS NO SELLER No seller has been assigned

to the agent
FINISHED TURN The state is set in when the

turn maker decides that a
turn is finished, the agent
does not want to buy any-
thing or the negotiation
has finished

Continued on next page. . .

Table 5.6: Activity Description – Simulation Model
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GOT INFO Returned information from
the InformativeAgent

TradeItem ID, market
share of the product or to-
tal volume of the product
on the market

QUANTITY GENERATED Item amount for the nego-
tiation was generated

Quantity

SENT CFP MESSAGE A CPF message was sent to
SellerAgent

SellerAgent ID

RECEIVED CPF MESSAGE A Proposal was received
(the response to the CPF
message)

SENT REPLY A reply was sent to
SellerAgent

SellerAgent ID, ac-
ceptation (true/false),
limit price, offered price,
quantity

ITEM PURCHASED An item was successfully
purchased

SellerAgent ID, price,
quantity

SellerAgent
Activity Description Additional Information

ABILITY GENTERATED A parameter of ability was
generated

Value of ability

SENT PROPOSAL A proposal was sent to
CustomerAgent

CustomerAgent name,
passed trials for the nego-
tiation, price, quantity

SOLD An item was sold CustomerAgent ID, price,
quantity

ManagerAgent
Activity Description Additional Information

TURN RESULT A result of the turn Totally sold items quan-
tity, total incomes, total
costs, total profit before
tax

Continued on next page. . .

Table 5.6: Activity Description – Simulation Model
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InformativeAgent
Activity Description Additional Information

OPENING NEW TURN A new turn is being opened Number of already passed
turns

CLOSING TURN All customers are already
finished, the turn is being
closed

FOUND CUSTOMERS When it starting work, it
searches all customers to
communicate with

DisturbanceAgent
Activity Description Additional Information

DISTURBANCE VALUE A value of a disturbance in-
fluence

Value

Table 5.6: Activity Description – Simulation Model (continuation)

5.4.3.3 Analysis of Agents’ Behaviour

The experiments on the business process model focused on the analysis of agents’ behaviour
were based on the analysis of recorded outputs. The structure of a log file was described
in Section 5.4.3.2.

The analysis of the agent behaviour was performed using the methods of process mining
[131, 132], see Chapter 3. The first step of the presented approach, described in Figure
5.1 (part a), was focused on the extraction of a set of users U and a set of sequences
S performed by them in the system. In this case, agents were denoted as users in the
multi-agent system. Each agent was identified by its unique ID.

The parsing of the log file was executed by our application SN Agents. The first step of
the parsing process contained the extraction of agents (users) and their activities performed
in the system. Afterwards, the sequences for each agent were extracted. The sequences
were related into a concrete business case (a negotiation between two agents #neg(ca), see
begin of this Chapter 5). Furthermore, the beginning and end of the sequences is set up
using one turn, meaning one week in the simulation process. The beginning and end of
one turn is managed by InformativeAgent. Then, each agent has assigned its sequences
performed in the system and the frequency with which was the sequence performed, see
such sequences in Example 5.10.
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Example 5.10 (Example of Sequence – Simulation Model)

SequenceID|Frequency|SequenceOfActivities_TextFormat|SequenceOfActivities_ID

1|243|sent_proposal;sold;|8;11;

As the output a file, in .gdf format, was generated. It contained the extracted se-
quences, see Example 5.11. This file represents set of sequences S which are important for
further steps in the approach: for the generation of base user profiles and for the finding
of behavioural patterns.

Example 5.11 (Example of Extracted Sequences – Simulation Model)

nodedef>name VARCHAR,label VARCHAR,color VARCHAR, width DOUBLE,meta0 VARCHAR,meta1 VARCHAR

0,0;,’128,128,128’,10,ability_generated;,0;

1,8;11;,’128,128,128’,10,sent_proposal;sold;,8;11;

2,1;2;3;6;7;9;10;12;5;,’128,128,128’,10,starting_work;got_info;decided_buy_true; ...

3,2;4;5;,’128,128,128’,10,got_info;decided_buy_false;finished_turn;,2;4;5;

4,2;3;6;7;9;10;12;5;,’128,128,128’,10,got_info;decided_buy_true;quantity_generated; ...

5,1;2;4;5;,’128,128,128’,10,starting_work;got_info;decided_buy_false;finished_turn;,1;2;4;5;

6,13;,’128,128,128’,10,turn_result;,13;

7,14;,’128,128,128’,10,disturbance_value;,14;

edgedef>node1 VARCHAR,node2 VARCHAR,weight DOUBLE,directed BOOLEAN,color VARCHAR

Other steps of the presented approach, creating the base user profiles, finding the
behavioural patterns, creating the reduced user profiles and constructing the agent network
on the basis of their similar behaviour in the simulation model, were described in Section
5.1, in Section 5.2 and in Section 5.3.



CHAPTER VI

Experiments

The proposed approach described in Figure 5.1 in Chapter 5 requires the solution of the
following sub problems:

a. The definition of user behaviour in the system

b. The creation of user profiles based on their behaviour within the system

c. The finding of user behavioural patterns

d. The construction of user profiles based on user behavioural patterns

e. The finding of user groups with similar behaviours by using the behavioural patterns
and the transparent visualisation of latent ties between them

Mentioned problems were solved through several experiments and by the analysis of
the three types of data collections: Apache web server log, log from e-learning system
Moodle and log of business process simulation from multi-agent system. A detailed de-
scription of used data collections is shown in Section 6.1. Afterwards, the experiments
focused on mentioned problems are organized as follows: sequence identification in the
web environment is presented in Section 6.2, construction of user profiles in Section 6.3,
identification of behavioural patterns in Section 6.4 and finding the groups of users based
on their similar behaviour in the system in Section 6.5. The final Section 6.6 of this chapter
is focused on finding the latent ties between the users.

6.1

Data Collections

This section contains a detailed description of the used data collections including a short
explanation why they were used in the experiments.

73
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6.1.1 Web Server Log

The web server log was used for verification of sequence identification in systems based
on web environment. More exactly, it was a log file with records of two month requested
activities (HTTP requests) to the NASA Kennedy Space Center WWW server in Florida1.
Basic characteristics of the log are presented in Table 6.1.

July 1995 August 1995

Records 1,891,714 1,569,898
Hosts 78,888 72,411
Activities 5,747 5,169

Table 6.1: Log File Description – Web Log

Additionally, Apache web log was used for testing the methods able to process large
data consisted of sequences with different length and high similarity. In real applications,
it is more suitable to use data with the exact user identification. The problem of user
identification was discussed in Section 3.1. However, the approach was successfully used in
other system based on web environment, with user logging (learning management system).

6.1.2 Business Process Simulation

The log from business process simulation model was optimal for description of the whole
proposed approach and for verification of the steps included in this approach. It was
suitable due to the fact, that we can easily influence the behaviour of the agents during
the simulation by the setting of agents input attributes.

In the experiments, a log file from one year simulation was used, where one year
consisted of 52 turns (one turn was equivalent to one week). In this generation, two
types of parameters were set: an ability parameter for SellerAgents, for which was used
random generation with normal distribution of values, and the customer agents randomly
generated the requests to buy some random pieces of goods. A description of this area of
application was presented in Section 5.4.3.

The log file contained 557,760 records of agents activities. In the experiments, four
types of agents were used in the simulation model: ManagerAgent, InformativeAgent,
CustomerAgent and SellerAgent (DisturbanceAgent will be used in the future). The
basic description of the log file used for the experiments is presented in Table 6.2.

As mentioned in Section 5.4.3, the methodology of Van der Aalst was used, modified
to our approach based on the multi-agent system requirements, for the extraction of se-
quences. During the extraction process, each sequence was related to one agent; its start
and end points were detected by the start and the end of one turn. For described data
collection, we have obtained set S consisted of 1,974 sequences, and 24 types of different
sequences used in the simulation. Due to planned simulations with more variable setting
of input parameters of agents, we assume a more diverse output in future experiments and

1http://ita.ee.lbl.gov/html/contrib/NASA-HTTP.html

http://ita.ee.lbl.gov/html/contrib/NASA-HTTP.html
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Type of Agent Records Agent Instances

ManagerAgent 54 1
InformativeAgent 107 1
CustomerAgent 406,482 498
SellerAgent 151,098 51

Sum 557,760 552

Table 6.2: Log file Description – Simulation Model Output

much larger amount of sequence types. However, such data collection allowed us to verify
the proposed methodology and each step of the approach.

6.1.3 Log from Learning Management System

The third data source, the log from learning management system, was chosen with inten-
tion to demonstrate the application of the proposed approach on a real system. It was
used for the visualization of students’ behaviour during their learning process in selected
courses.

The analysed data collections were obtained from the learning management system
(LMS) Moodle which is used to support distant learning and e-learning education at
Silesian University, Czech Republic. A one academic year 2008/2009 with the all courses
from winter and summer academic term was used. The basic description of the log file is
presented in Table 6.3.

Log Characteristics Value

Records 517,269

Courses 36

Students 810

Activity Typesa 67

Activitiesb 6,493

aActivity types were defined by event attribute #activity(e).

bA concrete activity was defined by event attribute #activity(e)
in conjunction with activity attribute ActivityAttr, see Table
5.3 in Section 5.4.2.2.

Table 6.3: Log File Description – LMS Moodle

Due to the fact, that obtaining the real data from the real system is a big problem,
the year from the past was used. The anonymisation process was applied to the data
collection, and the data collection was allowed to be used for the academic purposes and
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for the analysis. However, this type of data collection is still in usage. The experiments
showed, that the proposed approach is usable for the analysis of users’ behaviour in the
systems based on web environment and with user logging.

6.2

Sequence Identification

The first problem of the presented approach, sequence identification, was solved through
the several experiments with the Apache web server log. The problem occurred in the
first step of the presented approach, see 5.1 (part a). A detailed description of the used
log was done in section 5.4.1.2.

Let us assume that the web server log includes users’ logging into the system. The
begin of the sequence can be identified through the information of the users’ login into
the system. This can be done in a specific page (LMS Moodle), or we can record it as the
first occurrence of the user in the log. The main problem is, how to identify the end of
the sequence. The logout process is not usually recorded into a web log file. This problem
was solved by the identification of a specific period of users’ inactivity on the web page.
A detailed description of the experiments with the sequence identification was presented
in our previous work [30], and was inspired by Zorrilla et al [150].

A typical web log from Apache server from the NASA Kennedy Space Center was
analysed in the experiments focused on this problem. The standard data preprocessing
methods were applied to obtained data collection, where the records from search engines
and spiders were removed, and only the web site browsing was leaved (without download of
pictures and icons, stylesheets, scripts etc.). Obtained data collection after pre-processing
phase was specified in Table 6.1 in Section 6.1.1.

Figure 6.1 shows histograms of extracted sequences for different time periods of users’
inactivity (pause).

(a) July 1995 (b) August 1995

Figure 6.1: Distribution of Sequences for Different Pauses – Apache Web Log



77

During our experiments we have found that the 30 minutes time period is the most ef-
fective time interval for the identification of the end of the sequences. The findings showed
that in shorter time periods (for example 5 or 10 minutes) users were still performing the
activities on the web (the amount of extracted sequences has been changing), whereas in
longer periods there was not a significant difference in users’ activity yet (the amount of
extracted sequences was very similar).

This conclusion was verified through other similar experiments with data collection
from LMS Moodle (a detailed description of LMS Moodle log was presented in Section
5.4.2.2). Courses ’World Economy’, ’English 1 (part 3)’, ’Quantitative Methods’ and
’Microeconomy A’ were selected, see detailed description in Table 6.4.

World English 1 Quantitave Micro-
Economy (part 3) Methods economy A

Records 1,390 8,069 43,443 65,012
Students 85 109 311 308
Activity Types 22 26 34 41
Activities 92 211 504 951

Table 6.4: Basic Characteristics of LMS Moodle Log – Selected Courses

In this type of experiment, the courses ’World Economy’ and ’Quantitative Methods’
were used. As we can see from Figure 6.2, the 30 min pause for sequence extraction is
suitable for data collection from LMS Moodle log as well. This conclusion is valid either for
smaller courses with a given structure (and with smaller amount of extracted sequences),
as shown in Figure 6.2(a) for course ’World Economy’. The same principle can be used in
courses with not so restricted structure (and with higher amount of extracted sequences),
see Figure 6.2(b) for course ’Quantitative Methods’.

(a) Course ’World Economy’ (b) Course ’Quantitative Methods’

Figure 6.2: Distribution of Sequences for Different Pauses – LMS Moodle Log
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6.3

User Profiles

The creation of user profiles based on their behaviour in the system was the second prob-
lem in the proposed approach. This refers to the second step, see Figure 5.1 (part b).
This step requires set of users U and set of sequences S extracted from the log file. A
detailed description of this phase with the focus on the requirements specific to each area
of application was discussed in Section 5.4.

The user profile of the user ui ∈ U is a vector consisting a frequency of each sequence
σij ∈ S performed by user ui in the system, see Definition 5.1 in Section 5.1. Example
of base user profiles, created from log of simulation in multi-agent system was presented
in Example 5.1 in Section 5.1. Base user profiles created from logs of other systems (web
server, LMS Moodle) had the same structure.

(a) Course ’World Economy’ (b) Course ’Microecomy A’

Figure 6.3: Distribution of Users with Non-Zero Attributes in Base User Profile Vector -
LMS Moodle Log

Figure 6.3 shows distribution of users with non-zero attributes in base user profiles
extracted from LMS Moodle Log. As we can see, the length of vector in base user profiles
varies according to the analysed data source. In a small course with a given structure (for
example the course ’World Economy’ in Figure 6.3(a)) is the amount of students with a
lower number of different sequences in base user profile very high, and is getting lower
with increasing the amount of sequences (non-zero attributes in profile vector). Whereas
in large courses (for example the course ’Microeconomy A’ in Figure 6.3(b)) is the amount
of users with increasing number of sequences in base user profile more variable. This is
done due to not restricted structure of the course; students had more alternatives for their
behaviour in the course.

Histograms of users for different non-zero attributes in base user profile vectors in
Figure 6.4 show that the amount of users with a small number of different sequences in
user profile is significantly higher while using web log file. As in data collection from
LMS Moodle, also here the number of users lowers rapidly (exponentially) with increasing
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(a) July 1995 - Web Server Log (b) August 1995 - Web Server Log

Figure 6.4: Distribution of Users with Non-Zero Attributes in Base User Profile Vector -
Web Log

amount of sequences. This means that we obtain large amount of users with one or two
different sequences in their user profiles.

Distribution of non-zero attributes of base user profile vectors and sum of frequency
of all non-zero attributes of these vectors (sum of all sequences) for each user (student) is
presented in Figure 6.5.

As mentioned in Section 5.3, construction of users’ network was done by comparing
user profiles (base user profiles). The high amount of users with small number of non-zero
attributes in profile vector (one or two attributes, often with similar sequences) caused a
problem with the visualization of this network.

After a more detailed examination of the sequences in user profiles, we have found that
the sequences are often very similar. They differ in small parts of sequences in many cases.
This finding led to the solution described in the third step of the proposed approach; to the
finding of behavioural patterns (groups of similar sequences, which are described by their
representative) and to the construction of reduced user profiles described by behavioural
patterns.

6.4

Behavioural Patterns

Finding user behavioural patterns is a third step of the proposed approach, see Figure 5.1
in Chapter 5. It is a voluntary step used in cases, where we obtain large amount of similar
sequences from data collection, and where the construction of clear user network is not
possible using common methods, see explanation in Section 6.3.

Behavioural patterns are representatives ρk ∈ R of groups of similar event sequences
(clusters Ck) performed by users in the system, see Definition 5.2 in Section 5.2. The
main problem in this phase was to select the most suitable method for the comparison
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(a) Course ’World Economy’ - LMS Moodle Log (b) Course ’Microecomy A’ - LMS Moodle Log

(c) July 1995 - Web Server Log (d) August 1995 - Web Server Log

Figure 6.5: Distribution of Sequences in User Profiles

of sequences. It was necessary to find a method, which respects the order of elements in
sequences, which is able to compare sequences of different lengths and which is immune to
slight distortions inside the sequences. A methods LCS, LCSS and T-WLCS were selected.
Each of these methods has its unique behaviour and each of these methods is suitable for
different data collection. A detailed description of behaviour of selected methods and their
comparison with other methods (cosine similarity and Levenshtein distance) was presented
in Table 3.2 and in Section 3.4.4.

6.4.1 Relation Weight between Sequences

This phase of the experiments was oriented to an exploration, how the different methods for
measurement of relation weight between two sequences (sequence similarity) can influence
the finding of the behavioural patterns. The following methods for the comparison of
sequences were tested: LCS, LCSS and T-WLCS, see Section 3.4. The relation between
the two sequences was defined by the weight wseq, which was counted by Equation 3.1.
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Each method has its unique behaviour, and is suitable for different type of the data, as
discussed in Section 3.4.

Groups of similar sequences (described by behavioural patterns) were found using
clustering methods. Two approaches (divisive and agglomerative) were tested, see Chapter
4. For clustering methods, it is important to have a suitable distribution of relation
weights between the sequences. Moreover, the distribution of relation weights can tell us
the character of the analysed data collection. Using such information, we are able to select
the most suitable method for the evaluation of relations between the sequences.

Figure 6.6 shows a distribution of edges with different weights from graph of similar
sequences for data collection from multi-agent system (see Section 6.1.2). During the
simulation, the agents perform similar event sequences, which mostly characterise their
negotiation about the price of a product. Therefore, the extracted sequences are mostly
clear and simple due to a given process of the negotiation. As we can see in Figure
6.6(a), the LCS method gives us the most appropriate distribution of the relation weights
between the sequences (getting close to a power law distribution). Other methods, LCSS
in Figure 6.6(b) and T-WLCS in Figure 6.6(c), caused unsuitable and useless distortion
(we obtained clusters with sequences, which were not as similar as we expected). This
finding is correct, because of the behaviour of the methods described in Section 3.4.

The methods for determination of relation between the sequences were tested on the
data collection from LMS Moodle as well (a detailed description of the data collection was
presented in Section 6.1.3). This type of data collection (as well as other data collections
from the systems with web environment) is characterised by the extraction of large amount
of similar sequences with different lengths, and often with slight distortions. As we can
see from Figure 6.7(a), the LCS method is too strict to compare such type of sequences.
We obtained too many relations with very low weight (too many pairs of sequences were
assigned by very low similarity value), even in cases, in which were only slight distortions.
However, the other methods, LCSS in Figure 6.7(b) and T-WLCS 6.7(c), were much
successful. Very often, the slight distortions are different events (one event) inserted into
a sequence. Moreover, if the sequence contains the repeated parts, the T-WLCS method
is the most suitable solution.

This finding is valid not only for small courses with the given structure, as shown in
Figure 6.7 for course ’World Economy’, but even for large courses like ’Microeconomy A’,
see Figure 6.8.

This type of experiments showed that each of the selected methods for evaluation of
relation weights between the sequences is usable and has its own rules for the evaluation.
The LCS method is suitable for the systems, where the users (in our case agents) have
their behaviour given by the system, and where are not many differences between the
event sequences. On the other hand, LCSS method is suitable for the systems, where we
can found several little distortions inside the sequences. Finally, if the event sequences
contain the repeated events, the T-WLCS method is the most suitable. These findings
were published in our previous work [118]. The automatic recommendation of the most
appropriate method for the evaluation of the relations between the sequences based on
the character of the used data collection is planned to be one of the aims of the further
research.
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(a) LCS Method (b) LCSS Method

(c) T-WLCS Method

Figure 6.6: Distribution of Edges for Different wseq - Simulation Model

6.4.2 Groups of Similar Sequences and Behavioural Patterns

Groups of similar sequences (described by behavioural patterns) were found using clus-
tering methods. Two approaches (divisive and agglomerative) were tested, see Chapter
4. After this step, each obtained cluster Ck ∈ C of similar sequences was described by
its representative ρk ∈ R, which had the maximal average similarity to the all sequences
in the cluster Ck, see Definition 5.2 and Algorithm 5.1 in Section 5.1. The similarity was
defined by the method used for the determination of relation between two sequences, see
Section 6.4.1. Using the behavioural patterns, reduced user profiles were constructed, see
Definition 5.3 in Section 5.2.

6.4.2.1 Spectral Clustering

The first tested clustering method was spectral clustering using Fiedler vector optimised
by Left-Right Oscillate algorithm, see Section 4.4. The experiments were processed on
log of simulation from multi-agent system, see Section 6.1.2. Although the data collection
from the simulation does not contain the large amount of sequence types, we can use it
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(a) LCS Method (b) LCSS Method

(c) T-WLCS Method

Figure 6.7: Distribution of Edges for Different wseq - Course ’World Economy’, LMS
Moodle Log

to verify our proposed method, and to investigate the behaviour of methods which can be
used for the determination of relations between the sequences. After verifying the proposed
approach on this data collection, the proposed method was tested on larger datasets (web
log, LMS Moodle log).

Table 6.5 describes the obtained components with similar sequences for each method
for the determination of relations between the sequences (LCS, LCSS and T-WLCS) and
for different threshold θ (a level of relation weight wseq), see Section 5.2.

As we can see from Table 6.5, each method has its specific behaviour and detects
different clusters of sequences for a given level θ. However, we can identify similar compo-
nents of sequences for a specific level of θ (highlighted cells in the table). Both methods
LCS and LCSS do a more precise division; the components were achieved for θ = 0.3,
while the method T-WLCS has extracted similar components even for level θ = 0.5. This
finding is very important. It shows that each method is suitable for different type of data
collection, as mentioned in Section 6.4.1. In the cases, where we have a smaller amount
of sequence types, and where the behaviour of users is given, we can use the LCS method
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(a) LCS Method (b) LCSS Method

(c) T-WLCS Method

Figure 6.8: Distribution of Edges for Different wseq - Course ’Microeconomy A’, LMS
Moodle Log

LCS LCSS T-WLCS
θ No. of Comp. Isolated No. of Comp. Isolated No. of Comp. Isolated

(Size of Comp.) Nodes (Size of Comp.) Nodes (Size of Comp.) Nodes

0.9 1 (2) 21 1 (2) 22 1 (2) 22
0.8 2 (2,2) 20 2 (2,2) 20 3 (3,3,2) 16
0.7 3 (2,2,2) 18 2 (2,2) 20 5 (4,4,3,2,2) 9
0.6 4 (2,2,2,2) 16 4 (4,2,2,2) 14 5 (5,5,3,2,2) 7
0.5 4 (3,3,2,2) 14 4 (5,3,3,5) 11 5 (6,6,3,2,2) 5
0.4 7 (4,3,2,2,2,2,2) 7 6 (5,3,3,2,2,2) 7 4 (8,7,3,2) 4
0.3 6 (5,4,3,3,2,2) 5 6 (6,4,3,2,2,2) 5 4 (9,8,2,2) 3
0.2 6 (6,5,3,2,2,2) 4 5 (8,5,2,2,2) 5 3 (11,8,2) 3
0.1 4 (9,6,2,2) 5 3 (11,6,2) 5 3 (11,8,2) 3

Table 6.5: Components of Similar Sequences – Simulation Model



85

(with the most precise division), or the LCSS method (which allows a small distortion
inside the sequences). For the datasets with the large amount of different sequences, often
very similar (and with the repeated parts), it is more suitable to use the T-WLCS method
for the detection of the sequence components.

Searching groups of similar sequences is very important for the creation of reduced
user profiles, see Definition 5.3 in Section 5.2. A detailed description of the clusters with
similar sequences obtained for the method LCS (θ = 0.3) is presented in Table 6.6.

Cluster Seq. ID Sequence Events

C0 9 1 2 3 4 5 7 8 7 8 7 8 7 8 7 8 7 8 7 8 7 8 7 8 7 8 7 8 7 8 10
10 2 3 4 5 7 8 7 8 7 8 7 8 7 8 7 8 7 8 7 8 7 8 7 8 7 8 7 8 10
11 2 9 10
12 1 2 9 10
13 2 3 4 5 7 8 12 10
14 2 3 4 5 7 8 7 8 7 8 7 8 7 8 12 10
15 2 3 4 5 7 8 7 8 12 10
16 1 2 3 4 5 7 8 12 10
17 2 3 4 5 7 8 7 8 7 8 12 10
18 2 3 4 5 7 8 7 8 7 8 7 8 7 8 7 8 7 8 7 8 12 10
19 2 3 4 5 7 8 7 8 7 8 7 8 12 10
20 2 3 4 5 7 8 7 8 7 8 7 8 7 8 7 8 12 10
21 1 2 3 4 5 7 8 7 8 7 8 7 8 12 10

C1 1 6 6 6 6 6 6 6 6 6 6 6 6
2 6 6 6 11
3 6 11
4 6 6 11
5 6 6 6 6 6 6 11
6 6 6 6 6 11
7 6 6 6 6 6 11
8 6 6 6 6 6 6 6 6 11

Table 6.6: Detailed Description of Clusters with Similar Sequences, Spectral Clustering,
LCS Method (θ = 0.3) – Simulation Model

It can be seen in Table 6.7 that the obtained clusters really consist of similar sequences.
Each sequence had assigned its unique ID; each activity as well. We obtained two basic
components for the selected method LCS and the level θ = 0.3. Cluster C0 contains the
sequences, where the activity RECEIVED_CPF_MESSAGE (ID=7) is followed by the activity
SENT_REPLY (ID=8), and which have the activities GOT_INFO (ID=2), DECIDED_BUY_TRUE
(ID=3), QUANTITY_GENERATED (ID=4) and SENT_CPF_MESSAGE (ID=5) at their beginning,
sometimes preceded by the activity STARTING_WORK (ID=1). All the sequences are finished
by the activity FINISHED_TURN (ID=10), often preceded by the activity ITEM_PURCHASED
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(ID=12). The cluster C1 consists of the sequences related to the activities SENT_PROPOSAL
(ID=6) and SOLD (ID=11).

As we can see, the cluster C0 consists of the sequences of different length. It could be
divided more precisely into smaller clusters. Table 6.7 shows the obtained smaller clusters
after their division using our proposed Algorithm 5.1 (see Section 5.2). Each obtained
cluster was assigned by its representative, which is used as label for a given cluster, and
which will be used for the creation of new reduced user profiles. This experiment was
partially published in [121].

As we can see from Table 6.7, the cluster C0 was divided into four smaller clusters.
The sequences in the new clusters differ mostly by their length. For selected weight level
θ = 0.3, the obtained representatives of sequence clusters were assigned as behavioural
patterns. For example, the sequence of ID=10 was found as a representative for the cluster
C0-1. The representatives for each cluster are highlighted with bold font.

6.4.2.2 Hierarchical Agglomerative Clustering

The second tested clustering method was hierarchical agglomerative clustering, see Section
4.2. The experiments processed on log of simulation from multi-agent system (see Section
6.1.2) showed that the agglomerative clustering gives us similar outputs like divisive clus-
tering described in Section 6.4.2.1. The obtained components with similar sequences for
method LCS, LCSS and T-WLCS and for different threshold θ (a level of relation weight
wseq) are presented in Table 6.8.

The experiment showed that for small data collections with small amount of sequence
types, both divisive (spectral) and agglomerative (hierarchical) clustering method can be
used. They give similar outputs, as shown in Table 6.5 and Table 6.8. Eventhough, the
behavioural patterns (representatives for clusters of similar sequences) were found identical
using both methods (shown in Table 6.7).

The problem occurred in the cases, in which we have extracted larger amount of
sequence types (LMS Moodle, Web log). In Table 6.9 are shown components of similar
sequences extracted from LMS Moodle log, course ’World Economy’, see 6.1.3. As we
can see from this table, divisive approach is not able to divide larger clusters into smaller
ones (spectral clustering). On the other hand, agglomerative approach (HAC) does more
appropriate division. It can be seen in the brackets, where is presented the size of obtained
components. The higher is the amount of sequence types the higher is the difference
between the outputs achieved by each method and the longer is the computation by
spectral clustering due to the more appropriate division of obtained clusters by Algorithm
5.1.

6.5

Groups of Users with Similar Behaviour

The last step of the proposed approach (see Figure 5.1, part e) was focused on finding the
groups of users with the similar behaviour. This step is important for better analysis of the
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Seq. ID Lev. D. Rw Seq. Desc.

20 4 0.346 2 3 4 5 7 8 7 8 7 8 7 8 7 8 7 8 12 10
21 1 0.813 1 2 3 4 5 7 8 7 8 7 8 7 8 12 10
19 0 1.000 2 3 4 5 7 8 7 8 7 8 7 8 12 10
14 2 0.492 2 3 4 5 7 8 7 8 7 8 7 8 7 8 12 10
17 2 0.437 2 3 4 5 7 8 7 8 7 8 12 10

Avg. 2.250 0.174

(a) Component C0-0, Representative Sequence 19

Seq. ID Lev. D. Rw Seq. Desc.

9 1 0.903 1 2 3 4 5 7 8 7 8 7 8 7 8 7 8 7 8 7 8 7 8 7 8 7 8 7 8 7 8 10
10 0 1.000 2 3 4 5 7 8 7 8 7 8 7 8 7 8 7 8 7 8 7 8 7 8 7 8 7 8 7 8 10
18 8 0.361 2 3 4 5 7 8 7 8 7 8 7 8 7 8 7 8 7 8 7 8 12 10

Avg. 4.500 0.181

(b) Component C0-1, Representative Sequence 10

Seq. ID Lev. D. Rw Seq. Desc.

15 3 0.324 2 3 4 5 7 8 7 8 12 10
16 0 1.000 1 2 3 4 5 7 8 12 10
13 1 0.702 2 3 4 5 7 8 12 10

Avg. 2.000 0.257

(c) Component C0-2, Representative Sequence 16

Seq. ID Lev. D. Rw Seq. Desc.

12 0 1.000 1 2 9 10
11 1 0.422 2 9 10

Avg. 1.000 0.422

(d) Component C0-3, Representative Sequence 12

Seq. ID Lev. D. Rw Seq. Desc.

2 0 1.000 6 6 6 11
4 1 0.422 6 6 11

Avg. 1.000 0.422

(e) Component C1-1, Representative Sequence 2

Seq. ID Lev. D. Rw Seq. Desc.

8 2 0.471 6 6 6 6 6 6 6 6 11
7 1 0.630 6 6 6 6 6 11
5 0 1.000 6 6 6 6 6 6 11
6 2 0.364 6 6 6 6 11

Avg. 1.667 0.209

(f) Component C1-0, Representative Sequence 5

Table 6.7: Final Clusters of Similar Sequences with Representatives, Spectral Clustering,
LCS Method (θ = 0.3) – Simulation Model
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outputs, for finding the latent ties between the groups and for their clearer visualisation.
For this purpose, a generation of the agents network was performed and the groups of
the agents were found on the basis of their similar behaviour during the simulation in the
simulation model, see Section 5.4.3.1.

We can generate two types of such network: an users’ network, where the relation
between the users is determined on the basis of base user profiles, or we can generate
the network based on reduced user profiles consisted of the obtained behavioural patterns.
The first type of users’ network can be used in the cases, in which we extract small amount
of user sequence types, the sequences are different and it is required to emphasize their
uniqueness. Therefore, the base user profiles have a smaller vector dimension. In other
cases, the construction of users’ network based on reduced user profiles is more suitable,
see description in Section 5.3.

The character of the data collection from the simulation model allows to generate the
agents network based on the origin profiles yet. It is due to a small amount of the extracted
sequence types (and therefore, due to an acceptable dimension of the obtained vector model
for further processing). But we expect, that the amount of extracted sequences will be
significantly higher in the future, as mentioned before. Therefore, we have tested both the
variants of the agents network on this data collection. Other experiments on the data with
significantly higher amount of extracted sequences were performed too (their description
is presented in Section 6.6).

The example of selected agent base and reduced profiles is presented in Table 6.10.
Each agent profile consists of sequences performed by the agent; the count of the sequence
is recorded as well. The base profile is created from the origin extracted sequences, while
the reduced profile of the agent is created using the behavioural patterns (the sequences,
which were selected as the representatives of the similar sequences). In Table 6.10, there
are presented the examples of the base and the reduced profiles of two selected agents. The
agent sa0017 is an example of the sales representative agents. We can see, that the base
profile consisted of 5 sequences, while the reduced profile only of 4 sequences. It is due to
the joining the two original sequences with ID=5 and ID=4 into a new sequence cluster
described by the representative sequence with ID=0. The same process can be seen for
the agent ca0175 (a customer agent), where the base profile contained 5 sequences, while
the reduced profile only 3 sequences. As we can see, the original sequences with ID=12
and ID=11 were joined into a sequence cluster described by the representative with ID=4,
and the original sequences with ID=15 and ID=13 were joined into a sequence cluster
described by the representative with ID 2. The reduced profiles were created using LCSS
method with θ = 0.4.

Both types of users’ network (based on base user profiles and on reduced user profiles)
were constructed using a weighted and undirected graph G(V,E), where vertices V were
the users ui and the relations E expressed the similarity between the user profiles, see
Section 5.3. The goal of this type of visualisation was to find groups of users with similar
behaviour. Two clustering approaches were compared in this phase: spectral clustering
and Self organizing maps.
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6.5.1 Groups of Users Based on Similarity Matrix

Similarity matrix can be created from base user profiles or from reduced user profiles using
several methods for computation of similarity. In this experiment, cosine similarity and
Euclidean similarity were used. The similarity matrix represents graph of user relations.
Further visualization of obtained components must be performed by filtering of insignifi-
cant ties in the graph. Therefore, this method is dependent on user input, which influence
the quality of final components. The components (groups of users/agents) were found by
spectral clustering by Fiedler vector using the Left-Right Oscillate algorithm, see Section
4.4.

Table 6.11 presents connected components and isolated nodes obtained by spectral
clustering of agents with reduced profiles. The reduced profiles were constructed using
HAC and LCS method for selected threshold θ = 0.3, see experiments in Section 6.4.2.
Various levels ω of users’ similarity were tested for filtering the edges in the graph.

Cosine Similarity Euclidean Similarity

ω No. of Comp. Isolated No. of Comp. Isolated
(Size of Comp.) Nodes (Size of Comp.) Nodes

0.9 2 (498,51) 2 2 (498,50) 3
0.8 2 (498,51) 2 2 (501,50) 0
0.7 2 (498,51) 2 2 (501,50) 0
0.6 2 (498,51) 2 2 (501,50) 0
0.5 2 (498,51) 2 2 (501,50) 0
0.4 2 (498,51) 2 2 (501,50) 0
0.3 2 (498,51) 2 2 (501,50) 0
0.2 2 (498,51) 2 1 (551) 0
0.1 2 (498,51) 2 1 (551) 0

Table 6.11: Components of Agents with Similar Behaviour, Spectral Clustering – Simula-
tion Model

As we can see from Table 6.11 the obtained graph was divided into two significant
components in both cases. These components represent customer agents and sales rep-
resentative agents. However, cosine similarity was able to detect two extra agents, who
behaved in different way than others: DisturbanceAgent and ManagerAgent (while Eu-
clidean similarity not). The obtained graph of agent groups was presented in Figure 5.4
in Section 5.3. This visualisation is correct, but not sufficiently clear. We would like to
obtain a graph of users with more detailed division, because even the behaviour of agents
in obtained two clusters differed in most cases. Further division by spectral clustering was
possible only after the extraction of the most frequent sequences, which caused the dense
connection among the agents in both groups.

A detailed description of agents network presented in Table 6.12 (created for cosine
similarity and ω = 0.6) shows that the network of agents has very high density. Due to
this fact, it is difficult to divide this network into the smaller groups of agents with the
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Network Characteristics Value

Nodes 551
Nodes without Edges 2
Edges 125, 028
Graph Density 0.825
Average Degree 453.822
Average Clust. Coefficient 0.996
Triangles 20, 481, 321
Modularity 0.020
Connected Components 4
Size of the Largest Component 498

Table 6.12: Network of Agents, Spectral Clustering, Basic Description – Simulation Model

similar behaviour. Moreover, the clear visualization of such groups of agents is difficult as
well. The main reason is, that there are the behavioural patterns, which are common for
a large amount of agents (in some cases for the all agents). The solution can be found in
similar problems from information retrieval. We can use the principle of Zipf’s law [107] to
eliminate the most frequent behavioural patterns (the most common sequences performed
by the highest amount of the agents).

In Fig. 6.9 is presented a distribution of sequences from the base and reduced agent
profiles with respect to their occurrence in the agents behaviour. Sequence ID is presented
in the x axis, while the frequency of the sequences (resp. behavioural patterns) is in the
y axis. As we can see, the most frequent sequences are common to the all agents.

(a) Original Sequences (b) Behavioural Patterns

Figure 6.9: Distribution of Sequences in Base and Reduced Agent Profiles – Simulation
Model

A detailed description of the obtained networks of agents for selected threshold δ,
which allows us to filter out the most frequent sequences is described in Table 6.13.
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Network Characteristics δ = 1 δ = 0.9 δ = 0.4

Nodes 551 309 76
Edges 125, 028 31, 818 1, 528
Nodes Without Edges 0 242 475
Avg. Degree 453.822 205.942 40.211
Graph Density 0.825 0.669 0.536
Modularity 0 0 0
Connected Components 4 4 4
Avg. Clust. Coef. 0.996 0.991 0.974

Table 6.13: Detailed Description of Agent Networks, Spectral Clustering – Simulation
Model

Similar outputs were obtained for other type of data collection; the experiment was
performed using log from LMS Moodle. The course ’World Economy’ was used, the
reduced user profiles were obtained using HAC and T-WLCS method for threshold θ = 0.6,
see experiments in Section 6.4.2. The outputs are presented in Table 6.14 for various levels
of similarity for filtering the edges in the users’ graph.

Cosine Similarity Euclidean Similarity

ω No. of Comp. Isolated No. of Comp. Isolated
(Size of Comp.) Nodes (Size of Comp.) Nodes

0.9 5 (16,15,2,2,2) 48 1 (76) 9
0.8 5 (21,17,3,2,2) 40 1 (82) 3
0.7 2 (56,3) 26 1 (84) 1
0.6 2 (65,2) 18 1 (84) 1
0.5 1 (69) 16 1 (84) 1
0.4 1 (74) 11 1 (85) 0
0.3 1 (75) 10 1 (85) 0
0.2 1 (76) 9 1 (85) 0
0.1 1 (78) 7 1 (85) 0

Table 6.14: Components of Students with Similar Behaviour, Spectral Clustering – LMS
Moodle

Table 6.14 shows that Euclidean similarity is not suitable for determination of weights
between the users. This example, processed under the data collection with higher amount
of extracted sequences, demonstrates that Euclidean similarity gives too strong weights,
even in cases in which the behaviour of students was not so similar. Cosine similarity gave
us more appropriate results. However, either the obtained clusters were still too large, or
the amount of isolated nodes increased with increasing level of users’ similarity ω. This
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finding was the reason, why we tested other method for user clustering, SOM. The goal
was to have a more appropriate division of obtained clusters.

6.5.2 Groups of Users Extracted from Self Organizing Maps

One of the reasons why to use SOM for clustering users was that SOM is able to project
a high-dimensional space of the input training samples into a lower-dimensional space
represented by output map (a two-dimensional map was used in our experiments). Due
to its topological preservation, the map is ideal for visualisation of relations between the
neurons , see Section 4.3.1. In our case, the neurons represented the groups of users with
similar behaviour.

The main problem in this phase was the selection of the appropriate dimension of the
SOM map. Table 6.15 shows connected components of agents with similar behaviour and
isolated nodes obtained from SOM map. Several dimensions of output SOM map were
tested.

As we can see from Table 6.15, the right selection of the output SOM map dimension
can influence the final graph, its density and clearness. It should be dependent on the
number of input vectors. Of course, it is also very important to select the right number
of iterations. The mean quantization error (MQE) can be a parameter, which shows us
the level of learning of the SOM. Especially, if we select larger dimensions of output map
in relation to the number of input vectors (in our case users). It is shown in Table 6.16
that the dimension 20 × 20 is too large for 551 agents. The output map (and number of
obtained components) differs with increasing number of iterations. It is due to the vector
initialisation using a random function and due to the initial neighbourhood of BMU in
such large map. However, if we have larger set of input vectors, we can use large dimension
of SOM map.
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No. of Components (Size of Components)
Isolated
Nodes

SOM 2 (18,2) 0
Spectral Clustering 4 (8,6,4,2) 0

MQE 2.12797169364039

(a) Map Dimension 5 × 5, 100 Iterations

No. of Components (Size of Components)
Isolated
Nodes

SOM 1 (74) 0
Spectral Clustering 16 (10,6,6,6,5,5,5,5,4,4,3,3,3,3,3,3) 0

MQE 0.834401209751218

(b) Map Dimension 10 × 10, 100 iterations

No. of Components (Size of Components)
Isolated
Nodes

SOM 3 (110,3,2) 3
Spectral Clustering 26 (15,9,6,6,6,6,6,5,5,5,5,5,5,4,4,4,4,4,3,3,3,2) 3

MQE 0.352785496487733

(c) Map Dimension 15 × 15, 500 Iterations

No. of Components (Size of Components)
Isolated
Nodes

SOM 12 (49,22,10,9,9,4,4,4,3,3,2,2) 21
Spectral Clustering 27 (9,9,6,5,5,5,5,5,5,5,5,5,4,4,4,4,4,4,4,4,4,3,3,3,3,2,2) 21

MQE 0.114132547048873

(d) Map Dimension 20 × 20, 1000 Iterations

Table 6.15: Components of Agents with Similar Behaviour, SOM and Spectral Clustering
– Simulation Model
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Iterations Parameters No. of Components (Size of Components) Isolated Nodes

SOM 6 (42,36,11,7,6,4) 27
100 Spectral Clustering 20 (11,9,8,7,6,6,6,6,5,5,5,5,4,4,4,3,3,3,3,3) 27

MQE 0.237438934903343

SOM 7 (45,36,17,7,2,2,2) 29
200 Spectral Clustering 25 (8,7,7,7,6,6,6,6,5,5,4,4,4,4,4,4,3,3,3,3,3,3,2,2,2) 29

MQE 0.181515860585685

SOM 9 (43,36,23,4,4,3,2,2,2) 22
300 Spectral Clustering 26 (9,8,7,7,6,6,6,6,6,5,5,4,4,4,4,4,4,3,3,3,3,3,3,2,2,2) 22

MQE 0.153517874139253

SOM 12 (46,27,9,7,7,6,6,5,3,3,2,2) 17
400 Spectral Clustering 25 (7,7,7,6,6,6,6,6,6,6,5,5,5,5,5,5,5,4,4,4,3,3,3,2,2) 17

MQE 0.168228999672129

SOM 8 (80,13,11,5,4,4,3,3) 17
500 Spectral Clustering 22 (13,12,9,9,7,6,6,5,5,5,5,5,4,4,4,4,4,4,3,3,3,3) 17

MQE 0.185642835833546

SOM 13 (43,42,8,5,4,4,4,3,3,3,3,2,2) 17
600 Spectral Clustering 29 (10,8,7,6,6,6,5,5,4,4,4,4,4,4,4,4,4,4,4,4,3,3,3,3,3,3,3,2,2) 17

MQE 0.128113160642031

Continued on next page. . .

Table 6.16: Components of Agents with Similar Behaviour, SOM 20 × 20 – Simulation Model
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Iterations Parameters No. of Components (Size of Components) Isolated Nodes

SOM 11 (42,30,20,9,6,6,4,3,3,2,2) 13
700 Spectral Clustering 28 (9,7,6,6,6,6,6,5,5,5,5,5,5,4,4,4,4,4,4,4,4,3,3,3,3,3,2,2) 13

MQE 0.132758379617999

SOM 7 (86,12,7,4,2,2,2) 25
800 Spectral Clustering 23 (13,8,8,7,7,6,6,6,5,5,5,5,4,4,4,4,3,3,3,3,2,2,2) 25

MQE 0.149833498552207

SOM 10 (46,27,20,9,7,6,4,3,2,2) 17
900 Spectral Clustering 26 (11,8,7,7,6,6,6,6,6,5,5,5,5,4,4,4,4,4,4,3,3,3,3,3,2,2) 17

MQE 0.134333384782039

SOM 12 (49,22,10,9,9,4,4,4,3,3,2,2) 21
1,000 Spectral Clustering 27 (9,9,6,5,5,5,5,5,5,5,5,5,4,4,4,4,4,4,4,4,4,3,3,3,3,2,2) 21

MQE 0.114132547048873

Table 6.16: Components of Agents with Similar Behaviour, SOM 20 × 20 – Simulation Model (continuation)
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There are several types of SOM map visualisation; one of them, a smoothed data
histogram by SOMToolbox2 is presented in Figure 6.10. The white colour represents
neurons with the higher amount of users and the blue colour represents empty (or almost
empty) neurons.

(a) Dimension 5 × 5 (100 Iterations) (b) Dimension 10 × 10 (100 Iterations)

(c) 15 × 15 (500 Iterations) (d) 20 × 20 (1,000 Iterations)

Figure 6.10: SOM Map Visualised by Soothed Data Histogram – Simulation Model

As we can see, we can find empty neurons in the lattice. Moreover, some neurons are
closer to each other then other neurons. This evoked the idea to remove empty neurons
and cluster the similar neurons into larger groups to preserve natural structure of the

2http://www.ifs.tuwien.ac.at/dm/somtoolbox/index.html
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complex network. As mentioned before, the output SOM map has its predefined structure
(lattice). As mentioned in Section 5.3, due to information about the distance between
neurons, we have the weights of the relations between the neurons. Further clustering and
colouring of the obtained clusters in a graph of users was performed using the spectral
clustering method by Fiedler vector and the Left-Right Oscillate algorithm. The obtained
components and isolated nodes after the clustering were presented for the four selected
map dimensions in Table 6.15, rows spectral clustering. The final network of agents with
similar behaviour for SOM map of dimension 15×15 and 500 iterations has been presented
in Figure 5.7 in Section 5.3. A detailed description was published in our previous work
[122].

6.6

Users’ Network – Latent Ties

The users’ network is constructed using user profiles, as mentioned in Section 5.3. How-
ever, the network constructed using base user profiles is often very unclear, especially in
cases, while we are working with data collections from which we extract large amount of
sequences. It is caused by large amount of relations with a low similarity between the
users.

The finding of behavioural patterns enabled a better description of user profiles. The
similar sequences were clustered and therefore, the vector of reduced user profile had not
as large dimension as the vector of base user profile. Therefore, the similarity of reduced
user profiles increased. This led to emergence of new ties between the users, or to their
strengthening.

The experiments showed how the selected method for the similarity between the user
profiles can influence the strength of relations between the users. The cosine similarity and
Euclidean similarity were used. The results of experiments with larger data collections (for
example the course ’Microeconomy A’ presented in Table 6.19) showed that due to higher
dimensions of user vectors is possible that the strengthening of the edges after the reduction
of the sequences does not appear. Therefore, additional experiments were performed,
which uses knowledge from Information Retrieval domain. The cosine similarity which
use weighting of particular attributes of the user profile vector was used [3, 134].

The weight of particular attribute in a profile vector can be determined in many ways.
A common approach used in Information Retrieval theory (where the attribute is called
term and the vector is called document) uses the so-called tf × idf method, in which the
weight of the term is determined by factors: How often the term tj occurs in the vector
vi (the term frequency tfij) and how often it occurs in the whole vectors collection (the
document frequency dfj). Therefore, the weight of the term tj in the document di is [81]:

wij = tfij × idfj = tfij × log


1 +

n

dfj


, (6.1)

where idf stands for the inverse document frequency. This method assigns high weights
to all terms that appear frequently in a collection of small number of the documents.
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Cosine Weighted Cosine Euclidean
Similarity Similarity Similarity

ω Base Reduced Base Reduced Base Reduced

0.9 122,589 122,814 121,960 122,710 124,840 124,843
0.8 2,356 2,158 2,962 2,257 1,136 1,133
0.7 80 56 103 61 499 499
0.6 3 0 3 0 0 0
0.5 0 0 0 0 0 0
0.4 0 0 0 0 0 0
0.3 0 0 0 0 0 0
0.2 0 0 0 0 19 19
0.1 0 0 0 0 9,526 9,526
0.0 0 0 0 0 0 0

Sum of Edges 125,028 125,028 125,028 125,028 136,020 13,6020

Nodes 551 551 551 551 551 551
Isolated Nodes 2 2 2 2 0 0
Con. Comp. 4 4 4 4 1 1
Size of the

498 498 498 498 551 551
Largest Comp.

Table 6.17: Distribution of Edge Weights in Agents’ Network – Simulation Model

Therefore, the experiments with reduced user profiles included in addition results for
computing of user profiles matrix similarity using weighted cosine measure. The results
showed that this approach from Information Retrieval domain is suitable also for other
data collections, not only for them with the large dimension of user profiles.

Table 6.17 presents the distribution of edge weights in agents’ network constructed for
simulation model. The new edges are visible for all the similarity methods in the strongest
level ω = 0.9. Due to the characteristics of data collection (see Section 6.1.2), the sum of
edges and the amount of connected components did not changed. However, some of the
edges got stronger. The reduction was performed by LCS method with threshold θ = 0.3.

Table 6.18 shows the distribution of edge weights in the smallest tested course, course
’World Economy’ from LMS Moodle (see Section 6.1.3). As we can see from Table 6.18,
the strengthening of edges appeared for all the methods as in the experiment with data
collection from simulation model. Moreover, using cosine similarity (unweighted as well as
weighted) increased the total amount of obtained edges. This caused that also the number
of connected components and the size of the largest connected component changed. The
reduction was performed by T-WLCS method with threshold θ = 0.5.

Figure 6.11 shows a detailed visualisation of a selected part of the users’ graph repre-
senting the similarity between the students’ profiles in the course ’World Economy’. The
similarity was counted using cosine similarity for both base user profiles in Figure 6.11(a)
and reduced user profiles in Figure 6.11(b). There are marked three nodes in the figures.
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Cosine Weighted Cosine Euclidean
Similarity Similarity Similarity

ω Base Reduced Base Reduced Base Reduced

0.9 107 139 71 110 1,655 1,838
0.8 44 88 2 4 1,382 1,237
0.7 67 160 6 27 285 250
0.6 50 90 4 16 80 78
0.5 113 204 47 45 1 0
0.4 120 305 26 55 0 60
0.3 121 230 78 145 89 28
0.2 156 242 153 184 77 61
0.1 73 127 146 390 0 17
0.0 0 0 0 0 0 0

Sum of Edges 851 1,585 533 976 3,569 3,569

Nodes 85 85 85 85 85 85
Isolated Nodes 14 6 15 6 0 0
Con. Comp. 16 7 16 7 1 1
Size of the

69 79 70 79 85 85
Largest Comp.

Table 6.18: Distribution of Edge Weights in Students’ Network, Course ’World Economy’
– LMS Moodle

The first is the node, which represents the student labelled by ID 310. This student was
included into a students’ group coloured by red colour using spectral clustering by Fiedler
vector and using Left-Right Oscillate algorithm. The student belongs into this group in
both networks constructed by base and reduced user profiles.

The second marked node, student with ID 548 has similar situation as student 310.
He belongs into the brown group. This students’ group was selected intentionally to
demonstrate, how can be the new latent ties between the students exposed using our
proposed methodology. It is apparent that the brown group includes more students and
ties between them after the reduction (see Figure 6.11(b)) than in the base users’ network
presented in Figure 6.11(a). One of the new students in the brown group is the student
with ID 668 (the third marked node), which was alone in the base users’ network (did not
have any tie into other students).

However, if we use data collection, in which are sequences not as similar as in previous
experiments, the results are adequate to their similarity. Table 6.19 describes the edge
weights in the students’ network for the largest tested course ’Microeconomy A’. This
course was attended by 308 students which performed large amount of different activities.
The course had not the given structure; the students could perform activities arbitrarily.
Therefore, we extracted a large amount of very different sequences. Nevertheless, the
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Cosine Weighted Cosine Euclidean
Similarity Similarity Similarity

ω Base Reduced Base Reduced Base Reduced

0.9 345 289 6 6 26,615 26,743
0.8 1,628 1,663 0 1 15,584 15,061
0.7 3,264 3,393 0 15 2,276 1,968
0.6 4,468 4,950 14 19 1,481 1,933
0.5 5,179 5,815 16 42 550 682
0.4 5,527 6,292 30 122 232 420
0.3 5,555 5,893 137 412 241 172
0.2 4,541 5,232 396 1,564 7 11
0.1 4,390 4,111 2,314 8,377 43 104
0.0 0 0 0 0 0 0

Sum of Edges 34,897 37,638 2,913 10,558 47,029 47,094

Nodes 308 308 308 308 308 308
Isolated Nodes 15 3 71 6 0 0
Con. Comp. 17 4 73 7 1 1
Size of the

291 305 235 302 308 308
Largest Comp.

Table 6.19: Distribution of Edge Weights in Students’ Network, Course ’Microeconomy
A’ – LMS Moodle

(a) Base User Profiles (b) Reduced User Profiles

Figure 6.11: Detailed View of Latent Ties in Users’ Network, Course ’World Economy’ –
LMS Moodle
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amount of obtained edges after the reduction increased, even though only with lower
weights.

The proposed methodology is sufficiently usable for large data collections as well as
for the smaller ones. Table 6.20 shows the results for the distribution weights of users’
network for web log of NASA server (see description in Section 6.1.1).

Cosine Weighted Cosine Euclidean
Similarity Similarity Similarity

ω Base Reduced Base Reduced Base Reduced

0.9 8,286 8,424 8,716 8,936 2,957,427 2,966,335
0.8 10,880 11,107 2,667 3,005 111,377,685 111,205,562
0.7 8,085 8,356 6,181 7,013 4,839,865 5,052,940
0.6 9,005 9,254 10,983 12,905 1,035,655 988,800
0.5 17,749 18,257 23,681 28,328 321,283 323,346
0.4 2,946,173 2,955,248 61,298 70,516 127,335 123,327
0.3 1,295,832 1,299,884 125,344 143,081 182,476 139,284
0.2 1,838,651 1,847,686 321,396 370,920 206,532 248,614
0.1 1,677,005 1,687,830 1,209,060 1,214,138 519 583
0.0 0 0 0 0 0 0

Sum of Edges 7,811,666 7,846,046 2,913 10,558 47,029 47,094

Nodes 15,560 15,560 15,560 15,560 15,560 15,560
Isolated Nodes 1,847 1,035 2,020 1,098 0 0
Con. Comp. 1,878 1,058 2,056 1,125 1 1
Size of the

13,650 14,477 13,467 14,406 15,560 15,560
Largest Comp.

Table 6.20: Distribution of Edge Weights in Users’ Network, June 1995 – Web Log

Using the similarity of user profiles before and after the reduction of sequences pre-
sented that we are able to obtain latent ties between the users. Another way for finding
new ties can be provided using SOM and the steps described in Section 5.3. The ex-
periments show sub-groups of users with similar behaviour and also the relations (ties)
between them. The SOM does not present the ties between the users exactly, but between
the small groups of users which belong to one neuron in the output map.

The final students’ network for the study course ’World Economy’ after the reduction is
showed in Figure 6.12. The clustering of students was performed using SOM, with 10×10
dimension of the output map. The obtained groups of students with similar behaviour were
coloured by spectral clustering using Fiedler vector and Left-Right Oscillate algorithm.

The visualisation using SOM is suitable also for large study courses. We can see the
visualisation of obtained groups of students with similar behaviour coloured by spectral
clustering using Fiedler vector and Left-Right Oscillate algorithm for the study course
’Microeconomy A’ in Figure 6.13. The network of students groups was generated using
SOM with 20 × 20 dimension of neuron map.
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Figure 6.12: Students’ Network with Reduced User Profiles - Course ’World Economy’,
LMS Moodle Log

Moreover, the proposed approach can be used for large data collections with large
amount of extracted sequences, often very different and often with different length, like
the web log. The visualisation of obtained groups of users with similar behaviour coloured
by spectral clustering using Fiedler vector and Left-Right Oscillate algorithm of NASA
web server log from June 1995 is presented in Figure 6.14. The network was generated
using SOM with 100 × 100 dimension of neuron map by 1000 iterations.

Finally, the large networks can be reduced into a network, in which are presented
only the groups of users as nodes, see Figure 6.14(b). Each colour from Figure 6.14(a) is
represented by one node in Figure 6.14(b). Of course, the detailed information about users
in the groups and their common attributes (similar behaviour) are available. Moreover,
the new reduced graph can be divided into subgroups, which are represented by colours
using spectral clustering by Fiedler vector and Left-Right Oscillate algorithm again. Due
to the clear arrangement of the graph, the isolated nodes are excluded.
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Figure 6.13: Students’ Network with Reduced User Profiles - Course ’Microeconomy A’,
LMS Moodle Log
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(a) Users’ Network after SOM (b) Network of User Groups

Figure 6.14: Users’ Network with Reduced User Profiles – Web Log
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CHAPTER VII

Conclusion

This doctoral thesis was focused on analysis of users’ behaviour in the systems. The
analysis was performed using methods from various research domains like log mining,
business process analysis, analysis of social networks, graph theory, artificial intelligence,
and datamining. The main goal of this doctoral thesis was to propose a novel methodology
for the analysis of users’ behaviour within the systems which store their activity in log
files.

A detailed concept of the proposed approach was described in Figure 5.1 in Chapter
5. The analysis of user behaviour was performed through several steps, presented in the
mentioned chapter. The proposed approach results in finding the groups of users with
similar behaviour in the analysed system, in finding the relations between the users (or
groups of users) based on their similar behaviour in the system, and in their visualisation
using the principles of graph theory and social network analysis.

The main idea of the proposed methodology was to find an approach which enables us
to compare the users who behave in the system in the similar way. The proposed solution
consists in description of the users by their user profiles. The user profiles are constructed
on the basis of the user activities (sequences of activities) performed by him/her in the
analysed system.

The proposed approach required the solution of several problems, like the definition
of user behaviour in the system, the creation of user profiles based on their behaviour
within the system, the finding of user behavioural patterns, the construction of reduced
user profiles based on user behavioural patterns, the finding of user groups with similar
behaviour and the visualisation of relations between them.

Mentioned problems were solved through several experiments described in Chapter 6,
and by the analysis of the three types of data collections: Apache web server log, log
from e-learning system Moodle and log of business process simulation from multi-agent
system. A detailed description of particular problems and their solutions is presented in
the following text:

109
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The definition of user behaviour in the system: This problem consisted of the
identification and the extraction of user event sequences from the event log, which
was tested in Section 6.2 using the principles from business process analysis do-
main. The main problem was how to identify the end of the sequence. It occurred
in the systems which do not record the users’ logout exactly (LMS Moodle, web
server). The problem was solved by finding the appropriate time interval of the
users’ inactivity for the identification of the end of the sequences.

The creation of user profiles based on their behaviour within the system: The
problem with the description of user behaviour was solved by the construction of
base user profiles, which were represented by vectors of event sequences performed
by the user in the analysed system and their frequency. The user profiles allowed the
comparison of the users on the basis of their behaviour with respect to the sequence
of events, and further construction of complex network which visualises the relations
between the users. A detailed description of base user profiles creation for selected
tested data collections was presented in Section 6.3

The finding of user behavioural patterns: Systems, which allow the users the vari-
ability in their behaviour (systems without a given structure or with unrestricted
rules for the user behaviour) record log files, from which is usually obtained a large
amount of sequences, often very similar. The construction of clear user network is
not possible using common methods in these cases due to the large dimension of the
base user profile vector. It was one of the reasons for finding the user behavioural
patterns. The second reason was to clearly describe the system from the global point
of view by finding the representative types of user behaviour. The main problem in
this phase was to select the most suitable method for the comparison of sequences
to cluster the similar sequences and to find the user behavioural patterns, which
described the found sequence clusters.

It was necessary to find a method, which respects the order of elements in the event
sequences, which is able to compare the sequences of different lengths and which is
immune to the slight distortions inside the sequences, if it is necessary. A methods
from string alignment domain (LCS, LCSS and T-WLCS) were selected. The results
of experiments presented in Section 6.4.1 showed that each of these methods has its
unique behaviour and each of these methods is suitable for different data collection.
In the cases, where we have a smaller amount of sequences, and where the sequences
are more different, we can use the LCS method (with the most precise division), or
the LCSS method (which allows a small distortion inside the sequences). For the
datasets with the large amount of sequences, often very similar, but with distortions
inside the sequences, and with repeated parts, it is more suitable to use the T-WLCS
method.

The automatic selection of the most appropriate method for the definition of se-
quence similarity using the distribution of the weights between the sequences can be
one of the aims of the further research. It should be in the form of recommendation,
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because each method has its advantages and disadvantages and its typical behaviour,
and each of them is suitable for different type of data collection, as mentioned before.

Groups of similar sequences were found using clustering methods. Two approaches
(divisive and agglomerative) were tested, see Section 6.4.2. After this step, each
obtained cluster of similar sequences was described by its representative sequence
using the proposed Algorithm 5.1 and Algorithm 5.2. The experiments showed that
for small data collections with small amount of sequence types (often different), both
divisive (spectral clustering) and agglomerative (hierarchical clustering) methods
gave us similar outputs. However, the problem occurred in the cases, in which we
have extracted larger amount of sequence types, often very similar (LMS Moodle,
web log). The divisive approach was not able to divide larger clusters into smaller
ones. On the other hand, the agglomerative approach (HAC) did a more appropriate
division and was more suitable for our purposes.

The construction of user profiles based on user behavioural patterns: In previ-
ous problem, the groups of similar sequences (described by behavioural patterns)
were found by clustering methods. Using the behavioural patterns, the reduced user
profiles were constructed, see example in Table 6.10 in Section 6.5. This step is vol-
untary, and is suitable for larger datasets with large amount of extracted sequences,
like LMS Moodle or web server log, as discussed in previous problem.

The finding user groups by using behavioural patterns: The last step of the pro-
posed methodology, finding of users’ groups, is important for the better represen-
tation of the found outputs, for finding the groups of users with similar behaviour,
and for clearer visualisation of relations between them and between the users. Two
types of users’ network can be constructed: an users’ network, in which the relations
between the users are determined on the basis of base user profiles, or the network
based on reduced user profiles consisted of the obtained behavioural patterns. The
first type of users’ network can be used in the cases, in which we extract small
amount of user sequence types, the sequences are different and it is required to em-
phasize their uniqueness. In other cases, the construction of users’ network based
on reduced user profiles is more suitable.

Two approaches were tested for finding the user groups. The first was based on the
vector model with similarity matrix, while cosine similarity and Euclidean similarity
were tested, see Section 6.5.1. The groups of users were found by spectral clustering
in this case. The experiments showed, that cosine similarity is more suitable for this
purpose. However, the outputs were not as sufficient as we expected. We would like
to obtain graphs of users with a more detailed division. Further division by spectral
clustering was possible only after the removing of the most frequent sequence types,
which caused the dense connection among the users. The similar findings were
obtained for both smaller and larger data collections (simulation model and LMS
Moodle).

These results led to other experiments, in which other method for user clustering
(SOM) was tested. Several experiments with various dimensions of output SOM
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map and number of iterations were performed, see Section 6.5.2. The final results
visualised using common tool for SOM visualisation was not sufficient for our pur-
poses. The main disadvantage of the SOM output map is that it has characteristics
of regular network (mesh). Moreover, if we select larger dimension of the output
map, it is common that some neurons stay empty. Due to this reason, the output
map was transformed into a graph, in which the nodes represent the user groups with
similar behaviours and in which the empty neurons were removed. Further colour-
ing of nodes with similar characteristics to visualise larger subgroups was performed
using spectral clustering.

The experiments showed that the construction of users’ network using SOM is more
suitable, because we were able to visualise groups of users even for large datasets like
LMS Moodle log or web log file. However, the random initiation of neuron weights
in the initial phase caused that some users which behave in an individual way were
included into larger groups with similar behaviour. The result is that the most
appropriate division can be obtained using the combination of both approaches.

Finally, the large networks can be reduced into a network, in which are presented
only the groups of users as nodes, as presented for example in Figure 6.14 in Section
6.6. Of course, the detailed information about users in the groups and their common
attributes (similar behaviour) are available.

The main hypothesis presented at the beginning of the doctoral thesis was whether the
network of user groups with similar behaviours described by reduced user profiles is able
to expose us groups of users and latent ties between them which may not be apparent in
the network of user groups with similar behaviours described by base user profiles. The
hypothesis was verified through several experiments described in details in Section 6.6.

Using the similarity of user profiles before and after the reduction of sequences pre-
sented that we are able to obtain latent ties between the users. This was showed through
distribution of edge weights in both types of users’ network in experiments with data from
simulation model, selected courses from LMS Moodle and from web log. Another way for
finding new ties can be provided using SOM and the steps described in Section 5.3. The
experiments also showed groups of users with similar behaviour and the relations (ties)
between them. The SOM does not present the ties between the users exactly, but between
the small groups of users which belong to one neuron in the output map. The findings
and the confirmation of the hypothesis was presented on the data collections from LMS
Moodle and web server log.

The proposed methodology can be used in several spheres. The main two domains,
which were tested, are e-learning systems and web. It is typical for the systems from these
domains that we obtain large data collections, from which are extracted large sequences,
often very similar. The methods in the proposed approach were selected so that they
respect the specific characteristics of such data collections.

In e-learning systems, the proposed methodology can be used to help the tutors to
manage courses with large amount of students to find the typical behaviour in the course
and to reveal the ties between the students (or groups of students). Such information can
be valuable for optimisation of the courses, or can be used in collaborative learning. It is
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intended to develop the plug-in for LMS Moodle which will provide more detailed statistics
of students’ behaviour in concrete course in LMS. Presented outputs are planned to be a
core of this plug-in. However, it could be suitable to supplement them by other common
type of information like histograms of activities in the course, the most/the least frequent
activity in the course etc. Moreover, it is possible to provide more suitable outputs tailored
to teachers and/or course administrators. We are able to provide more specific outputs
focused on several spheres, for example forums (association of individual contributions
to users or to threads by a topic), quizzes (more detailed information about passing the
quizzes by user or by a topic), reading materials (more detailed information by a topic)
etc. The plug-in can be supplemented with searching by the certain activities in the users’
network.

Another tested sphere was analysis of users’ behaviour on the web. Despite the prob-
lems with user identification discussed in Section 3.1, the methodology was successfully
tested on large data collections from web server log. The main purpose of the experiments
with data from this area was to be able to process this type of data collection and to
tailor the proposed approach to this type of the systems. The outputs from the proposed
methodology can be valuable for optimisation of web systems, or for finding the groups of
potential customers in marketing sphere.

The experiments showed, that the proposed methodology is usable for the analysis of
users’ behaviour in the systems with user identification, which record the activity into the
logs. The obtained results can be used as the input for the recommended systems, focused
on various spheres (e-learning, e-commerce systems, e-shops, etc.).

The final results with groups of users can be used for further user classification by user
profiles. It can be an automatic classification based on the common attributes extracted
by the users’ behaviour. Moreover, it can be also used in collective classification in social
network analysis sphere.
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Community Detection and Visualization: Experiment Based on Student Data. In
Proceedings of the Third International Conference on Intelligent Human Computer
Interaction (IHCI 2011), Prague, Czech Republic, August, 2011, volume 179 of Ad-
vances in Intelligent Systems and Computing, pages 291–303. Springer Berlin Hei-
delberg, 2013.

[78] R. Kumar, P. Raghavan, S. Rajagopalan, and A. Tomkins. Trawling the Web for
Emerging Cyber-Communities. In WWW ’99: Proceedings of the Eighth Interna-
tional Conference on World Wide Web, pages 1481–1493, 1999.
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