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Abstract 

The diploma thesis deals with the problem of Intellectual property's forgery as well as 

its misappropriation that is nowadays widespread worldwide, even despite the existence of 

many private firms that can provide IP protection. 

In the theoretical part, the principles of Blockchain technology, cryptography with its 

history and also the basics of Intellectual property law are all described.  

The practical part delivers the web application that provides a solution of IP forgery as 

it allows users to register their IP of a diverse type (audio, art, literature). The application is 

based on Blockchain technology, and therefore the data are registered into the Blockchain 

ledger, which provides a tamper-proof environment that is free to use. 
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Secure, transparent and decentralized ledger. 

The practice of techniques for secure communication based on 

procedures for encryption and decryption of information. 

A mathematical function that is defined by three attributes: takes 

any string as input, fixed sized output, efficiently computable. 

An archetypal model of web service stacks, named as an acronym 

of the names of its original four open-source components: the 

Linux operating system, the Apache HTTP Server, the MySQL 

relational database management system, and the PHP programming 

language. 

The computer or server that is connected to the Blockchain 

network. 
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Introduction 

Not even Satoshi Nakamoto in 2009, when he introduced to the universe the first digital 

currency called Bitcoin underlined with Blockchain technology, could most likely predict its 

impact and influence across all sectors.  

Blockchain is considered as a cutting edge technology of the 21st century. It is because 

it provides a new way of data storing that is transparent and tamper-proof, but totally safe and 

indisputable. Those characteristics allow people, who do not know or trust in each other, to 

share and exchange information with full faith. As the area of Blockchain technology usage is 

not yet fully explored, its potential is unlimited. One of those areas is the possession of 

Intellectual property. 

Nowadays, the problem of IP forgery, as well as its misappropriation, is present and 

widespread worldwide, even despite the existence of many private firms that can provide IP 

protection. In most cases, their services are very high-priced and therefore not available for 

everyone. 

This diploma thesis delivers a possible solution based on the utilization of Blockchain 

technology, which allows authors to register their IP and prove its possession for free. The first 

chapter is devoted to the cryptography and its fundamentals, history. In the second chapter, the 

principles of Blockchain technology are introduced. Then the basics of Intellectual property law 

and its protection are described. In the practical part, the concept of the web application that 

might solve the problem of IP forgery as well as its expenses is presented. The thesis contains 

step by step installation guide of the web application, included commands and parts of the code.
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1 Cryptography 

1.1 Cryptography in brief 

Cryptography is the practice of techniques for secure communication based on 

procedures for encryption and decryption of information [1]. Term cryptography has its roots in 

ancient Greece, and its original meaning is secret writing, composed of two words κρυπτός 

(kryptós), translit. "secret" and γράφειν (graphein), "to write". [2]  

Cryptography aims to construct schemes or protocols that can accomplish specific tasks 

even in the presence of an adversary. With the use of cryptography, the users can communicate 

securely over insecure channels with a guaranty of their authenticity and transmissions’ privacy. 

[3] In order to successfully build a secure communication without being disclosed, the sender 

and recipient must use the same cryptographic algorithm with a matching pair of keys. The 

primary example is shown below.  

Figure 1.1  Basic Cryptography Example [3] 

 

In figure 1.1, a diagram with cryptographic procedure proceeds as follow: 

• Alice sends the Message m 

• Message m, together with Key k(E) joins Encryption algorithm 

• It results in Cryptogram c that can be decrypted and afterward read by only matching 

pair of the algorithmic key to the Key k(E) 

• Let’s assume that a man in the middle, the Interceptor, is able to capture the 

Cryptogram c, however, still is unable to encrypt and read the Message m 

• The recipient Bob has discussed an algorithm used for encryption/decryption before. 

Therefore he can solve the Cryptogram c by utilizing the Decryption algorithm and Key k(D) 

• Bob reads the Message m with his own privacy 
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1.2 History and evolution 

The first known evidence of cryptography can be traced to the use of hieroglyph by 

Ancient Egyptians approximately four thousand years ago. The Egyptians used the hieroglyphs 

for purposes of communication. However, this code was the secret known only to the scribes 

who used to transmit messages on behalf of the kings. Later on, the cryptography has evolved 

with the natural need of people to communicate secretly with a selective recipient. [5] 

• Caesar Shift Cipher, earlier Roman cryptography method relies on shifting the letters 

of a message by an agreed number, the usual choice was number 3. Afterward, the intended 

recipient would then shift the letters back by the same number and reveal the original message. 

Figure 1.2 Caesar Shift Cipher 

 

• 500 to 600 years BC simple mono-alphabetic substitution ciphers have been used. The 

idea was in replacing alphabets of a message with other alphabets including some secret rule. 

That rule has been used as a key that allowed to retrieve the message from the scrambled one. 

• In the era of the European Renaissance (14-17th century), various Italian and Papal 

states led to the rapid proliferation of cryptographic techniques. 

• In the 15th century, a technique called Vigenere Coding was created. It was based on 

moving letters with the number of variable places. Could be considered as improved Caesar 

Shift Cipher that allowed to move the letters only by the same number of places.  

• After the 19th century, cryptography has evolved to the more sophisticated art and 

science of information security. 

• In the 20th century, many mechanical and electro-mechanical machines were invented. 

A good example is the Enigma rotor machine, which provided more advanced means of coding 

the information and thus meant a significant step ahead. 

• During World War II, cryptography became excessively mathematical. [5] 
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1.3 Symmetric-key cryptography 

Basic symmetric-key cryptography consists only of the one, the same key called secret 

key, for both encryption and decryption. The key is usually a uniformly distributed, random 

string of k bits for some parameter k. The only problem with this technology is to exchange the 

secret key securely. For these purposes, the asymmetric-key cryptography is used. [3]. 

1.4 Asymmetric-key cryptography 

Asymmetric cryptography, also known as Public-key cryptography, represents an 

improvement on standard symmetric-key cryptography. In this case, a public and a private key 

that make up a pair, are required for revealing a message. The encrypted message is transferred 

through a network together with its public key, without any risk. Anyone in the network can 

capture the public key, the message either. However, only the recipient, the owner of the public 

key can use his private key to decrypt the message. Even nowadays, with current modern 

technology, it is almost impossible or very time consuming to find a private key to its public 

one. Therefore, this method is still considered secure. [4] 

1.5 Hash function 

A cryptographic hash function is a mathematical function that is defined by three 

attributes. 

• Takes any string as input (no matter of size) 

• Fixed sized output (usually 256bits) 

• Efficiently computable  

 

Figure 1.3 Application of Hash function 

 

The hash function might be used for claiming that the files have not been changed 

before and after the operation with them. In practice, several steps must be applied in order to 

prove its validity. 
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1) Make a hash of a file 

2) Send the file through the network 

3) Hash the received file 

4) Compare the hashes of both files 

If the hashes of both, sent and received, files are the same, then the file is considered as 

the same, not changed one. This method is swift and effective because the size of hash is only 

256bits and that is usually times smaller than the size of the original file.  

Hash function security properties are: 

• Collision-free 

• Hiding 

• Puzzle-friendly 

A function is described as a Collision-free when nobody can find the situation that two 

different functions have the same value. 

 The same values (collisions) do exist, but it is challenging to find them. Its main reason 

is that the number of possible inputs is higher than the number of possible outputs. For a better 

understanding, it is presented in Figure 1.4. 

Figure 1.4 Proof of collision's existence 

 

Nowadays, It is almost impossible to find a collision due to a lack of computing power. 

However, there is a straightforward method that it is guaranteed to work. The collision can be 

found by trying 2^130 randomly chosen inputs. Then, there is a 99.8% chance that at least two 

of them are going to collide. There are other faster methods available, but only for some 

possible hash functions. For example 256 | 2. Finding a collision for this value is simple. 
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However, as mentioned before, it is way difficult with the more complex numbers. Generally, 

the hash functions are considered as collision-free, unless the collision is proved. 

Hiding, the second property of the hash function, means that for given H(x), it is 

infeasible to find x. If r is selected from a probability distribution that has high min-entropy 

(only values that are chosen with negligible probability), then given H(r | x), it is infeasible to 

find x. 

The last property is called puzzle-friendly. For every possible output value y, if k is 

chosen from a distribution with high min-entropy, then it is infeasible to find x such that H(k | 

x) = y. This property implies that no solving strategy is better than trying random values of x. 

The excellent example of a hash function is SHA-256. 

 Figure 1.5 SHA-256 scheme 

 

• Theorem: If c is collision-free, then SHA-256 is collision-free.  

It takes the message that is going to be hashed and subsequently breaks it up into the 

blocks that are 512bits in size. The message is not going to be exactly multiple of the block size, 

so additional bits are added as padding. Afterward, the length of the message is identical, and it 

is trapped into the blocks. Then the computation of SHA-256 might be executed. For a better 

understanding, please see figure 1.5. 

1.6 Hash pointer and its application 

Hash pointer is a pointer to the place where some information is stored. It is used for 

asking to get the info back (its value) and verify whether it has not changed. Generally, they can 

be utilized in any pointer-based data structure that has no cycles. It is due to a missing endpoint, 

in acyclic data structures, that is necessary for the execution of computation. In order to 
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maintain safety, the hash pointers, instead of classic non-hashed pointers, are used.

 

Figure 1.6 Block of Hash pointers 

 

The block of hash pointers is detecting possible tempers.  

The another possibility is binary tree with hash pointers, also called Merkle tree. The 

Merkle tree is explained in the following section. 

1.7 Merkle Tree 

One of the pros of the Merkle tree is that for verifying a membership, only remembering 

the root hash is needed. Another variant of the Merkle tree is sorted Merkle tree that even allows 

verifying non-membership in 0 (log n). In simple terms, show items before, after the missing 

one. 

Figure 1.7 Merkle Tree Example [6] 
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Flow describing Merkle tree: 

• The hash values of the transactions that are bundled together in a block, are combined 

in a system named the Merkle Tree, which is presented in figure 1.7. [6] 

• This combined hash value is put into the header of a new block additionally with some 

other information, such as the hash of the previous block (see the block 11 in figure 1.7) and a 

timestamp.  

• The previous hash in the new block ensures that the blocks are not tampered with and 

hinders cheating. The timestamp, on the other hand, proves that the data has existed.  

• Afterward, the header becomes part of a mathematical puzzle, which miners have to 

solve by complex calculation.  

• The miner who finds the solution as first, announces it to the others in the network 

(Nakamoto, 2008). 

• Subsequently, the other miners check the solution.  

• If the solution is correct, they confirm it and update the block correspondingly 

• The hash of the header is the identifying string of the new block, which is now part of 

Blockchain. [7] 

To discover more about Blockchain, please continue to chapter 2, which is devoted only 

to this technology. 
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2 Blockchain technology 

2.1 Blockchain introduction 

Blockchain is considered as a cutting-edge technology of the 21st century, mainly for its 

enormous potential for implementation in a variety of industries. It was released and opened 

sourced on 3rd January of 2009, underlying the first cryptocurrency called Bitcoin. As a creator 

is considered an anonymous person or group of people called Satoshi Nakamoto. [7] The core 

idea of Blockchain technology is in its transparency. It allows people to establish trust and thus 

get rid of third parties (etc. companies, institutions, government) in between the transactions 

that current population fully rely on. This term is technically called decentralization. [8] 

2.2 Centralization vs Decentralization 

Both centralized and decentralized systems have their own pros as well as their cons. 

However, the critical difference is that in a centralized system, there exists a central authority, 

which makes other nodes dependent on. In decentralized systems, the control is distributed 

among more than one node. Thus, the decentralization is considered as the core concept of the 

Blockchain 

Figure 2.1 Types of system [9] 
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• Centralized systems, as it is included already in its name, are centralized what means 

that all system logic and information are stored on one or several computers, servers. It reduces 

the processing costs eventually, but on the other hand, makes the data vulnerable. Such 

databases can be hacked, or even natural disaster like a flood or a power outage is considered as 

a severe threat. Another their disadvantage is that they exclude billions of people from the 

global economy, (etc. people who do not have enough money for owning bank accounts). 

Additionally, slowing things down as it can take a second for an email to go around the world, 

but it can take days, weeks to get the money through the banking systems. They also add a 

further fee for transactions (10-20%), then capture our data that might be a significant risk for 

our privacy.  

• Decentralized systems offer other benefits. The main one is that there is no need for a 

trusted third party or intermediary to validate transactions. This results in increased efficiency, 

quicker decision making, and many other advantages. The system based on decentralization also 

allows any node to take part in a competition to become the decision-making authority. This 

competition is governed by a consensus mechanism, and the most commonly used method is 

called PoW (Proof of Work), which is described in subchapter 2.6. Decentralization can be 

achieved by two standard methods. The first one, called Disintermediation, is based on skipping 

the intermediary (e.g., sending money directly to your friend on Blockchain instead of going to 

the bank). The other method is named Through competition, in which the nodes compete with 

each other. The selected one earns the service system provision. [9] 

2.3 Distributed systems 

The distributed system can be described as a group of nodes that are cooperating and 

sharing their resources with each other, but acting as a single logical platform.  

Figure 2.2 Design of Distributed System[9] 

 



 

Blockchain technology 

- 11 - 

 

Figure 2.2 legend: N4 is a Byzantine node, L2 is broken or a slow network link 

Each node in the distributed system is perceived as a standalone unit with its own rights. 

Nodes can send and receive a message to and from each other. However, it is not guaranteed 

that they are all honest. Some of them might be faulty or malicious. Nodes that are exhibiting 

arbitrary behavior are called Byzantine nodes. Term Byzantine is explained in subchapter 2.7.2. 

The biggest challenge in distributed systems is fault tolerance and nodes coordination. 

Distributed systems are built to tolerate the faulty nodes and network line breaks in order to 

continue and finish their job. Many research and studies have been made to overcome these 

issues. A replication or also known as state machine replication is used for achieving fault 

tolerance. [9] 

2.4 Public Blockchain 

Blockchain is considered as public when each user has a capability to read it, form 

transactions and also to participate in the process of creating the consensus. [10] The public 

Blockchain is controlled by the users, network members by themselves. Transactions are 

protected by one of two cryptographic consensus algorithms:  

• Proof of Work 

• Proof of Stake 

The concept of algorithms is explained in sub-section 2.6.1. Network performance is 

achieved through the protocol updates which function is to prevent the harmful changes.  

Main advantages of the public Blockchain are: 

• Security from the outside world 

– In order to penetrate the network, the attacker must take control over 51% of the 

active full nodes what requires very powerful computational resources. That fact is making the 

attack mostly unlikely. 

• Protection from creators 

- The system developers have the same rights as the other Blockchain user, and thus 

they cannot intervene and change, affect or delete the code or data at own discretion 

• Openness 

– The public Blockchain is open, no controlled by any third party and therefore more 

attractive to the community [11] 

Very best example of Public Blockchain is well known cryptocurrency Bitcoin. Its 

following characteristics are: 

• A block is created/mined every 10 minutes.  

• The miner, which resolves the complex cryptographic operation, is rewarded with a 

specific value of Bitcoin. 
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• Miners have massive computing power, x-times bigger than any other computer 

systems.  

• Blocks are linked to the previous blocks, and together they made a big chain of blocks 

all over the world that is simultaneously updated, and that makes it impossible to be hacked 

with current computing power. 

2.5 Private Blockchain 

Private Blockchain differs from public one, especially in its permissions and limitations. 

The private Blockchain is usually controlled by one authority, and its direct access to 

Blockchain data and submitting transactions are limited to a predefined list of entities. [9] 

However, the design by itself is compromising the whole point of decentralization and the 

concept that the Blockchain relies on. Primarily the financial institutions have been interested in 

those kinds of systems. It has several advantages, too. 

• Ability to change the rules of a Blockchain, revert transactions, modify balances, in 

some cases, e.g. national land registries, this functionality is necessary; 

• Transactions are cheaper since they only need to be verified by a few powerful nodes  

• Nodes can be trusted to be very well-connected, allowing to use consensus algorithms 

which offer finality after much shorter block times. 

• Private Blockchains can provide a greater level of privacy, in case of reading 

permissions are restricted. [10] 

2.6 Consensus algorithms in Blockchain 

Consensus is basically a distributed computing concept that is used in Blockchain in 

order to provide a means of agreeing to a single truth by all peers. [9] There are four main 

methods of finding consensus in Blockchain: PoW, PoS, PBFT, DPos. [12]. 

Some of the methods are going to be described in the following subchapters. 
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2.6.1 PoW vs PoS 

Figure 2.2 PoW and PoS comparison 

 

The concept of Proof of Work algorithm, or in a short “PoW“ was first time introduced 

in 1993 by scientists Cynthia Dwork and Moni Naor. [13] However, the term PoW was 

announced by Markus Jakobsson and Ari Juels in 1999. [14] The main idea of PoW is that the 

nodes of the network, which are confirming the transactions, perform a complex computational 

work that can be easily and quickly verified by other nodes of the network. The node that 

completes all the necessary calculations as the first one is getting a reward. [9] 

In the Proof of Stake algorithm, the transactions are validated by the users who own a 

large share of the internal coins of the network. The creator of a new block is chosen in a 

deterministic way, depending on its wealth, defined as a stake. The creator of the new block is 

rewarded with a transaction fee. 

2.6.2 Practical Byzantine Fault Tolerance 

Practical Byzantine Fault Tolerance algorithm is based on the idea of Byzantine 

consensus which could be described as follows:  

Byzantium in the middle of the battle. The army of the Byzantines consists of four 

legions located too far away from each other which makes direct communication impossible. 



 

Blockchain technology 

- 14 - 

 

Each general is provided with orders to attack or retreat from the control center. The order is 

clear, but there is no guarantee that there are no traitors who will carry out the order on the 

contrary way. There is no even guarantee that the control center is not a traitor, having sent 

various orders to different generals. The principle of consent is that all the faithful generals 

come to the same decision, excluding the data received from the traitor [15]. The principle of 

information exchange is as follows: 

• The five generals sends each other a message about the number of people in the 

legion. The traitor, for disinformation purposes, shares different information with each of the 

four generals. 

• Each general forms a block where four digits received are included. Additionally, the 

information about the original data source is mentioned. This block is sent to other generals.  

• In the end, each general has five blocks with numbers of people in legions. It is logical 

that four generals will have the same information about the state of legions and one will have 

discrepancies. 

• The honest leaders continue execution of the order, excluding the traitor. There is one 

serious flaw in Byzantine consensus mechanism; the generals know that the source of 

information comes from meaning that there is no anonymity. [15] 

2.7 Areas of usage 

Blockchain can be utilized in various ways. Some of the examples are presented in 

figure 2.3, some of them are listed below the figure: 

Figure 2.3 Areas of Blockchain application 

 

• Protecting rights through immutable records 
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- The governments, dictators in developing countries usually steal land from innocent citizens 

by showing them records of the landowner from their own government databases. 

• Creating a true sharing economy 

- Companies like UBER, RB&B. 

• Ending the remittance rip-off  

- The people who work abroad and support their families by sending money are victims of the 

companies that are taking big commissions for these operations. 

• Ensuring compensation for the creators of value 

- The artists will get paid for their services, directly. 

• Recapturing our identities 

- The data, the biggest assets of today. [11] 

 Intellectual property and its possession is another area, which the Blockchain 

technology can be utilized in. It can allow artists to register their IP to the Blockchain ledger in 

order to prove its possession and protect against forgery. Moreover, it is all completely for free, 

which allows saving money intended for organizations that supposed to protect the IP 

possession and use it for other purposes. 
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3 Intellectual property 

3.1 Basics of Intellectual property law 

The term “Intellectual property“ or in short “IP” began to be used at the beginning of 

the 19th century and became a common part of the vocabulary in the late 20th. IP is a category 

of property that encompasses an intangible creation of human wisdom. It includes copyrights, 

patents, trademarks and but also trade secrets, publicity, and moral rights, as well as all rights 

against unfair competition. Moreover music and literature or even words, phrases can all be 

protected as intellectual property. [15] 

The purpose of IP law is to encourage the creation of a large variety of intellectual 

goods and benefit from it. It is achieved by giving people and businesses property rights, for a 

limited period of time, to the intellectual goods they create. Once the IP, they created, is used, 

they profit from it. [16] 

3.2 The four basic forms of IP 

There are four broad forms of IP, and they all have different protection purpose: 

• Copyright 

• Trademark 

• Patents 

• Trade secrets 

1. Copyright: A copyright is an exclusive right held for a limited time by original works 

of authorship to reproduce, publicly perform, and publicly distribute copies of their work. In 

order to receive copyright protection, a work must be original, and it must be fixed in some 

tangible medium (written down, recorded, printed, etc.). 

2. Trademark: Trademark law protects consumers by empowering producers to prevent 

the use of their names or logos by others in manners that are likely to confuse consumers. This 

body of law only applies to words and images used to identify goods and services, or their 

source. Trademark rights can last forever, as long as the name or image is continuously used in 

commerce. 

3. Patent: Patent law protects inventors by granting them an exclusive right to 

manufacture and sell their inventions for a limited period of time, in exchange for public 

disclosure of their invention. To receive patent protection, an invention must be novel, useful, 

and non-obvious. 

4. Trade Secrets: Trade secret law protects secret information held by businesses, and 

allows them to sue when that information is stolen, or if it’s disclosed without their permission. 

To be protected by trade secret law, the information must actually be secret (not known to or 

easily ascertainable by the general public) and it must have independent economic value by 
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being secret (this basically means that disclosing the secret would make the information far less 

valuable). [17] 

 Each of these types of intellectual property requires different procedures to protect 

them from unfair competition. [18] 

3.3 Challenges for Intellectual property  

The intellectual property and its intangible nature possess difficulties in comparison 

with a traditional property. A traditional property like land can be easily surrounded by a fence 

and protected by its owner. However, IP is "indivisible". It means that it can be "consumed" by 

an unlimited number of people without being depleted.  

Another problem can be a replicating IP and selling it at a lower price. In order to solve 

those challenges, the balancing rights must be strong enough to encourage the creation of IP 

goods but not so strong that they prevent the goods' wide use are being implemented. That is the 

primary focus of modern intellectual property law. [16] 

3.4 Penalties for infringement 

When the intellectual property has been infringed, the owner can seek damages against 

the infringer who has violated the intellectual property. The damages may include any lost 

profits, punitive damages, and statutory damages. Additionally, some types of infringement 

might also incur criminal fines or require the confiscation of all infringing goods. 

An infringement lawsuit may be filed in connection with intellectual property that is 

protected under state or federal laws. This may include material that is protected under 

copyright, trademark, patent, or other laws. These types of laws provide exclusive rights to own, 

sell, use, or distribute various items, logos, inventions, works of art, music, and certain words or 

phrases. [17] 

3.5 Blockchain adoption in IP 

Blockchain technology could enable individuals and companies to identify their own 

innovation and place it on record within a Blockchain. Any future issues, e.g., who was the first 

to create an idea, would then be easily identified through the Blockchain’s timestamp. This 

could resolve any number of complex and costly legal challenges around the initial creation of 

an idea that has not been immediately protected.  

Other aspects that Blockchain in utilization with IP could achieve: 

• Clear and accurate ownership records of IP assets for an industry 

• Licensing agreements could be: 

- created via Blockchain 

- recorded via the Blockchain 
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• Accurate and up to date ledger [19] 

Over time companies dealing with IP around the world might adopt the technology to 

speed up the process of idea protection and enable innovators to more effectively and quickly 

assert their ownership of IP assets. Critical to achieving the most favorable outcome is global 

adoption of an agreed and supported Blockchain platform. [20] 

One of these adoptions is presented in the following chapter. 
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4 Practical part 

4.1 Project concept 

The problem of Intellectual property and its forgery and misappropriation persists, even 

despite the existence of many companies that can protect IP possession. That is the result caused 

by high priced services. In order to protect the next IP creations and prevent them from being 

stolen from original authors, a free Blockchain proof-of-existence concept is introduced as a 

solution.  

The core idea is to declare the fact about the IP (music, literature, painting) into the 

Blockchain and give a possibility to confirm the ownership of IP by the system at the request of 

any public person or organization. 

 

 

Figure 4.1 Project scheme 

 

The application's workflow can be described: 

When the author of IP decides to share his creation, first of all, the registration must be 

done. Then, during a file upload procedure, the author fills up a form with his name or company 

name, the co-creators name, the name of IP, date of creation, short description and upload his 

creation (music/text/image) in the computer file format, possible file extensions are .mp3, .ogg, 

.jpg, .png, .txt. The document is hashed and timestamped afterward. The form information is 

encoded and converted to hexadecimal representation and published to the Blockchain. 

The author, publishing his creation to the Blockchain, is provided with the information 

stored in the system. It includes a hash of the file that acts as a key, then a transaction ID in the 
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chain, time when the document was uploaded into the system. Altogether, it proves possession 

of the intellectual property. 

The verification of the creation’s authenticity can be done in different ways: 

1. Listing all the Intellectual properties of a specific type 

2. Search using a up_hash/key of the file 

3. Upload of the file and then compare it with IPs already in the chain 

In the first method, the user has an opportunity to show all Intellectual properties that 

have been uploaded to the chain. However, he needs to choose a type of IP that wants to 

observe. For each IP type, a tab has been created. In the second, the user enters the hash/key of 

the file in the search field. In the background, the application looks for matches in the database 

and subsequently outputs the result in the json form providing all the information regarding IP. 

The third method involves uploading the file to the system. Then, the file is hashed, and its hash 

is compared with the existing ones in the Blockchain ledger. In all cases, if a match is found, the 

user will be provided with the information regarding the creation. 

4.2 Project implementation 

The chapter describes the whole project setup, its installation process as well as its 

demonstration. The installation commands, some parts of code and screens proving the 

functionality of the application are going to be presented. 

4.2.1 LAMP 

 Abbreviation LAMP stands for its original four open-source components: the Linux 

operating system, the Apache HTTP Server, the MySQL database management system and the 

PHP programming language. The following subsections are devoted to each component, one by 

one. For a better understanding of LAMP, please look at figure 4.2. 

Figure 4.2 Linux Distribution Ubuntu 16.04 LTS layout 
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As a solution stack, LAMP is suitable for building dynamic web sites and web 

applications. Therefore it has been chosen for the project implementation. 

4.2.2 Linux 

Firstly, the operating system Ubuntu that is one of the Linux distribution had to be 

installed. Ubuntu version 16.04 LTS has been selected for its stability as well as for its LTS, 

that means Long Term Support. Then Linux kernel based Operating Systems are the 

unpretentious OS, but what is most important, they are open-source systems and other their 

components are free and open to use. After the successful installation, there was necessary to 

make sure that the operating system is running on its latest version of OS. The following 

commands were executed in the terminal: 

sudo apt-get update && apt-get upgrade 

After a few moments, the newest libraries were downloaded and installed. Afterward, 

the additional components and repositories might be installed. 

Figure 4.3 Linux Distribution Ubuntu 16.04 LTS layout 

4.2.3 Apache 

Apache or The Apache HTTP Server is free and open-source cross-platform web server 

software, released under the terms of Apache License 2.0. It can be downloaded and installed 

with the command below: 

sudo apt-get install apache2 

 

After successful installation of the Apache2, there is recommended to reset its service 

by the command:  

sudo systemctl restart apache2 

sudo systemctl status apache2 
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 To make sure that the Apache2 is active and running properly. See figure XYZ, in 

which is shown the output of the command. 

 

Figure 4.4 Apache2 active and running 

 

To prove the Apache2 functionality, it is also possible to access Apache2 default page 

with the browser by typing localhost into the URL bar. 

4.2.4 MySQL & PHP 

MySQL as a most popular open source database in combination with PHP programming 

language has been used in the project. For better comfort and easier orientation within the 

database a free software tool written in PHP, called phpMyAdmin was installed. The commands 

are listed here: 

apt-get install mysql-server php-mysql php-curl php-gd php-intl 

php-pear php-imagick php-imap php-mcrypt php-memcache php-pspell 

php-recode php-sqlite3 php-tidy php-xmlrpc php-xsl 

 

Firstly, the MySQL server and client have to be installed. Then proceed with 

phpMyAdmin installation.. 

apt-get install phpmyadmin php-mbstring php-gettext 

 

During the installation process, a few questions are asked. In order to configure the 

installation correctly, please follow the next steps: 

1. When the first prompt appears, apache2 is highlighted, but not selected. Hit Space, 

Tab, and then Enter to select apache2. Otherwise, if leaving the field blank, the additional 

manual configuration has to be done. More in figure 4.5. 
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2. Select yes when asked whether to use dbconfig-common to set up the database 

3. Enter your database administrator's password 

4. Enter and confirm the password for the phpMyAdmin application itself 

         Figure 4.5 PHPMyAdmin installation, step1 

 

When the installation is completed, enabling the PHP mcrypt and mbstring extensions is 

done by typing: 

sudo phpenmod mcrypt 

sudo phpenmod mbstring 

 

Afterward, the restart of apache2 is required to make sure that the changes are being 

recognized.  

sudo systemctl restart apache2 

 

Subsequently, the package manager for the PHP programming language named 

Composer was downloaded and installed. 

curl -sS https://getcomposer.org/installer | sudo php -- --

install-dir=/usr/local/bin  

 

The phpMyAdmin has been accessible on https://localhost/phpmyadmin. In order to log 

into the interface, the root username and the administrative password that was set up during the 

MySQL installation was a necessity.  

New MySQL database has been created by running the script utilizing phpMyAdmin 

which is presented under figure 4.6. The database named accounts has been used for storing 

information for registered users. The basic entries like first name, last name, email address and 
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password were initialized as well as 'id' value that assigns a unique value to each user that is 

automatically incremented in order to make users recognizable. The function of the last 

parameter called 'active' was used to determine whether the user has already verified its account 

by email confirmation. The default value has been set to 0 but changing into value 1 after the 

user has confirmed his registration. 

 

 

Figure 4.6 MySQL table structure in phpMyAdmin 

 

MySQL database creation script: 

CREATE TABLE accounts (id INT NOT NULL AUTO_INCREMENT, firstname 

VARCHAR(50) NOT NULL, last_name VARCHAR(100) NOT NULL, email 

VARCHAR(100) NOT NULL, university VARCHAR(100) NOT NULL, 

phonenumber VARCHAR(100) NOT NULL, hashh VARCHAR(32) NOT NULL, 

active BOOLEAN NOT NULL DEFAULT 0, PRIMARY KEY (id)); 

 

To complete successful interaction in between MySQL database and the interface, the 

supplementary php file, called db.php, with the code included has to be created. See the code 

below: 

<?php  

$host = 'localhost'; 

$user = 'root'; 

$pass = 'password'; 

$db = 'accounts'; 

$mysqli = new mysqli($host,$user,$pass,$db) or die($mysqli-

>error);  

?>  
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Additionally, to make the system ready to register new users, the following line has to 

be added into the php file that includes a part of code collaborating with MySQL database. 

require 'db.php'; 

4.3 Multichain 

4.3.1 Introduction 

Multichain has been selected as a Blockchain platform for several reasons. First of all, 

one of the crucial requirements for this project was to choose a platform that is free to use. 

Multichain delivers this condition as it is an open source platform. Then it is very customizable 

and providing the ability to set a variety of different parameters such as transaction speed and 

size limits, confirmation time, valid transaction types and so on. It is also designed to let 

developers build Blockchains and applications with minimum hassle, providing many useful 

educational material and manuals. However, most importantly it provides a functionality called 

"streams" which mainly focus on general data retrieval, timestamping and archiving, rather than 

the transfer of assets between participants. A key-value database in style of NoSQL is one of the 

options for database implementation on a chain, but the right option for the project. 

4.3.2 Installation and setting-up Blockchain 

The Multichain platform has been installed with following commands: 

sudo wget https://www.multichain.com/download/multichain-

1.0.4.tar.gz 

sudo tar -xvzf multichain-1.0.4.tar.gz 

 

After the installation, three files "multichaind, multichain-cli, multichain-util, 

multichaind-cold" with its readme text file have been found in the folder. It was required to 

move files into the bin folder to make them easily executable. 

sudo mv multichaind multichain-cli multichain-util multichaind-

cold /usr/local/bin 

 

For a new Blockchain creation and its initialization, two lines of command were 

required. The Blockchain has been named "chain1". In figure 4.7, a chain called "chain7" is 

presented as an illustration. 

multichain-util create chain1 

multichaind chain1 -daemon  
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Figure 4.7 Blockchain initialization 

 

The subsequent step was to create a stream. In this project a three individual streams 

have been created, each intended for a different Intellectual Property type.  

multichain-cli chain1 create stream music false 

 

The stream called "music" was created for archiving the data which have been 

registered as music IP type. The same way, other streams called "art" and "literature" have been 

created. The last word of the command "false" means that only the servers with its permission 

can publish or retrieve the data. It works as prevention of unauthorized or spam information 

existence in the Blockchain. 

In order to work with the streams "music", "art" there was necessary to provide a server 

with the permission by subscribing to each streams. 

multichain-cli chain1 subscribe music 

multichain-cli chain1 subscribe art 

multichain-cli chain1 subscribe literature 

 

In the next stage, the stream functionality is tested. 

multichain-cli chain1 liststreams music 
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Figure 4.8 The output of command "multichain-cli chain1 liststreams music" 

 

From figure 4.8, it is readable that the stream named "music" is not open, meaning that 

the servers need to subscribe to the stream in order to work with its data. Also createtxid and 

stream reference is provided. Then information about subscription and synchronization and 

details like the count of items with its confirmation count, keys and publishers are granted as 

well. 

To make a new item record use the following command: 

multichain-cli chain1 publish music key12345 

f205ee2a5de471a70c1fd1b46033a75f 

 

The word "key12345" represents the key used for the item and 

"f205ee2a5de471a70c1fd1b46033a75f" is a data saved in hexadecimal format. 

All items stored in the Blockchain ledger under the stream called "music" might be 

listed out by the command: 

multichain-cli chain1 liststreamitems music 

 

Figure 4.9 The output of command "multichain-cli chain1 liststreamitems music" 
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In figure 4.9 is highlighted the last confirmed item with key "key12345" that has been 

published by the previous command. As it is a new item, it has only one confirmation, but it is 

noticeable that the penultimate one has already thirty-four confirmations. It is necessary to 

mention that the list of items is more extensive, however not essential to show the whole output 

as it is used only for explanation purposes. 

4.3.3 Mining node Installation 

Initialization command: 

sudo multichaind chain1@10.0.2.15:7407 -daemon 

 

Figure 4.10 The output of Initialization command from Mining node 

 

The next step was to activate permission to connect, mine for the mining node on the 

main node, as it is presented in Figure 4.10. The value 1Fy3mL... represents the address of 

mining node. 

multichain-cli chain1 grant 

1Fy3mLCMn6ZSnxiqauBNvptkzdvbyhqdEpX2EL connect,mine 

 

Rechecking whether it is working by the following command: 

multichain-cli chain1 listpermissions mine 

 

Figure 4.11 List of nodes with the mine permisson 
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In order to ensure the integrity of the system, maximizing the degree of miner 

randomness was a necessity. It was executed by the following command: 

multichain-cli chain1 setruntimeparam miningturnover 1 

 

Listing last three blocks to see their miner. 

multichain-cli chain1 listblocks -3  

 

Figure 4.12 List of last mined blocks 

 

Figure 4.12 serves as evidence that different miners have been utilized to mine the 

blocks. 

4.3.4 PHP library for interaction with Multichain 

This library provides a way to work with Multichain JsonRPC requests.   

The installation command for the library is: 

composer require kunstmaan/libphp-multichain 

 

It is necessary to mention that the library is specifically focused on the operations with 

assets rather than streams that have not been implemented at all. Therefore, the additional code 

has been written and added to the core file called "MultichainClient.php". 
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Figure 4.13 MultichainClient.php with function for listing streams 

 

The functions return information about the stream. It shows all the streams for the given 

chain that has been defined before. However, when the stream name is specified, it retrieves 

information about a single stream only. 

Three additional functions, which work with the streams have been implemented: 

public function listStreamItems($stream, $verbose = false, 

$count = 100)    { 

        return $this->jsonRPCClient->execute("liststreamitems", 

array($stream, $verbose, $count)); 

    } 

 

public function listStreamKeyItems($stream, $key, $verbose = 

false, $count = 100)    { 

        return $this->jsonRPCClient-

>execute("liststreamkeyitems", array($stream, $key, $verbose, 

$count)); 

    } 

 

public function publish($stream, $key, $dataHex)    { 

        return $this->jsonRPCClient->execute("publish", 

array($stream, $key, $dataHex)); 

    } 

 

Those functions are called from the RESTful API, but this part of the project is 

explained in the next chapter. 
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4.4 RESTful API 

Abbreviation REST API stands for REpresentational State Transfer Application 

Programming Interface. It means when a RESTful API is called, the server will transfer to the 

client a representation of the state of the requested resource. The interaction proceeds via the 

HTTP protocol. There are four common HTTP methods: GET, POST, PUSH and DELETE. 

In the thesis project, RESTful API serves as the interconnector between the Interface 

client and Multichain server. The REST API was built with the lightweight PHP 

microframework called Slim. It has been chosen because it allows writing simple yet powerful 

web applications and APIs very quickly as well as it is provided with a lot of guides and 

tutorials due to its popularity as a microframework. 

It has been installed with the Composer dependency manager by following command, in 

which the word "project" stands for the name of the application: 

php composer.phar create-project slim/slim-skeleton project 

 

In the project has been utilized two http methods in the RESTful API. 

• POST 

- used for publishing new data into the stream, then for data upload confirmation 

 

• GET 

 - used for retrieving data from the Blockchain stream 

The code of RESTful API can be found in the appendix.  

 

In order to make RESTful API working, the RPC connection must be allowed. It has 

been done by adding the Interface server address to the configuration file of Multichain server. 

sudo gedit ~/.multichain/chain1/multichain.conf 

 

Figure 4.41 Allowing RPC connection 
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4.5  Web application Interface with project demonstration 

The web application has been provided with a user-friendly GUI that is shown in the 

figure below.  

 

Figure 4.42 index page of WEB App called IP Protector  

 

The users visiting the page could use three main functions. The first function was to 

show all Intellectual properties of the specific type that have been uploaded into the Blockchain. 

In figure 4.43 by leaving the input field blank and clicking on the button "Show IP", all IPs of a 

defined type, in this case, literature, would be listed out. By inputting the IP hash, only one 

earlier selected IP would be shown with all information attached.  

 

Figure 4.43 Page for showing IP of specific type 
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The part of the code with its logic explanation: 

 

Figure 4.44 Part of the code of show.php 

 

When the button "Show IP" has been pressed, the value has been set to literature, and 

the application could recognize what type of IP the user is looking for. For each of IP type has 

been created own micro page with the button of specific value individually. The input of Key or 

IP hash has been saved to the variable called 'ip_hash'. Then the program algorithm was based 

on whether the variable has been set or not. The code is shown below: 

if ($_POST['ip_hash'] == '') {  … 

elseif ($_POST['ip_hash'] != '') { … 

 

The other option was designed for IP creators/authors that wanted to present and protect 

their Intellectual properties by uploading the IP file into the Blockchain. In order to do that, the 

registration was required.  

 

Figure 4.45 Registration page 
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First of all, all inputted data has been secured against SQL injections. Then the login 

credentials have been checked for duplicity with existing MySQL database called "accounts". If 

a user with the inputted name or email has been already signed up, program redirected the user 

to the "error.php" page. If the credentials and email have been not taken then the user has been 

successfully saved into the database.  

Figure 4.46 Registration page code 

 

Also, need to mention that password has been hashed before storing into the database. 

$password = $mysqli-> 

escape_string(password_hash($_POST['password'], 

PASSWORD_BCRYPT)); 

 

When the data has been successfully saved into the database, the verification email has 

been sent to the user's email box utilizing PHP email class called PHPMailer. The library has 

been installed with the composer. 

composer require phpmailer/phpmailer 

 

In order to work with PHPMailer, the SMTP has to be set up. The SMTP settings for 

yandex.com are the following: 

$mail->SMTPAutoTLS = false;   

$mail->Host = 'smtp.yandex.com'; 

$mail->Port = 465; 
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$mail->SMTPAuth = TRUE; 

$mail->SMTPSecure = 'ssl'; 

 

 Another crucial thing is to allow the SMTP protocol to access the account data. It has 

to be done directly on the email's provider website. Please see the yandex.com example. 

  

Figure 4.47 Application password is allowed (yandex.com) 

 

The registered user has received the email that included a link for account verification. 

The link consists of the email address and the hash value that was randomly generated and 

subsequently hashed by MD5. 

$hash = $mysqli->escape_string( md5( rand(0,1000) ) ); 

http://10.0.1.254/verify.php?email='.$email.'&hash='.$hash.' 

 

After accessing the link, the account is verified and the value stored in the database as 

"active" is changed from its default 0 to 1. Then it is possible to access the "Upload" page and 

proceed with IP uploading. 

The user is first prompted to upload a certificate from a trusted third party called TTP 

A&B. The certificate guarantees IP uniqueness and originality. Afterward, the file containing IP 

in a digital form is uploaded. The accepted input file formats are 'jpeg','jpg','png','mp3','ogg','txt'. 

When the file is uploaded, the application can recognize the type of IP by the file extension, and 

after the registration, the hash of the file is automatically added to the correct and specific 

stream. The file upload page is presented in figure 4.48. 

 

http://10.0.1.254/verify.php?email='.$email.'&hash='.$hash
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Figure 4.48 File upload page 

 

The application can assign a file to an individual stream by the following part of the 

code: 

If ($_SESSION['file_ext_full'] == 'mp3' || 

$_SESSION['file_ext_full'] == 'ogg') { 

                    $_SESSION['stream_selection'] = 'music';                  

} 

 

The user proceeds with the registration form, in which, it is necessary to input general 

information regarding the IP like the author's name, date of creation, a short message and more. 

 

 

Figure 4.49 IP registration form 
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4.5.1 Demonstration that proves the application functionality  

The output of registration is displayed in JSON format in figure 4.50. The important 

data like transaction ID or key/ip_hash under which the data has been registered are readable. 

Moreover, all other data that have been inputted during the registration can be found in the 

table, as well. From the figure it is noticeable that the data confirmations and block time have its 

value NA, meaning not available. However, by calling the specific transaction again, the data 

with the proper values will be returned. 

 

 

Figure 4.50 Registration Output in JSON format 

 

Its validity can be proved by comparing the key and txid on Interface server from the 

Registration Output (figure 4.50) and the Output from Multichain server (figure 4.51). It is 

executed by typing the following command directly from Multichain server: 

multichain-cli chain1 liststreamkeyitems literature 

c0f7b89a6759aca72b2f1bc3b4e0cff5e53c99618811df19bab2c1713e85a329 

 

 

Figure 4.51 Output of the last command (on Multichain server) 
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They key and txid are on both outputs identical, and thus the functionality might be 

considered as proven. 

4.5.2 Demonstration that confirms the possession of Intellectual property 

The Intellectual property called "Book of Wisdom", from the previous example, is 

going to be tested in this sub-section. 

By accessing the page "Verify IP", the user is capable of uploading IP in digital file 

format and checking whether its hash has been already registered into the Blockchain ledger. 

Please see the visual below in figure 4.52. 

 

Figure 4.52 IP Verification page (by file upload) 

 

 After pressing the button "Verify", the following output is presented: 

 

Figure 4.53 IP Verification page Output 
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All information regarding the IP is readable from figure 4.53. The outcome identifies its 

owner and the date of creation.  

Furthermore, IP Verification page Output in comparison with the Registration and 

Multichain server Output (figures 4.50, 4.51) are also identical. This way, the possession of 

Intellectual property is confirmed. 
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Conclusion 

The first chapter introduces the cryptography with its basics and history. Furthermore, it 

explains the difference between symmetric and asymmetric key cryptography. Most of the 

chapter is devoted to hash function which is considered as the keystone of cryptography. 

The reader gets familiar with the Block-chain technology and its principles in the 

second chapter of the thesis. The comparison between private and public Blockchain is also 

explained. Moreover, the basic consensus algorithms like Proof of Work, PoS or Practical 

Byzantine Fault Tolerance algorithm are presented. The chapter is ended by Blockchain area of 

usage and its proposal in the area of Intellectual property. 

The last theoretical chapter consists of basics of the Intellectual property law, its four 

common forms, challenges and Blockchain adoptions in all sectors as well as specifically in IP. 

The practical part provides a solution of IP forgery and its misappropriation as well as 

allowing authors to register their IP and prove its possession for free by delivering the web-

application called IP Protector. Its graphical user interface offers using the three main 

functionalities that are: show all IP registered, find specific IP and register own IP. The 

application is based on a software bundle called LAMP in combination with Multichain 

Blockchain platform. Additionally, new functions have been implemented for PHP Multichain 

library in order to perform operations with the streams. The communication between GUI and 

the Blockchain server is secured by RESTful API which has been created for those purposes. 

The last sub-chapter demonstrates an example that confirms the possession of IP. 

It is necessary to mention that the application is currently not collaborating with other 

similar IP databases. It means that the certificate of authenticity from a trusted third party called 

TTP A&B is required to ensure the IP originality. Therefore, adding an algorithm which can 

check IP authenticity is suggested as the priority future improvement.  

Another "perfect world" improvement would be one and only Blockchain ledger, which 

will indisputably guarantee IP genuineness.  

The other thesis and research dealing with Blockchain technology also underline its 

value and undeniable advantages. However, the same as in this thesis case, there are still 

challenges to overcome in order to reach its full potential. 
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Appendix A:        Register_account code 

 

<?php 

/* Register post + PHP mailer */ 

  

use PHPMailer\PHPMailer\PHPMailer; 

use PHPMailer\PHPMailer\Exception; 

require '../vendor/phpmailer/phpmailer/src/Exception.php'; 

require '../vendor/phpmailer/phpmailer/src/PHPMailer.php'; 

require '../vendor/phpmailer/phpmailer/src/SMTP.php'; 

require '../vendor/autoload.php'; 

 

// Set global variables 

$_SESSION['email'] = $_POST['email']; 

$_SESSION['first_name'] = $_POST['firstname']; 

$_SESSION['last_name'] = $_POST['lastname']; 

 

// Escape all $_POST variables to protect against SQL injections 

$first_name = $mysqli->escape_string($_POST['firstname']); 

$last_name = $mysqli->escape_string($_POST['lastname']); 

$email = $mysqli->escape_string($_POST['email']); 

$password = $mysqli-

>escape_string(password_hash($_POST['password'], 

PASSWORD_BCRYPT)); 

$hash = $mysqli->escape_string( md5( rand(0,1000) ) ); 

       

// Check if user with that email already exists 

$result = $mysqli->query("SELECT * FROM users WHERE 

email='$email'") or die($mysqli->error()); 

 

// We know user email exists if the rows returned are more than 

0 
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if ( $result->num_rows > 0 ) { 

     

    $_SESSION['message'] = 'User with this email already 

exists!'; 

    header("location: error.php"); 

     

} 

else { // Email doesn't already exist in a database, proceed... 

 

    // active is 0 by DEFAULT (no need to include it here) 

    $sql = "INSERT INTO users (first_name, last_name, email, 

password, hash) "  

            . "VALUES 

('$first_name','$last_name','$email','$password', '$hash')"; 

 

    // Add user to the database 

    if ( $mysqli->query($sql) ){ 

 

        $_SESSION['active'] = 0; //0 until user activates their 

account with verify.php 

        $_SESSION['logged_in'] = true; // So we know the user 

has logged in 

        $_SESSION['message'] = 

                 

                 "Confirmation link has been sent to $email, 

please verify 

                 your account by clicking on the link in the 

message!"; 

 

 

$mail = new PHPMailer(TRUE); 

$mail->CharSet = "utf-8"; 
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$mail->isSMTP(); 

 

/* SMTP settings */ 

$mail->SMTPAutoTLS = false;   

$mail->Host = 'smtp.yandex.com'; 

$mail->Port = 465; 

$mail->SMTPAuth = TRUE; 

$mail->SMTPSecure = 'ssl'; 

 

$mail->SMTPOptions = array( 

    'ssl' => array( 

        'verify_peer' => false, 

        'verify_peer_name' => false, 

        'allow_self_signed' => true 

    ) 

); 

 

/* Account credentials */ 

$mail->Username = 'mailbox.onlytest1@yandex.com'; /* acc */ // 

password:  justtest1 / justtest7  ... but not sure 

$mail->setFrom('mailbox.onlytest1@yandex.com', 'IP PROTECTOR'); 

// recipient will see your name IP protector instead of email 

address 

$mail->Password = 'secret';   /* pass */   // created in 

application passwords Yandex email 

 

//Recipients 

 

$mail->addAddress($email); //    recipient, the user is filling 

up in the registration form 

$mail->Subject = 'Account Verification'; 

$mail->Body = ' 

Hello '.$first_name.' '.$last_name.', 
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Thank You for signing up! 

Please click the link below to verify Your account: 

 

http://10.0.1.254/verify.php?email='.$email.'&hash='.$hash.' 

 

By activating Your account, You automatically agree with the 

terms and policies of IP PROTECTOR. 

Therefore make sure You are familiar with them. 

 

It is going to be my pleasure to protect Your Intellectual 

Property. 

Wishing You an amazing day! 

Your IP PROTECTOR';  

 

 /* Adding atachment. */ 

$mail->AddAttachment("terms_and_policies.txt"); 

 

   /* Finally send the mail. */ 

   $mail->send(); 

   echo 'Message has been sent'; 

 

        header("location: my_profile.php");   

 

    } 

    else { 

        $_SESSION['message'] = 'Registration failed!'; 

        header("location: error.php"); 

    } 

} 
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Appendix B:        RESTful API code 

 

<?php 

/* RESTful API */ 

 

session_start(); 

use \Psr\Http\Message\ServerRequestInterface as Request; 

use \Psr\Http\Message\ResponseInterface as Response; 

use be\kunstmaan\multichain\MultichainClient; 

use be\kunstmaan\multichain\MultichainHelper;  

 

require '../vendor/autoload.php'; 

$app = new \Slim\App; 

 

$app->get('/', function (Request $request, Response $response) { 

    $client = new MultichainClient("http://10.0.2.15:7407", 

'multichainrpc', '5CC5vqgyLNj9JizzZcaB1evrjoKv8JPAJJmYj1Wq2SRd', 

3);   // multichain IP + the port the server is listening for 

the requests, rpcuser, RPC password 

     

    if (isset($_SESSION['stream'])) 

        $stream = filter_var($_SESSION['stream'], 

FILTER_SANITIZE_STRING); 

    if (isset($_SESSION['ip_hashh'])) 

        $key = filter_var($_SESSION['ip_hashh'], 

FILTER_SANITIZE_STRING);   //  FILTER_SANITIZE_STRING - strips 

or encodes unwanted characters. 

 

    $data = $client->setDebug(true)->listStreamKeyItems($stream, 

$key, $verbose = false, $count = 100); 

    $data = array_reverse($data); 

     

    $returndata = array(); 
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        foreach($data as $key => $value){ 

            $d = array(); 

            $d['IP_section'] = $stream; 

            $d['key'] = $value['key']; 

            $d['transaction_id'] = $value['txid']; 

            $d['confirmations'] = $value['confirmations']; 

            $d['blocktime'] = date('g:i A \o\n jS F Y 

\(\T\i\m\e\z\o\n\e \E\E\S\T\)', $value['blocktime']); 

            $meta_data = 

json_decode(base64_decode(hex2bin($value['data']))); 

            $d['creator'] = $meta_data->creator; 

            $d['co_creator'] = $meta_data->co_creator; 

            $d['ip_name'] = $meta_data->ip_name; 

            $d['date_creation'] = $meta_data->date_creation; 

            $d['short_description'] = $meta_data->message; 

            $d['recorded_timestamp_EEST'] = $value['blocktime']; 

            $d['readable_time_EEST'] = date('g:i A \o\n jS F Y 

\(\T\i\m\e\z\o\n\e \E\E\S\T\)', $value['blocktime']); 

            $returndata[$key] = $d;            

        }  

    return $response->withJson($returndata)-

>withHeader('Content-Type', 'application/json');  

    }); 

 

$app->post('/', function(Request $request, Response $response) {             

// --> working on localhost 

    $client = new MultichainClient("http://10.0.2.15:7407", 

'multichainrpc', '5CC5vqgyLNj9JizzZcaB1evrjoKv8JPAJJmYj1Wq2SRd', 

3);   // multichain IP + port, rpcuser, RPC password 

 

        $data = $request->getParsedBody(); 

 

            if(isset($_SESSION['stream'])) 
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                $stream = filter_var($_SESSION['stream'], 

FILTER_SANITIZE_STRING); 

            else  

                $stream = "stream1";  

 

            if(isset($_SESSION['creator'])) 

                $creator = filter_var($_SESSION['creator'], 

FILTER_SANITIZE_STRING); 

            else        

                $creator = "Unknown"; 

         

            if(isset($_SESSION['co_creator'])) 

                $co_creator = 

filter_var($_SESSION['co_creator'], FILTER_SANITIZE_STRING); 

            else  

                $co_creator = "Unknown";  

             

            if(isset($_SESSION['ip_name'])) 

                $ip_name = filter_var($_SESSION['ip_name'], 

FILTER_SANITIZE_STRING); 

            else  

                $ip_name = "NA";  

 

            if(isset($_SESSION['ip_hash'])) 

                $key = filter_var($_SESSION['ip_hash'], 

FILTER_SANITIZE_STRING); 

            else  

                $key = "e205ee2a5de471a70c1fd1b46033a75f";         

// default one (set by me), using before 

     

            if(isset($_SESSION['date_creation'])) 

                $date_creation = 

filter_var($_SESSION['date_creation'], FILTER_SANITIZE_STRING); 
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            else  

                $date_creation = "NA";  

         

            if(isset($_SESSION['message'])) 

                $message = filter_var($_SESSION['message'], 

FILTER_SANITIZE_STRING); 

            else  

                $message = "NA";  

     

        $dataArray = array("ip_hash" => $key, "creator" => 

$creator, "co_creator" => $co_creator, "ip_name" => $ip_name, 

"date_creation" => $date_creation, "message" => $message);   

        $dataJSON = json_encode($dataArray); 

        $dataBase64 = base64_encode($dataJSON ); 

        $dataHex = bin2hex($dataBase64); 

        $returndata = array(); 

     

        $tx_id = $client->setDebug(true)->publish($stream, $key, 

$dataHex);   //publishing into streams 

 

        $confirmations = "NA"; 

            $blockhash = "NA"; 

            $blocktime = "NA"; 

 

        $returndata['IP_section'] = $stream; 

        $returndata['IP_hash'] = $key; 

        $returndata['transaction_id'] = $tx_id;  

        $returndata['confirmations'] = $confirmations;  

        $returndata['blockhash'] =$blockhash;  

        $returndata['blocktime'] = $blocktime;  

        $returndata['creator'] = $creator; 

        $returndata['co_creator'] = $co_creator; 
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        $returndata['ip_name'] = $ip_name;  

        $returndata['date_creation'] = $date_creation; 

        $returndata['short_description'] = $message; 

        $returndata['timestamp'] = date('g:i A \o\n jS F Y 

\(\T\i\m\e\z\o\n\e \E\E\S\T\)', time()); 

        return $response->withJson($returndata)-

>withHeader('Content-Type', 'application/json'); 

    });  

 

$app->run(); 

?> 
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Appendix C:        Stream selector code 

 

/* Comparing the file extensions, afterward selecting the 

specific stream */ 

 

        // extensions: 'jpeg','jpg','png','mp3','ogg','txt' 

          If ($_SESSION['file_ext_full'] =='jpeg' || 

$_SESSION['file_ext_full']=='jpg' || 

$_SESSION['file_ext_full']=='png') 

        { 

           echo "Comparison ok, The extension is one of 

following: .jpeg, .jpg, .png"; 

           $_SESSION['stream_selection'] = 'art'; 

           echo "The IP was uploaded to the section: 

".$_SESSION['stream_selection']; 

        } 

 

          If ($_SESSION['file_ext_full'] =='mp3' || 

$_SESSION['file_ext_full']=='ogg') 

        { 

           echo "Comparison ok, The extension is one of 

following: .mp3, .ogg"; 

           $_SESSION['stream_selection'] = 'music'; 

           echo "The IP was uploaded to the section: 

".$_SESSION['stream_selection']; 

        } 

 

          If ($_SESSION['file_ext_full'] =='txt') 

        { 

           echo "Comparison ok, The extension is .txt"; 

           $_SESSION['stream_selection'] = 'literature'; 

           echo "The IP was uploaded to the section: 

".$_SESSION['stream_selection']; 

        } 


