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Abstract: 

This diploma thesis was done to give a brief introduction on how concepts of 

network security work in a modern corporate network. To describe how modern 

firewalls work. Different kind of firewalls and philosophy of operation, Intrusion 

prevention system were described, philosophy of operation, how they operate, 

how signatures work, in laboratory simulation, Various kinds of attacks was 

simulated. Attacks like DOS, DDOS, SSH brute force ,SQL injection, XSS and CSRF 

attacks .It is described the tools that were used to perform those attacks, the 

impact they had on network generally and how Intrusion prevention sensor 

treated those kind of attack, there is also work through how to avoid those kinds 

of attacks. 
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Network Security, Firewalls, Intrusion Prevention Systems, Dos Attacks, DDOS 

Attacks, SSH Brute Force attacks, SQL Injection Attacks, XSS Attacks, CSRF Attacks. 
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ABSTRAKT 

Diplomová práce se zaměřuje na síťovou bezpečnost v moderních korporátních 

sítích, popisuje principy, funkce a druhy současných firewallů. Dále se práce 

věnuje filozofii a funkci IPS a jejich signaturám. V laboratoři byly nasimulovány 

následující druhy známých útoků: DOS, DDOS, SSH brute force , SQL injection, XSS 

a CSRF. Jsou přesně popsány jednotlivé nástroje, kterými bylo dosaženo simulací. 

Práce analyzuje dopad na síťovou infrastrukturu, jak senzory IPS reagují na útoky. 

Je popsán způsob, jak předejít a zabránit zmíněným útokům. 

 

Klíčová slova: 

Zabezpečení sítě, firewally, systémy prevence narušení, DoS útoky a 

DDOS útoky, SSH útoky Brute Force, SQL injection útoky XSS a CSRF 

útoky 
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List of abbreviations and symbols 

 

ACK         -Acknowledgment 

BGP        - Border Gateway Protocol 

CA          - Certificate Authority 

CSRF       - cross site request forgery attack 

DOS        - Denial of Service 

DDOS     - Distributed Denial of service 

DMZ       - Demilitarized zone 

DNS        - Domain Name System   

FTP         - File Transfer Protocol 

HTTP      - Hypertext Transfer Protocol 

HTML      - Hypertext Markup Language 

ICMP       -Internet Control Message Protocol 

IDS          - Intrusion Detection System 

IPS          - Intrusion Prevention System 

IMAP      - Internet Message Access Protocol 

LAN        - Local Area Network 

NAT       - Network Address Translation 

NFS         - Network File System 

NMAP     -Network Map 

OSI         - Open Systems Interconnection 

POP3     - Post Office Protocol 

QEMU    - Quick Emulator 
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SQL        - Structured Query Language 

SMTP     - Simple Mail Transfer Protocol 

SSH         - Secure Shell 

SSL         - Secure Socket Layer 

SYN       - Synchronize 

TCP/IP   - Transmission Control Protocol/Internet Protocol 

TCP        - Transmission Control Protocol 

UDP       - User Datagram Protocol 

WAN      - Wide Area Network 

XSS         - Cross-Site Scripting 
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1 Introduction 

This diploma is about network security and intrusion systems, it will be described the 

fundamentals of networks security, the different types of firewalls and philosophy of operation, 

it will also be described the fundamentals of intrusion prevention systems, difference between 

IPS and firewalls and ways attackers can use to bypass IPS systems, In the laboratory simulation 

of this diploma it will be presented a network topology infrastructure for about 1000 users, the 

devices that will be used so the network will be as much secure as possible, and the attacks that 

an attacker can issue to gain access to this network, it will be also pointed the ways network 

admins can use to prevent those types of attacks. 

Above there is additional info for all corresponding chapters of the diploma. 

In the first chapter of the diploma there is introduction regarding the topics that are going to be 

described on  this thesis. 

In the second chapter on this diploma is described the importance of network security in 

modern networks, The enemies that will try to compromise a modern network ,the tools that 

those enemies are using and the tools that network administrators are using to protect the 

corporate network. 

In the third chapter there is introduction of philosophy and operation of several kinds on 

firewalls like, packet filter firewalls that operate on 3 and 4 layer of OSI layer, application and 

circuit proxy firewalls that proxy all connections and operate on all 7 layers of OSI model, state 

full inspection firewalls that operate in 3,4,5 layer of OSI layer and maintain session tables, 

Deep packet inspection firewalls that are capable not only to operate on 3 ,4,5 layer of OSI layer 

but also to inspect application layer protocols, chapter ends with description of home firewalls 

that assure that end users aren't affected from various network attacks. 

In the fourth chapter there is description of the difference between Intrusion prevention 

systems and firewalls, several types of IPS like network IPS and host based IPS, also is described 

the types of operation of IPS and the methods that attackers are using to bypass an IPS sensor. 

In the fifth chapter of the diploma thesis, several network attacks were simulated, attacks like 

Denial of service(Dos),Distributed denial of service(DDOS),SSH brute force attacks, SQL injection 

attacks, and web based attacks like XSS and CSRF attacks, it was also described the tools that 

was used to perform those kind of attacks as well as ways to prevent those attacks. 
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2 Network security Fundamentals 
 

2.1  Importance of security 

 Network security has become more and more important to personal  computer users as well as 

big organizations and the military. Internet now  has become the largest public data network, 

enabling and facilitating personal and business communications online, the data that is 

transferred through internet is expanding day by day. We can to include also to this traffic 

email mobile workers ,telecommuters and branch offices. 

 Internet helped  improve the way business are done, but those associated technologies have 

open the door to an increasing number of security threats that corporations have to find a way 

to protect their  selves’ network attack, minor or on big scale, can  lead to important lost of 

data, violation of privacy, or network downtime, that can lead to huge money loss from the 

organizations 

 

 

2.2 Threats to data and enemies to network security 

 Security experts claim that most of attacks are performed by employees who work inside the 

corporations. 

 An employee due to mistake of malice action can make a big damage to their own companies 

and destroy data. With modern internet and how companies are expanded through it, many 

people work remotely (teleworkers, branch offices) those remote locations and sites pose the 

same threats as internal employees, and also the risk of security breaks in their remote 

networking assets are not properly secured and monitored.[3] 
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2.3 Enemies of a modern network 

 

2.3.1 Hackers 

 Hackers are people who have a deep knowledge about computer science and networks; they 

try to take unauthorized access to other people network computers, most of them they are 

interesting only on breaking the network and leave footprints or even contacting the 

administrator of the network informing him about the vulnerabilities of the system they 

manage. Other kind is CRACKERS, 

 They are more malicious and destructive they can crash entire computer systems, steal 

confidential data, deface sites or blackmail and disturb the business and organizations. Some 

amateurs that can use tolls that found online (script kiddies) can't make a big harm if the 

network administration is aware and patches the vulnerabilities of their systems.[2] 

 

2.3.2 Unaware stuff 

 Employees many times focus only to their specific work duties, and they are unaware of simple 

and standard network security rules. They maybe use password that are easy to remember but 

from the other hand those passwords are easy to be cracked from a variety of software that 

can be found on net. They can also spread viruses, just by using their personal usb pen drives, 

or by downloading something from net to their corporate computers, human error is also a big 

factor even if the employees are amateurs or seniors in computers. 

 

2.3.3 Disgruntled stuff 

 Employees that were fired can infect their own corporate network with viruses or delete 

critical information, this group can be much more dangerous cause they are aware of the 

network and the value of information those networks are hosting. Also there can be spies, 

people paid from other competitive companies to provide them sensitive data of their 

competitors or just to feed their curiosity 
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2.4 Tools the attackers use 

 

2.4.1 Viruses 

 It's probably the most known security threats. Viruses are programs that are written from 

skilled programmers and are designed to duplicate their selves and infect computers when 

triggered for specific event. Micro viruses for example they can attack their selves to files that 

contain macro code and can be activated any time the macro is launched, some viruses are only 

annoying messages to the end users, but some others can delete crucial files or even slow down 

entire systems/networks [1] 

 

2.4.2 Trojan horses 

 They are able to delete data, make other computers zombies to additional attacks. They can’t 

be speeded though mail message itself but through mail attachments[1] 

 

2.4.3 Vandals 

  Modern web sites are using many technologies to be more alive and interactive (active x or 

java applets) some vulnerability on this code takes advance from the attacker can lead in 

destroy of a single file or even a big portion of a computer network/system. [1] 
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2.5 TOOLS THAT ARE USED FOR NETWORK SECURITY 

 

2.5.1 Antivirus packages 

 Virus protection software is found in almost all computers and it can counter most virus 

attacks, if software is up to date, antivirus developers can rely on a vast network of users that 

can provide quickly warnings for new virus so antidotes can be developed and distributed fast. 

 

2.5.2 Security policies 

 When setting  up a LAN or WAN it is important to implement security policies that can control 

who access the network, on which areas of the network and how unauthorized users can be 

prevented from accessing restricted areas, the people who mange the network must be 

trustworthy and have required technical skills, the use of sophisticated software tools is 

mandatory so security audit policies are efficiently distributed defined and enforced [1,2,3]. 

 

2.5.3 Passwords 

 Many people use easy to remember passwords but this can raise a huge security risk, 

passwords much be changed regularly not to be random and never been reviled to anybody 

because social engineering is a huge treat of security. 

 

2.5.4 Firewalls 

 A firewall is hardware of software solution that can be implementing within a network to 

restrict access to specific network resources. Firewalls are even available for home use. The 

firewall creates a protective layer between local network and outside world. Firewall can 

replicate the network at a point of entry so it can receive and transmit authorized data without 

delay, it  included components that can disallow unauthorized or potentially dangerous 

material from entering the  inside network [2]. 
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2.5.5 Encryption 

 This security technology can ensure that messages can’t be intercepted or read by anyone else  

other than the authorized recipient, it is used most commonly to protect data that are 

transported over a public network and uses mathematic algorithms to code message and 

attachment. Most common field encryption is used on networks is through VPN,VPN 

connections are private communications over a public network like internet, it can be used to 

connect mobile workers, branch offices and business partners to corporate networks or each 

other. All VPN hardware and implementations support advanced encryption technology to 

provide the most possible protection for data and its transport . [2] 

2.6 Intrusion detection systems (IDS) 

 Organizations are increasingly looking for additional security technologies that can eliminate 

risk and vulnerabilities that firewall can’t proceed .An intrusion detection system provides 

around the clock network surveillance.  

 An ids analyses packet data streams within a network searching for unauthorized activities 

such network attacks and gives the users the opportunity to respond to security risks before 

systems and resources will be compromised or unavailable. When an unauthorized activity is 

detected ids can send alarms to a management console or even order other network 

components (routers, firewalls) to dent the unauthorized seasons. If we want to describe ids 

with physical analogy it’s like a video camera and a motion sensor that can detect suspicious 

activity and can work with some response system such as a guard to stop the activity. [8] 

 

2.7 Intrusion prevention systems  

 Intrusion prevention systems are intended to provide protection to assets resources ,data and 

network, they can reduce the threat of attack by eliminating the traffic that is harm 

full/malicious, while allowing the legitimize traffic to continue flow 

 IPs solutions are ideal positioned to deal with undesired applications and active Trojan horse 

attacks against private networks. 

Attack packets like those from LAND and Win Nuke by using high-speed packet Filters.  

 Protocol abuse and evasive actions – network protocol manipulations like Fragroute and    

TCP overlap exploits – by using intelligent reassembly.  

 

Denial of service (DOS/DDOS) attacks such as SYN and ICMP floods by using Threshold-

based filtering algorithms 
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Application abuse and protocol manipulations – known and unknown attacks Against HTTP, 

FTP, DNS, SMTP etc. – by using application protocol rules and Signatures.   

 

Application overload or abuse attacks by using threshold-based resource consumption 

limits.  

All of these attacks and the vulnerable state that allows them to happen are well-Documented. 

In addition, the aberrations in communications protocols from network .Through application 

layer have no place in any sort of legitimate traffic, making the Faults self-selective in a 

deterministic context. [8,9] . 
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3   Firewall Fundamentals 

 

 Firewalls are devices or software implementations that are able to control the flow of network 

traffic that is transferred between networks or individual hosts. In the early days of networking 

most firewalls were deployed on the perimeters of the network, this can provide a level of 

protection for internal hosts but it cannot recognize all instances and forms of attacks, for 

example an attack from one internal host to another wont often pass through a firewall. 

Nowadays network design include firewalls to places other of network perimeters so there will 

be additional layers of security, as well as to protect  teleworkers or mobile devices that are 

placed in external networks. 

 Network Threats  have gradually moved from been most dominant in lower network lays to the 

application layer ,this has reduced the effectiveness of a firewall in stopping threats through a 

network, firewalls are still needed to prevent treats in lower levels, but devices with new 

capabilities are now able to provide protection on application layer(IPS/IDS )systems 

 There are various types of firewalls, each with variable capabilities to analyze network traffic 

and allow or deny instances of traffic b by comparing the traffic characteristics to security 

policies 

 To be able to understand the capabilities of each firewall technology and designing the 

necessary security policies is critical so our network can be protected .This thesis provides an 

overview of firewall technologies and describes their security capabilities as well as their 

advantages and disadvantages [5] . 

 

3.1 Packet Filters 

 Packet filtering firewalls were the first generation of firewalls. This kind of firewalls track the 

source and destination address of IP packets permitting packets to pass through the firewalls 

based to the security policy that is settled to fulfill the needs of a network design. 
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Figure 3.1 Packet filter firewall processing procedure 

 

 Big advantage of a packet filter firewall is that implementation is fair easy and they are 

transparent to end users 

 Although this type of firewall is easy to be implemented, configuration can be difficult 

especially when there is a need of variety of application traffic and users. 

 One disadvantage is that filters are based on IP addresses not authenticated user identification 

.packet filter attacks can provide limited defense again man in the middle attacks and almost no 

defense again IP forged attacks. Packet filters rely on port protocol numbers that isn’t always a 

reliable indicator of the application that is used, there can be applications that use vary port 

numbers (NFS.FTP passive)so it's difficult to create a permanent filtering rule for this kind of 

traffic 
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 Packet filters can be used as a part of a virtual private network (VPN), because they are able to 

reduce the traffic that passes through a tunnel to another network, based  on the protocol and 

direction of the traffic [5]. 

 

 

3.2 Application and Circuit  Proxy Firewalls 

 Application firewalls are able to examine all layers of the OSI network model. By creating a 

proxy to communicate between systems, hiding valuable data and servers for potential attacks. 

 The proxy accepts a connection for the one side and if the connection is permitted it makes a 

second connection with the destination host on the other side. The client that is attempting to 

connect is never directly connected to the destination, Because a proxy firewall can receive 

many different kinds of traffic a proxy firewall is designed to use proxy agents, So each agent is 

programmed to handle one specific type of transfer, so a different agent is used to handle FTP, 

or TCP traffic. 

 Circuit proxies focus on the TCP/IP later using the network IP connection as a proxy(refer to 

figure 3.2) 

 Circuit proxies are more secures implementation as packet proxies because computers on an 

external network never gain information about internal network IP addresses or ports. A circuit 

proxy is typically installed between a network router and the internet, communicating with 

internet on behalf of the network, In this way real network addresses are hidden because only 

the address of the proxy is transmitted to internet. 

 Circuit proxies cant examine application layer data, when a circuit proxy establish a connection 

between a host and a destination the proxy doesn’t inspect the traffic that goes though the 

connection, this makes a proxy more efficient but it can be a security risk [5] . 
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Figure 3.2: Circuit proxy 

 

 

 Application proxies examine the actual application data that is being transmitted in an IP 

packet (refer to figure 3.3), this approach can detect and block any kind of attack that spoofs an 

IP packet to gain unauthorized access to a protected network. Because application proxies 

function at the application layer of the OSI model, they can be used to validate other security 

parameters. Like passwords or service requests. 
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Figure 3.3: Application proxy firewalls 

 

 Application proxy firewalls often require two copies of an agent running for each service: one 

copy to communicate with internal hosts and another copy to communicate with external 

hosts, so if we  have ftp http or telnet agents there will be two agents for each protocol. This 

can be a big disadvantage also for application proxy firewall cause more processing of the 

packets can lead to lower performance.[5] 

 

 

 

3.3 Socks firewalls 

 Socks proxy firewall is designed to pass only socks related traffic. Socks clients have to process 

all the traffic passed to the proxy for the traffic to be recognized. Socks were originally designed 

for TCP-based client.  

 Server applications, using a proxy data channel to communicate between the client and the 

server. In socks environments, a client is makes a request to socks to communicate with the 

application server [5] . 
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 This request include the application server address and the user’s ID. Socks then establishes a 

proxy circuit to the application server and relays the information between the client and the 

server. On socks version 5,authentication and support for UDP is added. Socks is mostly 

implemented as circuit level proxy that has enhanced features, such as auditing and alarm 

notifications, so it can offer additional futures than an typical firewall. A drawback of socks 

technology is that client applications must be specially coded for SOCKS or application level 

proxies 

 

\

 

 

3.4 Sock firewalls 

 

 

 

3.4 State full inspection firewalls 

 State full inspection firewalls improve the function of a packet filter firewall by tracking the 

state of connections and blocking packets that deviate from an expected state. this is 

accomplished by incorporating more control of the transport layer. 

 State full inspection  firewalls  intercept packets at the network layer and inspects if they are 

permitted by an existing firewall rule, but also they keep track of each connection in a state 

table. State table includes source IP address, destination IP address, port number and 

connection state information. 



24 
 

 Three major states exist for TCP traffic-connection establishment, flow data, and connection 

termination. State full inspection examines certain values in the TCP headers to monitor the 

state of each connection, each new packet that enters the firewall is compared according the 

state table to evaluate that packets state fulfills expected state.  

 For example, an attacker could generate a packet with a header indicating it is part of an 

established connection, in hopes it will pass through a firewall. If the firewall uses state full 

inspection, it will first verify that the packet is part of an established connection listed in the 

state table.  

 In the simplest case, a firewall will allow through any packet that seems to be part of an open 

connection (or even a connection that is not yet fully established). However, many firewalls are 

more cognizant of the state machines for protocols such as TCP and UDP, and they will block 

packets that do not fulfill strictly to the appropriate state machine. For example, it is common 

for firewalls to check attributes such as TCP sequence numbers and reject packets that are out 

of sequence. When a firewall provides NAT services, it often includes NAT information in its 

state table.  

  Figure 3.5 provides an example of a state table. If a device on the internal network (shown 

here as 10.0.1.1) attempts to connect to a device outside the firewall (20.0.1.5 ), the connection 

attempt is first checked to see if it is permitted by the firewall rule set. If it is permitted, an 

entry is added to the state table that indicates a new session is being initiated, .If 10.0.1.1and 

20.0.1.5  complete the three-way TCP handshake, the connection state will change to 

“established” and all subsequent traffic matching the entry will be allowed to pass through the 

firewall [4,6,7].   

 

 

 

 

 

 

 

 



25 
 

TCP State Table  

 Src IP  10.0.1.1  

Src Port  1055  

Dst IP  20.0.1.5  

Dst Port  23  

Seq #  2650914815  

Flags  PUSH  

Idle time  15min 15sec  

UDP State Table  

Src IP  10.0.1.1  

Src Port  1055  

Dst IP  20.1.1.5  

Dst Port  53  

Idle time  1min 5 sec  

  

                                                                                                                                                                   

 

Figure 3.5 State table  
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Figure 3.6:Statefull inspection mechanism(Cisco ASA SERIES) 

 

 

3.5 Deep packet inspection firewalls  

  A newer trend in state full inspection is the additions of state full protocol analysis capability, 

some vectors refer it as deep packet inspection, and this capability improves standard state full 

inspection by adding basic intrusion detection technology, an engine that analyses protocols at 

application layer to compare how the vendor developed each protocol to identify deviations.  

  This allows the firewall to allow or block traffic on how an application is running through the 

network, for example a deep inspection firewall can determine if an email contains 

attachments that our policy won't permit (exe files, etc) or if IM services are used over http 

.Another feature is to block connections that do specific actions (a user can be prevented from 

using ftp “put “command, which allows user to write in an ftp server.  

  It can be used also to allow or block web content that contains particular type of content, such 

as Java or Active X or that have SSL  certification assigned from a certificate authority, such as a 

compromised or revoked CA. Deep packet inspection firewalls can enable the identification of 

unexpected sequences of commands, like issuing a command that was not proceeded by 

another command that was depend on it. 
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  Those kinds of commands often originate from buffer overflow attacks, Dos attacks, malware 

or another kind of attacks that are carried on application layer like HTTP. Another check is 

validation for issued commands such as minimum and maximum lengths for arguments. For 

example, a username argument with a length of 1000 characters is suspicious—even more so if 

it contains binary data. Application firewalls are available for many common protocols including 

HTTP, database (such as SQL), email (SMTP, POP3, and IMAP) ,voice over IP (VoIP), and 

Extensible Markup Language (XML)[4,7] . 

 

3.6 Host-Based Firewalls and Personal Firewalls  

  Host-based firewalls for servers and personal firewalls for desktop and laptop personal 

computers (PC) provide an additional layer of security against network-based attacks. These 

firewalls are software-based, residing on the hosts they are protecting—each monitors and 

controls the incoming and outgoing network traffic for a single host. They can provide more 

granular protection than network firewalls to meet the needs of specific hosts. 

  Host-based firewalls are available as part of server operating systems such as Linux, Windows, 

Solaris, BSD, and Mac OS X Server, and they can also be installed as third-party add-ons. 

Configuring a host-based firewall to allow only necessary traffic to the server provides 

protection against malicious activity from all hosts, including those on the same subnet or on 

other internal subnets not separated by a network .firewall. Limiting outgoing traffic from a 

server may also be helpful in preventing certain malware that infects a host from spreading to 

other hosts. 

  Host-based firewalls usually perform logging, and can often be configured to perform address-

based and application-based access controls. Many host-based firewalls can also act as 

intrusion prevention systems (IPS) that, after detecting an attack in progress, take actions to 

thwart the attacker and prevent damage to the targeted host.  

  A personal firewall is software that runs on a desktop or laptop PC with a user-focused 

operating system such as Microsoft Windows Vista or Macintosh OS X. A personal firewall is 

similar to a host-based firewall, but because the computer being protected is meant for end 

users, the interface is usually different (and presumably easier for the typical user to 

understand).  

  A personal firewall provides an additional layer of security for PCs located both inside and 

outside perimeter firewalls (e.g., mobile laptop users), because it can restrict inbound 

communications and can often limit outbound communications as well. This not only allows 

personal firewalls to protect PCs from incoming attacks, but also limits the spread of malware 
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from infected PCs and the use of unauthorized software such as peer-to-peer file sharing 

utilities. Personal firewalls are often packaged with antimalware programs, intrusion detection 

software, and other security utilities. 

  Some personal firewalls allow creation of different profiles based on location, such as a profile 

for use inside the organization’s network and a different profile for use when at a remote 

location. This is particularly important when a computer is used on an un trusted external 

network, because having a separate firewall profile for use on such networks can restrict 

network activity more tightly and provide stronger protection than having a single profile for all 

networks.  

 In addition to traditional state full filtering, many personal firewalls can be configured to allow 

communications based on lists of authorized applications—such as web browsers contacting 

web servers and email clients sending and receiving email messages—and to deny 

communications involving any other applications. These are referred to as application-based 

firewalls. Access control is based on the applications or services launched, and not on the ports 

or services.   
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4  Introduction To IPS Firewalls 

 

 Intrusion prevention systems(IPS) can be a very critical part of a network and in aspect of 

protection and in depth defense. 

 In this chapter of the diploma thesis I will try to introduce you in functions of intrusion 

prevention systems and how they can fit in a modern network. 

 Intrusion prevention systems or IPS are hardware devices or software that are used to detects 

signs of intrusion into networks or end systems and are able to take action, Those actions could 

be a generation of an alarm, or even block the intrusions. IPS can be a hardware device, 

software agent or software that can run inside a virtualized environment. 

 

4.1 Difference Between IPS and Firewalls 

 

 IPS and firewalls are essential tools for protecting a network from intrusions, both of them  are 

needed because they are manufactured to investigate different things. 

 

 A firewall is designed to block all network traffic except the one that is explicitly 

allowed. 

 an intrusion prevention system is allowed to permit everything except that which is 

explicitly disallowed. 

 a firewall is designed to permit or block network packets based on their source, 

destination and port number, regardless of the contents of each packet's payload 

 an  intrusion prevention system is designed to permit or block network packets  based 

on the packets payload 

if we want to transport this with a real life example its firewall is like a guard or receptionist 

that is able to let a mail man to enter premises but he doesn't check the content of the packet, 

IPS  is like the mail clerk in the mail room that is opening and checking the actual content of the 

mail packet.[10] 
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4.2 Types of IPS SYSTEMS 

  

4.2.1 Network Based IPS (NIPS) 

 

 The Network Based IPS (NIPS), also sometimes known as “In-line proactive protection”, 

intercepts all network traffic and inspects for suspicious behavior and code, either blocking 

malicious traffic or passing legitimate traffic forward. 

 

 

 

Figure 4.1: IPS Inline model 

 Because of the in-line model (See figure 4.1 above), high performance is a crucial element of 

IPS devices in order to prevent bottlenecks on the network. Hence, the NIPS is usually designed 

using the following three components in order to accelerate bandwidth performance. 

 

 The Network Based IPS (NIPS) is usually purpose-built, just like switches and routers. Some 

mature technologies have been applied to NIPS, such as signature matching, the analysis of 
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protocols and protocol anomalies, identification of aberrations in traffic patterns and so forth. 

NIPS solutions are widely deployed nowadays for protecting clients, servers, and network 

infrastructure from attacks of all kinds including DOS attacks, malware, worms, Trojans, and 

application specific threats. Overall, network based IPS design and implementation is the initial 

stage for a comprehensive network security solution.[8] 

 

4.2.2 Host Based IPS (HIPS) 

 

 The Host Based IPS (HIPS) prevents attacks upon OSs and applications by a series of agents and 

a set of management reporting interfaces. It works by enforcing a group of fundamental 

software conventions which remain constant. This is known as a named Application Binary 

Interface (ABI). It is almost impossible to hijack an application without modifying the 

Application Binary Interface, because these conventions are universal among compiled 

applications. 

 The Host Based IPS (HIPS) is a multi-layer prevention system, using packet filtering, state 

inspection and real-time intrusion prevention methods to protect the host under circumstances 

of reasonable performance efficiency. The agents’ working mechanism prevents malicious code 

that enters the host from being executed without the need for checking against threat 

signatures. Based on this mechanism, therefore, the HIPS is very accurate and the host upon 

which HIPS is deployed can be an external to the core network. 

 Before continuing further with IPS we have to describe some security terms that are related 

with intrusion prevention technologies.[8] 
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4.3  terms that are related with IPS technologies 

 

4.3.1 Vulnerability  

 A vulnerability is a weakness that compromises the security or functionality of a particular 

system in your network. An example of a vulnerability is a web form on your public website that 

does not adequately filter inputs or guard against improper data entry. An attacker might enter 

invalid characters in an attempt to corrupt the underlying database.  

4.3.2 Exploit  

 An exploit is a mechanism designed to take advantage of vulnerabilities that exist in your 

systems. For example, if poor passwords are in use on your network, a password-cracking 

package might be the exploit aimed at this vulnerability.  

4.3.3 False Alarms 

 False alarms are IPS events that you do not want occurring in your implementation. The two 

types of false alarms are false positives and false negatives. Both are undesirable.  

4.3.4 False Positive 

 A false positive means that an alert has been triggered, but it was for traffic that does not 

constitute an actual attack. This type of traffic is often called benign traffic.  

4.3.5 False Negative  

A false negative occurs when attack traffic does not trigger an alert on the IPS device. This is 

often viewed as the worst type of false alarm—for obvious reasons.  

4.3.6 True Alarms  

The two types of true alarms in IPS terminology are true positive and true negative. Both are 

desirable.  

True Positive True negative 

 A true positive means that the IPS device recognized and responded to an attack. True 

Negative This means that no offending or benign traffic did not trigger an alarm [8] . 
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4.4 Type of Operation Inline mode vs. promiscuous mode 

 IPS sensors operate in promiscuous mode by default(see figure 4.2). This means that a device 

(often a switch) captures traffic for the sensor and forwards a copy for analysis to the sensor. 

Because the device works with a copy of the traffic, the device performs IDS(Intrusion 

detection). It can detect an attack and send an alert (as well as take other actions), but it does 

not prevent the attack from entering the network or a network segment. It cannot prevent the 

attack because it does not operate on traffic inline . 

 If a IPS device operates in inline mode (see Figure 4.3), it can perform prevention as opposed to 

mere detection. This is because the IPS device is in the actual traffic path. This makes the device 

more effective against worms and atomic  attacks (attacks that are carried out by a single 

packet). To configure inline mode, you need two monitoring interfaces that are defined in the 

sensor as an inline pair. This pair of interfaces acts as a transparent Layer 2 structure that can 

drop an attack that  fires a signature. 

 

Figure 4.2 IPS sensor in Promiscuous mode 



34 
 

 

 

 

 

 

 

Figure 4.3 IPS sensor in the inline mode 
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4.5 Methods that an attacker can use to bypass IPS Technologies 

 

4.5.1 String Match 

  In this type of attack, strings in the data are changed in minor ways in an attempt to evade 

detection. Obfuscation is one method, in which control characters, hexadecimal representation, 

or Unicode representation help disguise the attack. Another string-match type of evasive 

technique is to simply change the string’s case. 

4.5.2 Fragmentation 

 With this evasive measure, the attacker breaks the attack packets into fragments so that they 

are more difficult to recognize. Fragmentation adds a layer of complexity for the sensor, which 

now must engage in the resource-intensive process of reassembling the packets. 

4.5.3 Session 

 In this type of attack, the attacker spreads the attack using a large number of very small 

packets, not using fragmentation in the approach. TCP segment reassembly can be used to 

combat this evasive measure. 

4.5.4 Insertion 

 In this technique, the attacker inserts data that is harmless along with the attack data. The IPS 

sensor does not fire an alert because of the harmless data. The end system ignores the 

harmless data and processes only the attack data. 

 

4.5.5 Evasion 

 With this type of technique, the attacker causes the sensor to see a different data stream than 

the intended victim. Unlike the insertion attack, the end system sees more data than the 

sensor, which results in an attack. 
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4.5.6 TTL-Based 

 One way to implement an insertion attack is to manipulate fragments’ time-to-live value. With 

this evasive procedure, the IPS sensor sees a different data stream than the end system 

because of the manipulation of the TTL field in the IP header. 

4.5.7 Encryption-Based 

 This is a very effective means of having attacks enter the network. The attacker sends the 

attack via an encrypted session. The IPS device cannot detect the encrypted attack. Because 

this method of foiling the IPS device exists, care must be taken to ensure that attackers cannot  

4.5.8 Resource Exhaustion 

 Another evasive approach is to simply overwhelm the sensor. Often, attackers simply try to 

overwhelm the physical device or the staff in charge of monitoring by flooding the device with 

alarm conditions. 
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5 LABORATORY SIMULATION 

 

Introduction 

 On this part of the diploma thesis, I will present you the results of my tests regarding network 

attacks, How Intrusion Prevention system from Cisco interacts with each kind of attack, and the 

tools and steps I used to simulate those attacks.  

 Attacks that are going to be simulated are: Dos attack(UDP flooding from a single source IP, 

DDOS attack using TCP SYN requests on a web server(TCP flood of packets from multiple 

source, and how sensor reacted on this kind of attack, Brute force attack on an SSH server using 

a combination of dictionary attack and Brute Force, a program on c code was generated for this 

purpose so it would be possible to generate all possible combination of an eight length 

password with letters and numbers. 

 SQL injection was simulated as well and it was managed to grab the active components of an 

SQL database(rows, columns etc).Next attack that was simulated is XSS attack(cross site 

scripting attack)In this kind of attack I was able to issue java code in a web page and manipulate 

the cookie(identifier for the web server to resume connection with client, due to nature of TCP 

communication. 

  Last attack that was simulated was CSRF attack(cross site request forgery attack)a e-banking 

application was set up and attacker was able to take advantage of the session of the victim and 

send money to his account, by manipulating the http get request that victim sends to the e-

bank application. For all those kinds of attack it will be presented also possible solution so those 

kinds of attacks can be avoided. 
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Above lab topology is presented: 

 

Figure 5.1 Laboratory simulation on GNS3 
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5.1 Description of topology 

 This topology can describe a modern enterprise topology, Routers R1,R2,R3 are representing 

the BGP cloud that gives connection to enterprise remote networks or even internet, Switch 

SW6 is entirely for management Access  of the intrusion prevention systems(IDS1&2)only 

predefined hosts are able to access those intrusion prevention sensors. 

 Intrusion prevention systems are places on the boarder of network (outside in ASA firewall 

aspects)and they are able to screen the traffic and also interact with  potential attacks(they 

operate in inline mode so they are able not only to Detect attacks(IDS) but also to Prevent 

attacks(IPS).ASA firewalls(as a 3&4) are placed accordingly to set the sub categories of the 

networks(Outside, Inside or DMZ according to security level),According to configuration IPS 

systems can only monitor attacks and inform ASA firewalls to block the attacks(secure 

connection method).Switch sw4 represents the DMZ portion of the network the place where 

the servers are connected for our laboratory tests, Services-or servers that are implemented on 

this diploma are: 

 Http server daemon for DDOS , DOS attacks and XSS attacks, SSH server on windows for SSH 

brute force attacks(access attacks),my SQL database for SQL injection, and an e-bank like web 

application was set for CSRF purposes, techniques and tools will be described in the following 

pages. 

 All above components were simulated on Gns3,for switch simulation it was used Cisco ions 

2950,for Router simulation was used images from 2900 series, For firewalls it was used ASA 

5510 images with modified  kernel and last but not least for IPS systems it was used IPS image 

in QEMU, all configuration on GNS3 as well as images you can find in the CD that comes with 

this diploma thesis 

 After verifying that all components are working properly and some verification tests, network 

attacks were generated and simulated on a laboratory environment 
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Figure 5.2 Actual laboratory simulation 

 

you can see on the left the workstation that run the daemons we need for this lab 

simulation(HTTP, SQL, SSH)the two devices are a Cisco switch and an ASA firewall with IPS 

module(SSM 10)on switch there is configured 3 VLANS one for server VLAN second for attack 

VLAN and 3rd for management purposes, On ASA it is configured 2 different security levels, one 

for the attacker(outside)and one for the server farm(inside),access lists permits all traffic(any-

any)and a policy map is configured so ASA firewall defines the kind of traffic that is passing to 

the module for inspection. 

 

 IPS operates on inline mode so it is able not only to detect the attacks but also to make 

prevention actions(log, block etc).IP assignment for server is 11.0.0.100&11.0.0.200 and for 

attacker is 10.0.0.100,Work station in the middle is used for IPS management it runs Cisco IME 

7.0 manager, laptop at the edge is the attacker machine that runs Linux back track 5.0 and 
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several tools for attack simulation that they will be described with details further on this 

chapter. You can find configuration file of those devices as well all the tools that was used for 

this simulation on the abstract of this diploma. 

 

5.2 ATTACKS SIMULATION 

  In this section of our laboratory simulation it will be introduction on various network attacks 

as well ways to secure our network against those attacks. First think an attacker does is so 

called  reconnaissance attack we will describe above 

 

5.2.1 Reconnaissance attack or discovery attack 

  First off all for an attacker to issue some attack he needs to discover witch services are running 

in each network, this kind of attack was managed to be done using Nmap software. 

  It's a software running in Unix that is used for exploration or security auditing, it is useful for 

many administrators so they will be able to perform network inventory, managing service 

upgrades and monitor services or hosts uptime. This is performed by using raw IP packets to 

determine what hosts are available on the network, what services are offered by those hosts, 

operation system and types of packet filters/ firewalls that are used.  

 For the purposes of our laboratory simulation we are using NMAP to map the available services 

that are running in the server farm we can do this using back track and issuing the following 

command: 

 

         nmap -p “*” 11.0.0.100 

with this option we can scan all 65.535 TCP/IP ports on the target machine, above 

you can 

see the result when we issue this command: 

 



42 
 

 

Figure  5.3 Discovery attack with NMAP 
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 As we can see among the other ports that are open in our laboratory simulation 

Http port is open(80),SSH port is open(23) and SQL port is open(902),gathering this information 

we will be able to attend to perform attacks to the server according its running services 

Some of the attack are: 

 

5.3 DOS attack 

  In a DOS attack, attacker attempts to prevent legitimate users from accessing information or 

services. The most obvious type of DOS attack is when an attacker floods a network with 

information , when you try to access a page  a request is sent to the site computer to view the 

page. The server is able only to process certain number of request at once, so it server is 

overloaded with requests it can't process this particular request 

 

For this kind of attack it was used a Perl script called UDP flooder: 

http://kulitkulit.blogspot.com/2008/06/udp-flood-perl-script.html 

you can find the script on the enclosure cd 

from the attacker workstation running Unix based OS the following command is issued: 

 

/tmp/udpflood  11.0.0.100  0 0 0 { ( 0 0 0) arguments are for infinite flooding} 
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Figure 5.4 Dos capture in IPS 
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IPs sensor was able to block the attack due to nature of UDP protocol, packets are just sent and 

no reply is necessary, this kind of attack can have very small impact in a well designed network, 

follow up it will be described DDOS attack that really can harm the resources of a network. 

 

5.4 DDOS ATTACK 

  In a distributed denial-of-service (DDOS) attack, an attacker may use your computer to attack 

another computer. By taking advantage of security vulnerabilities or weaknesses, an attacker 

could take control of your computer. He or she could then force your computer to send huge 

amounts of data to a website or send spam to particular email addresses. The attack is 

"distributed" because the attacker is using multiple computers, including yours, to launch the 

denial-of-service attack. 

For this Kind of attack it was used a Perl script called DDOS SIM 

http://stormsecurity.wordpress.com/2009/03/03/application-layer-ddos-simulator/ 

command that were issued to perform this kind of attack was the following: 

./ddosim -d 11.0.0.200 -p 80 -c 0 -w10 -t 10 -r HTTP_VALID -i eth 0 

 Attack was done by flooding server with TCP SYN requests with spoofed IP. When the server 

tries to send back a SYN-ACK request, or synchronize-acknowledge request,    it will obviously 

not get a response. This means that the server never obtains the client’s ACK request, and 

resources are left half-open. 
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Figure 5.5 Capture of Ddos Attack using TCP Flooding 

  

 For this kind of attack a big amount of traffic was generated(about 10000 packets per second) 

server was totally compromised, users was not able to access the web server, for additional 

proofs of concept you can go through appendix. 
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5.5 Ways to prevent DOS and DDOS attacks 

 Some techniques that can help up prevent DDOS attacks are: 

  Servers: Proper configuration of server applications is critical in minimizing the effect of a 

DDOS attack. An administrator can explicitly define what resources an application can use and 

how it will respond to requests from clients. Combined with a DDOS mitigation appliance, 

optimized servers stand a chance of continued operations through a DDOS attack.  

 

 DDOS mitigation appliances: Several companies either make devices dedicated to sanitizing 

traffic or build DDOS mitigation functionality into devices used primarily for other functions 

such as load balancing or firewalling. These devices have varying levels of effectiveness. None is 

perfect. Some legitimate traffic will be dropped, and some illegitimate traffic will get to the 

server. The server infrastructure will have to be robust enough to handle this traffic and 

continue to serve legitimate clients.  

 

 Over-provisioning: or buying excess bandwidth or redundant network devices to handle spikes 

in demand can be an effective approach to handling DDOS attacks. One advantage of using an 

outsourced service provider is that you can buy services on demand, such as burs table circuits 

that give you more bandwidth when you need it, rather than making an expensive capital 

investment in redundant network interfaces and devices 

 

 

5.6 SSH brute force attack 

  In the next attack I am going to present you, it will be tried to observe password of SSH server 

for root account, this will be done with a combination of brute force attack and dictionary 

attack. 

 For this purpose a script is run that it can generate all possible combinations of a password 8 

characters long, containing numbers and letters, this wordlist that was  created after is loaded 

to a brute-force UNIX script that is called Hydra. We were successful to obtain the password in 

just about 15 minutes here is some proof of concept 

Command was issued using hydra brute force tools is  

hydra -s 22 -v -V -l root - P /root/desktop/wordlist.txt -t 2 -f 11.0.0.100 
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Figure 5.6 Successful brute force attack 

 

After obtaining the root password attacker has access to all services of the server 

He can manipulate http daemon(deface site)SQL daemon(observe SQL database) 

In our laboratory simulation IPs sensor fired up an alarm and indicated the attacks as TCP 

flood(because SSH is a TCP protocol.) 
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How to protect from brute force attack 

 The only way to protect from an SSH brute force attack is by selecting a long and not typical 

password, special characters  can be used to make the dictionary or brute force attacks less 

effective 

A password of 16 characters using special characters can prevent those kinds of attack 

Also an IPs sensor is able to sense the attack and blog before attackers will be able to obtain the 

credentials of an SSH server, a good idea would be also not to use typical user names(root, 

admin etc.) 

 

5.7 SQL injection attack 

 SQL injection is an attack in which malicious code is inserted into strings that are later passed 

to an instance of SQL Server for parsing and execution. The primary form of SQL injection 

consists of direct insertion of code into user-input variables that are concatenated with SQL 

commands and executed. A less direct attack injects malicious code into strings that are 

destined for storage in a table or as metadata. When the stored strings are subsequently 

concatenated into a dynamic SQL command, the malicious code is executed.  

For the laboratory simulation SQL map UNIX script was used, attack was successful we were 

able to observe the database name and the tables of contents. IPs sensor fired an alarm and 

was able to block the attack. 

 

 

Commands that  was used for sql injection : 

 

Proof of concept: 

Python sqlmap.py -u http://11.0.0.100/index.php?username=1 --dbs 

with this command we can resolve  from the sql database normally we wasn't able to access its 

components 
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Figure 5.7 SQL injection captured from IPS 
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5.8 How to prevent SQL attacks: 

 Some methods to prevent SQL injection are  : 

Don't use dynamic database queries, and not accept user input in queries, the more solid you 

make your SQL database the more easy to prevent SQL injection, another way it could be to 

store database credentials separately, so even if attacker perform SQL injection it won't be a 

benefit for him, another approach is to give the least privileges needed for users, a user who 

needs to access  only a small portion of a database isn't necessary to have access to whole 

database, shell access in database can give also a way to attacker to grand access on it, a last 

defense could be to enable only the functions you need in a database, additional function that 

aren't used can be used as a backdoor on the database. 

 

5.9 XSS attack: 

  Cross-Site Scripting attacks are a type of injection problem, in which malicious scripts are 

injected into the otherwise benign and trusted web sites. Cross-site scripting (XSS) attacks occur 

when an attacker uses a web application to send malicious code, generally in the form of a 

browser side script, to a different end user. Flaws that allow these attacks to succeed are quite 

widespread and occur anywhere a web application uses input from a user in the output it 

generates without validating or encoding it. 

 An attacker can use XSS to send a malicious script to an unsuspecting user. The end user’s 

browser has no way to know that the script should not be trusted, and will execute the script. 

Because it thinks the script came from a trusted source, the malicious script can access any 

cookies, session tokens, or other sensitive information retained by your browser and used with 

that site. These scripts can even rewrite the content of the HTML page. 

 

In our laboratory simulation it was possible to manipulate the cookie that stores information 

between the pc and the web server so the web server doesn't need to have an all the time 

dedicated open connection to the workstation. With issuing Java code on a typical HTTP form 

we were able to manipulate the contents of two cookies that are used for username and 

password between the end client and the server. 
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Here is some proof of concept 

Issuing this code to the html form we can see the contents of the cookie: 

 

<script type="text/JavaScript"> 

alert(document. Cookie); 

</script><hr/> 

in following print screen you can see the components of the cookie: 

 

Figure 5.8: Cookie components reveled injecting java code on a HTTP form 

 

Issuing this command we are able to manipulate the cookie components directly from the 

webpage without needed to open the cookie file: 

 

<script type="text/JavaScript"> 
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document. Cookie='password=hacked'; 

document. Cookie='username=hacked'; 

alert(document. Cookie); 

</script> 

 

here is the proof of concept  

 

 

Figure 5.9: Values of cookie after issuing xss attack 

 

5.9.1 How to prevent XSS attack 

 The simplest way to protect from as attack is to pass all external data through a filter which will 

remove all dangerous keywords such as the infamous<script tag, JavaScript commands CSS 

styles and other dangerous mark up from html, many web developers are implementing their 

own filtering mechanisms, they write server side code(in PHP or ASP)to search for keywords 

and replace them with empty strings, attackers can bypass often those filters by using hex 

encoding, Unicode character variations ,line breakers and null characters in strings, another 

technique is to use escaping methods, in this way you can tell to the browser to treat the 
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data that is  sent as data and not interpret it in any other way, if an attacker 

manages to put a script in the page ,victim won't be affected because the browser wont 

execute the script if it is properly escaped. 

 

5.10 CSRF ATTACK 

  CSRF is an attack which forces an end user to execute unwanted actions on a web application 

in which he/she is currently authenticated. With a little help of social engineering (like sending 

a link via email/chat), an attacker may force the users of a web application to execute actions of 

the attacker's choosing. A successful CSRF exploit can compromise end user data and operation 

in case of normal user. If the targeted end user is the administrator account, this can 

compromise the entire web application. 

 

 For the simulation of this attack  attacker was able to sniff the http get an end user is sending 

to his e-bank and using a Perl script called piñata to manipulate the http get so he can redirect a 

cash amount to his own account, end user was socially engineered by sending him a fake email 

that looks like identical as from coming from his bank, pressing to the link the script that is in 

the background is executing and money are sent to the attackers account, user will  realize it 

when it's too late 

 

some proof of concept 

You can see a complete CSRF attack in the folder CSRF on the enclosure CD, Sensor wasn't able 

to fire an alarm due to high jacking of the legal active connection on the victim pc. 

5.11 How to prevent CSRF 

 One common method for preventing CSRF attacks is to generate a unique value every time a 

user visits a form on the website and store that value both within the user's session and within 

the form itself as a hidden field. When the form is submitted, the value in the form is checked 

against the value stored within the user's session, and if they don't match the form submission 

isn't processed. The next time the user encounters a form (even if it's the same form), a new 

unique value is generated. Without a way of knowing what that unique value is at any given 

time, the hacker cannot build a form or construct a URL that simulates a legitimate request, and 

the attack fails. 
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6 Conclusion  

 

 In this Diploma Thesis was  introduced  in the second chapter, the fundamentals of Network 

security, the threats that can occur on Data, What are the enemies of a modern 

network(Hackers, Unaware Stuff, Disgruntled Stuff. Also there was described the tools that 

attacker uses, like Viruses, Trojan Horses, Vandals. Various kinds of network attacks like 

Reconnaissance attacks, Access attacks, Bot net, DDOS and DOS attacks, TCP SYN flood attacks, 

ICMP floods/Smurf attacks, Teardrop Attacks, SQL injection and man in the middle attack. 

 In the third chapter it was described the principles of operation of a firewall, the various types 

of firewalls such as packet filter firewalls, packet inspection firewalls, Proxy firewalls, Socks 

firewalls as well as home and end users firewalls with their characteristics and their limitations . 

 In chapter 4 there was described how an intrusion prevention system works, the differences 

between a firewall and an intrusion prevention system, several types of IPs like Network Based, 

Host Based. 

Terms that are related with IPS technologies, How IPS sensor operates(inline mode or 

promiscuous mode, what are the methodologies an intrusion prevention sensor is using to 

detect to network attacks(signature based firewalls, Anomaly detection firewalls, State full 

protocol analysis. 

 In the last chapter of this diploma(5th) it was demonstrated how can be achieved several 

Network attacks. 

 Attacks that were simulated included: DOS attack that was achieved by flooding the http server 

with infinite UDP packets, the result of this attack was to overwhelm the sensor and end users 

were not able to access the web resources of the server farm.  

 Another Attack that was simulated was DDOS attack, this was achieved by using Perl script that 

was able to generate a big amount of traffic about 10000 packets per second, TCP-SYN  packets 

were chosen ,sensor was overwhelmed and users were unable to access the web resources of 

the server farm. 

 There was also  simulated SSH brute force attack, password for root was retrieved so attacker 

was able to have full access to the victims pc, services ,file structure could be able to be 

compromised or deleted.  
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Another kind of attack that was simulated was SQL injection, attacker using techniques and 

vulnerabilities of the SQL protocol was able  to retrieve all contents of an SQL databases 

without having the proper rights or access. 

 XSS attack was also simulated(cross script site attack) java code was able to be issued on a html 

form and attacker was able to manipulate the cookie, this can lead on stealing information's or 

account details from a site. 

 Last attack that was simulated was Cross site forgery request(CSRF attack) it was set up an e-

banking web page, attacker was able to sniff the http get of the victim, manipulate it with 

special CSRF tool and with social engineering to make the victim to run the code he wanted, 

this had as result the victim to send money in the attackers bank account, without knowing it. 

The IPS sensor was able to block most of the attacks, DOS attacks were able to be blocked and 

reported, DDOS attacks could be blocked but only with proper load balancing planning due to 

the huge load of the traffic. 

SSH brute force attacks were also able to be blocked and reported and attacker wasn't able to 

grand access to the SSH server. SQL injection was blocked without any effort from the sensor as 

well as any future attack of this kind from the same IP subnet. 

XSS attack wasn't able to be blocked due to no license in the sensor that was used in the 

laboratory,  so signatures wasn't up to date. 

CSRF attack wasn't able to be blocked due to fact that the attacker is using actually the active 

season of the victim and social engineering so he can be able to persuade the victim to run 

code in the background to fulfill his tasks. 
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 Appendix 

 

Chapter 1: 

 

Kinds of network attacks 

 

Reconnaissance attacks  

Those kinds of attacks are used from the hackers to collect data that will be used to 

compromise networks. Software tools like packet sniffers or port scanners are used to map the 

actual network resources and reveal possible vulnerabilities on target networks, hosts or 

applications 

Access attacks: They are used to exploit vulnerabilities in network areas as authentication 

services and file management protocol (ftp) so it will be possible to gain access to email 

accounts databases and other private and confidential information. 

Bot nets: it’s a collection of robots or bots that run autonomously and automatically 

It can be a collection of system that has been compromised with works, Trojan horses or 

backdoors. 

Dos and DDOS Attacks: Dos and attacks prevent access to a part or all of the computer system. 

They don’t try to gain access in a network but focus on making a service unavailable. This is 

achieved by exhausting some resource limitation on the network or system/application.DDos 

attacks generate higher level of flooded traffic by using the combination of bandwidth of 

multiply machines to target a single machine or network 

 

Top Syn flood attacks: 

It takes advantage of the flaw in how most hosts implement the TCP three way handshake. 

When host B receives a Syn request from A.it must keep track of the partially opened 

connection in a listen queue for at least 75 seconds. Most implementations can keep track of a 

very limited number of connections. 
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A malicious host can exploit the small size of the listen queue by sending multi Syn requests to a 

host but never reply on the Syn-ACK the other host sends back. The others hosts listen queue is 

quickly filled up in this way, and it will stop accepting new connections, until a partially opened 

connection on the queue is completed or timed-out. This ability of removing the host from a 

network for at least 75 seconds can be used for DDOS and Dos attacks as well as IP 

spoofing

 

Figure 1 TCP 3-way Handshake 

 

ICMP FLOOD/SMURF ATTACKS 

ICMP is used by the IP layer of OSI layer to send one-way informational message to a host. 

There is no authentication on icmp,this can lead to attacks using ICMP with result attacks like 

denial of service or allowing the attacker to intercept packages. 

The attacks that are associated with ICMP are: 

ICMP Dos attack: 

An attacker can use ether the ICMP time exceeded or destination unreachable messages. Both 

of those messages can cause a host to drop immediately a connection. If an attacker force one 

of those messages to the communicating hosts it can lead to break the connection. Icmp 
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redirect message is used by internet gateways(router. Firewall) when a host assumes that the 

destination is not on the local network, an attacker can take advantage f this and redirect the 

packets of a host to the attackers host 

Icmp packet mitigation (icmp surf) 

An attacker can send imp echo packages to the targets network broadcast address .all hosts on 

these networks will send icmp echo replies to  target network so target available resources and 

bandwidth will be  consumed, leading to a denial of service(service unavailable) 

Icmp ping flood attacks:  

a broadcast storm of pings exhaust the resources of the target machine so it can response even 

to legitimate traffic 

Icmp nuke attack: 

 nukes send a packet with information that the target os/machine is not able to handle, his 

leads in system crash/unavailability. 

 

 

Figure 2 ICMP FLOOD ATTACK 
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SQL injection 

SQL injection is a technique used to take advantage of vulnerabilities of sql platform, so it will 

be able to pass SQL commands through a web application for execution by a database: 

Attackers often take advantage of the fact that often programmers put together sql commands 

with user provided parameters. this results  that attackers are able to execute arbitrary sql 

queries or commands to the sql database server through the web application. 

Teardrop attack 

This type of attack is related with the fragmentation and reassembly of ip packet 

This information is contained on the ip header on how to handle fragmentation issues, the 

options are: 

 Not fragment bit 

 More fragment bit 

 Fragment offset 

The fragment offset is used to indicate the starting position of each fragment relative to the 

original unfragment packet. An attacker can transmit fragmented ip packets containing 

overlapped fragment offsets, this lead the target machine not to be able to reachable them 

back.exchausting resources or even crashing  a whole system 

 

 

Figure 3 TearDrop Attack 
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Ping of death 

There is a specific ICMP echo variation that can cause a system to crash: RFC 791 specifies that 

the maximum size of a packet can be 65.535 bytes, a imp echo request (ping) larger than this 

value can lead on crashing the remote system while trying to reassemble suck a large segment 

 

Figure 4 Ping of Death ATTACK 

 

Man in the middle attack 

This kind of attack can be implemented from somebody who works in your  isp and is able to 

gain access to all the traffic that is originated from one network towards to another one,if 

security protocols aren’t proper implemented attacker is able to examine and analyze traffic in 

order to obtain information regarding networks and resources 

 

Port redirection 

Ip redirected traffic is a big security problem, attackers that are familiar with the target 

networks can install specific application on user’s computers and redirect traffic to users 

though a hacked user. This can be done without violation firewall rules in a network. 
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Chapter 2 

 

Host-Based Firewalls and Personal Firewalls  

Host-based firewalls for servers and personal firewalls for desktop and laptop personal 

computers (PC) provide an additional layer of security against network-based attacks. These 

firewalls are software-based, residing on the hosts they are protecting—each monitors and 

controls the incoming and outgoing network traffic for a single host. They can provide more 

granular protection than network firewalls to meet the needs of specific hosts. 

Host-based firewalls are available as part of server operating systems such as Linux, Windows, 

Solaris, BSD, and Mac OS X Server, and they can also be installed as third-party add-ons. 

Configuring a host-based firewall to allow only necessary traffic to the server provides 

protection against malicious activity from all hosts, including those on the same subnet or on 

other internal subnets not separated by a network .firewall. Limiting outgoing traffic from a 

server may also be helpful in preventing certain malware that infects a host from spreading to 

other hosts. 

Host-based firewalls usually perform logging, and can often be configured to perform address-

based and application-based access controls. Many host-based firewalls can also act as 

intrusion prevention systems (IPS) that, after detecting an attack in progress, take actions to 

thwart the attacker and prevent damage to the targeted host.  

A personal firewall is software that runs on a desktop or laptop PC with a user-focused 

operating system such as Microsoft Windows Vista or Macintosh OS X. A personal firewall is 

similar to a host-based firewall, but because the computer being protected is meant for end 

users, the interface is usually different (and presumably easier for the typical user to 

understand). A personal firewall provides an additional layer of security for PCs located both 

inside and outside perimeter firewalls (e.g., mobile laptop users), because it can restrict 

inbound communications and can often limit outbound communications as well. This not only 

allows personal firewalls to protect PCs from incoming attacks, but also limits the spread of 

malware from infected PCs and the use of unauthorized software such as peer-to-peer file 

sharing utilities. Personal firewalls are often packaged with antimalware programs, intrusion 

detection software, and other security utilities. 

Some personal firewalls allow creation of different profiles based on location, such as a profile 

for use inside the organization’s network and a different profile for use when at a remote 

location. This is particularly important when a computer is used on an entrusted external 
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network, because having a separate firewall profile for use on such networks can restrict 

network activity more tightly and provide stronger protection than having a single profile for all 

networks.  Some personal firewalls allow creation of different profiles based on location, such 

as a profile for use inside the organization’s network and a different profile for use when at a 

remote location. This is particularly important when a computer is used on an untrusted 

external network, because having a separate firewall profile for use on such networks can 

restrict network activity more tightly and provide stronger protection than having a single 

profile for all networks.   

In addition to traditional state full filtering, many personal firewalls can be configured to allow 

communications based on lists of authorized applications—such as web browsers contacting 

web servers and email clients sending and receiving email messages—and to deny 

communications involving any other applications. These are referred to as application-based 

firewalls. Access control is based on the applications or services launched, and not on the ports 

or services.   
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4 Laboratory Simulation 

 

 

Figure 5 Perf Script for DDOS Attacks. 
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Figure 6 IPS Sensor Heath under DDOS Attack 

 

 

 

 



68 
 

 

 

 

Figure 7 Capture in Wire shark of DDOS Attack 
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Figure 8 DOS Attack using LOIC 
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Figure 9 Sensor Hearth Status Under DOS Attack 
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Figure  10 Fire up Script for SQL Injection 

 

 

 

 



72 
 

 

Figure 11 Password obtained after SSH Brute Force Attack 
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                                            SQL INJECTION    

 

 

 

Figure 12 Executing SQL map to perform SQL Injection Attack 
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Figure 13 Database was obtained after successfull SQL Injection Attack 
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Figure 14 Table Capture using SQL injection Tool 

 

 

 

 



76 
 

Xss Attack 

 

Figure 15 Java Script commands Issued 
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Figure 16 Info About Cookie Observed 
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Figure 17 ManipulateCookie 
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Figure 18 Proof Of Chanded Cookie
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Figure 19 Cookie 1(username) Before in Browser 



81 
 

 

 

 

Figure 20 cookie 2(username after manipulation): 
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Figure 21 Cookie 2 before manipulation (password Cookie)
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Figure  22 Cookie 2 after Manipluation(password) 
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CSRF ATTACK 

 

 

Figure  23 Performing online transaction through e-banking
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Figure 24 Confirm of payment 
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Figure 25 Successfull Transfer
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Figure 26 Sniffing of HTTP GET from Attacker 
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Figure 27 Creation of CSRF modified HTTP Page for social engineering of the 

Victim
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Figure 28 Victim recieves link in mail that thinks originates actually from the 

bank 
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Figure 29 Account was dicreased and money were sent to Attacker 


